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SUMMARY 

The Department of Health oversees the Sexually 
Transmitted Diseases (STD) Program related to 
the control and prevention of sexually transmitted 
diseases.  Services provided include: treatment for 
infected individuals, counseling, surveillance, 
screening, and public awareness and education.  
The Department uses the Sexually Transmitted 
Disease Management Information System 
(STD*MIS) for STD case management, clinic 
visits, field investigations, and morbidity related 
reporting to the Center for Disease Control and 
Prevention (CDC).  

The Department also administers the Children’s 
Medical Services (CMS) program to provide 
services to children with special health care needs.  
Services are provided through a network of 
contracted clinics, hospitals, and physicians.  The 
Department maintains client and care 
coordination information in the Case 
Management Data System (CMDS).  

Our reviews related to these systems for the 
period July 2002 through January 2004 disclosed 
areas in which the systems need improvements to 
ensure the integrity and timeliness of the data.  
Specifically: 

Sexually Transmitted Disease Management 
Informat on Systemi  

Finding No. 1: Due to a lack of system 
integration, STD data is at increased risk of errors 
and delays.  The lack of integration also increases 
the staffing necessary to record and process STD 
cases and could inhibit the Department’s ability 

to ensure timely and accurate collection of STD 
data and facilitate treatment.  

Finding No. 2: The STD*MIS does not include 
features that ensure the accuracy of transaction  
date and history, provide efficient patient 
identification, and prevent the entry of duplicate 
data. 

Finding No. 3: System security control 
weaknesses need to be addressed to protect the 
system’s sensitive data. 

CMS Case Management Data System 

Finding No. 4: The absence of integration 
among CMDS area offices and between area 
offices and the central program office causes 
duplication of staff efforts and delays the central 
program office obtaining information needed to 
manage the CMS program. 

Finding No. 5: The inconsistent use of CMDS 
data fields lessens the reliability of the data and 
prevents effective matching of data with other 
Department and State systems.   

FINDINGS AND RECOMMENDATIONS 

Sexually Transmitted Disease Management 
Information System 

The Legislature has recognized that STD represents a 
serious and sometimes fatal health threat.  To help 
ensure a timely response to emerging needs, Section 
384.25, Florida Statutes, requires each person who 
makes a diagnosis of, or treats a person with a STD, 
and each laboratory that performs a test for a STD 
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which concludes with a positive result, to timely report 
the result to the Department.  In turn, the Department 
is required to submit an annual report of all reported 
STDs to the Legislature by February 1st of each year.  
The test results are maintained within the STD*MIS.  
The system is a data management system developed by 
the CDC and made available to the states for standard 
reporting purposes.  The Department electronically 
submits STD demographic data to the CDC weekly, as 
well as an annual report each May.  

Finding No. 1: STD*MIS System Integration 

The STD*MIS does not provide on-line access for 
laboratories and medical practitioners, electronic 
communications among the Department’s 15 STD 
area offices, or integration with other Department 
systems.  As a result: 

 The State laboratories submit electronic data 
files reporting test results (positive results, 
suspected cases, and contacts to known cases) 
to the Department, which processes the 
information through a system that analyzes 
the data and reports alerts for instances that 
meet certain STD disease criteria (e.g., 
pregnant women testing positive).  The data 
and alert information must then be routed to 
the STD area offices where personnel 
manually input the results into the individual 
area office’s STD*MIS.  

 Private laboratories and medical practitioners 
manually submit hard copy test results to STD 
area offices.  If an STD area office receives 
results for patients not within their 
jurisdiction, the results must be routed to the 
appropriate STD area office.  Upon receipt of 
test results, STD area office personnel must 
manually enter the information into the 
STD*MIS.  The data received by the STD 
area offices from non-State laboratories is not 
submitted in electronic form and, therefore, 
not subjected to the same alerts as the State 
laboratories’ data, thereby limiting potential 
warnings.  

 Due to the nature of the diseases, the 
Department’s STD program and HIV/AIDS 
program must routinely share information.  
However, since the STD*MIS is not 
integrated with the Department’s HIV/AIDS 
Reporting System (HARS) and the HIV 
Counseling and Testing Database, program 
personnel must manually prepare and submit 
relevant data for input into the other 
program’s systems.  Moreover, due to the 
systems’ lack of unique patient identifiers, the 
Department does not routinely reconcile the 
HIV Systems and STD*MIS to ensure both 
systems have complete and accurate data.   

The absence of on-line access and integration of the 
STD*MIS creates an inefficient and ineffective 
operational environment in that the risk of STD data 
not being recorded or recorded timely is increased and 
needed follow-up of STD cases may not occur or be 
delayed.  To compensate for this deficiency, significant 
staff resources are used for monitoring and tracking 
the receipt and routing of test results to ensure the 
results are properly recorded, processed, and closed in 
a timely manner. 

Recommendation: To ensure timely and 

accurate collection of STD data and facilitate 

treatment, the Department should continue its 

efforts to migrate to an upgraded version of the 

STD*MIS.  The Department should determine 

the feasibility of obtaining a replacement system 

that will provide on-line access and electronic 

submission and transmission of STD data among 

users.  In the interim, the Department should 

consider rule changes that would require large 

private laboratories and medical practitioners to 

submit test results in electronic form similar to 

that of the State laboratories.  Additionally, the 

Department should implement periodic 

reconciliations between the STD*MIS and other 

related Department systems (e.g., HARS) to 

ensure test results information is appropriately 

transferred.   
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Finding No. 2: STD*MIS Application Controls 

Computer application controls include functions and 
edits that help ensure data input, processed, and 
reported is complete and accurate.  The following 
STD*MIS application control deficiencies reduce the 
system’s reliability:  

 The system’s date and time is part of every 
record.  However, each time a record is 
accessed for modification (regardless of 
whether an actual change is made), the system 
updates the record’s date and time without 
preserving a transaction history.  The absence 
of a secured date and time and transaction 
history compromises the integrity of the 
programmed procedures that rely on accurate 
date and time data and precludes having an 
effective trail of changes.  

 The STD*MIS does not use a specific 
identifier associated with each patient.  
Although the system generates a 10-digit 
patient ID field, the data is comprised of the 
site number and a system-assigned record 
number.  Therefore, patients with multiple 
records in the STD*MIS will have multiple 
patient ID numbers.  Additionally, since 
names and addresses can be input different 
ways, the absence of a unique patient 
identifier makes identifying all data for a single 
patient difficult.  

 The STD*MIS does not include an edit 
function to prevent entry of duplicate records.  
Rather, users of the STD*MIS must perform 
searches for duplicate records based on data 
fields such as the patient’s name, address, 
gender, and birth year.  This condition 
increases the risk of undetected duplications.  

Recommendation:  As recommended in Finding 

No. 1, the Department should continue its efforts 

to migrate to an upgraded version of the 

STD*MIS and determine the feasibility of 

obtaining a replacement system that will ensure a 

secured date and time feature and transaction 

history, provide efficient patient identification, 

and include front-end edits to prevent the entry of 

duplicate data.  In analyzing system alternatives, 

the Department should consider implementing a 

unified system that could maintain and report 

integrated data for each patient across all 

Department program services. 

Finding No. 3: STD*MIS System Security 

During our review, we identified a number of system 
security control weaknesses that need to be improved 
to protect the sensitive data the system maintains.  
Specific details of these deficiencies are not disclosed 
in this report to avoid any possibility of compromising 
Department information.  However, appropriate 
Department personnel have been notified of the 
deficiencies.  Additional security deficiencies included 
the absence of:  

 Written security administration policies and 
procedures relating to request, assignment, 
deletion, and review of access for users.  

 Documentation supporting the request and 
approval of users’ access.   

 Sufficient periodic review of user security 
profiles.  Our review of the user access 
profiles for two area offices disclosed 13 user 
IDs for 11 employees who had terminated 
between December 2002 to May 2004, but 
who still had access to STD*MIS as of  July 
2004. 

Comprehensive written policies and procedures 
provide guidance to Department staff, as well as help 
implement an appropriate control environment.  The 
maintenance of documents supporting the request and 
assignment of user access, and periodic review of 
those assignments, helps ensure individuals only have 
access commensurate with that needed for the 
performance of their assigned duties.  

Recommendation:  The Department should 

implement appropriate security control features to 
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Recommendation: We recommend the 

Department evaluate the feasibility of enhancing 

or replacing the current CMDS to provide 

electronic communications among area offices 

and the central program office. 

protect the sensitive data the system maintains 

and to prevent and detect any unauthorized 

access attempts made to the STD*MIS.  In 

instances in which system modifications are not 

possible or practical, the Department should 

ensure compensating manual controls (e.g., 

segregation of duties, additional supervision and 

review) are in place and operating effectively.  

Comprehensive written security administration 

policies and procedures relating to access 

requests, assignments, deletions, and review of 

user security profiles should be established and 

implemented.  

Finding No. 5: CMDS Application Controls 

As described previously, computer application 
controls help ensure data input, processed, and 
reported is complete and accurate.  The following 
CMDS application control deficiencies reduce the 
system’s reliability:  

 The system primarily uses a client’s social 
security number for the Client ID.  However, 
if a client does not have a social security 
number or the number is unknown, the 
client’s initials and date of birth are used as 
the Client ID.  

CMS Case Management Data System 

The Children’s Medical Services (CMS) program 
provides services to children with special health care 
needs.  These services are provided through a 
Statewide, managed care network of health care 
providers.  The Department operates the Case 
Management Data System (CMDS) to track client 
registration, services scheduled and delivered, clinics 
scheduled and delivered, and enable automated third 
party billing.  

 When Department personnel update certain 
data fields, the system writes over the old data 
(e.g., address, contact information, funding 
source, eligibility diagnosis) without 
preserving a transaction history.   

The inconsistent use of CMDS data fields lessens the 
reliability of the data and prevents effective matching 
of data with other Department and State systems (e.g., 
to identify whether providers of services receive 
compensation for the same service from other State 
sources).  The absence of transaction history data 
precludes an effective trail of changes to client 
information. 

Finding No. 4: CMDS System Integration 

CMS services are coordinated through 22 area CMS 
offices.  The CMDS system consists of stand-alone 
databases at each of the area offices with no electronic 
communications among area offices or between area 
offices and the central program office.  As a result: 

 For clients who move to a different part of 
the State, information must be re-entered 
from client file hard copies into the new area 
office’s CMDS.  

Recommendation: In determining the 

feasibility of enhancing or replacing the CMDS, 

the Department should ensure consistent data 

standards and transaction histories are 

implemented.  As recommended above, in 

analyzing system alternatives, the Department 

should consider implementing a unified system to 

maintain and report integrated data for each 

patient across all Department program services. 

 To produce Statewide reports, the central 
program office must have each area office 
send data files to Tallahassee for compilation.  

The absence of system integration results in 
duplication of staff efforts and delays in the central 
program office obtaining information needed to 
manage the CMS program.   
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OBJECTIVES, SCOPE, AND METHODOLOGY AUTHORITY 

The overall objectives related to our audit of the 
STD*MIS and the CMS program were to obtain an 
understanding of internal control and make judgments 
as to the effectiveness of those internal controls and to 
evaluate management’s performance in achieving 
compliance with controlling laws, administrative rules, 
and other guidelines; the economic, efficient, and 
effective operation of State government; the validity 
and reliability of records and reports; the safeguarding 
of assets and, if applicable, identify statutory and fiscal 
changes for Legislative consideration.  

Pursuant to the provisions of Section 11.45, Florida 
Statutes, I have directed that this report be prepared to 
present the results of our operational audit. 

 

William O. Monroe, CPA 
Auditor General 

The scope of the audit as it related to the STD*MIS 
focused on controls and processes related to ensuring 
the accuracy and reliability of information contained in 
the STD*MIS.  

The scope of the audit as it related to the CMS 
program focused on the accuracy and completeness of 
Medicaid and Kidcare billings, comparison of CMS 
Safety Net payment data in CMDS to Medicaid 
payments, the eligibility of clients served by CMS, and 
controls related to dual-employment (State 
employment and contracted health care provider). 

In conducting our audit, we interviewed Department 
personnel, made inquiries and observations, and 
completed various analyses and other procedures as 
determined necessary.   
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AUDITEE RESPONSE 

As required by law, our preliminary and tentative audit 
findings were provided to the Secretary of the 
Department of Health.  In a letter dated September 
22, 2004, the Secretary provided a response that 
concurred with our audit findings and 
recommendations.    

For the Secretary’s complete response to the findings 
and recommendations contained in this report, please 
see the Auditor General’s Web site where the response 
may be viewed in its entirety.  
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To promote accountability in government and improvement in government operations, the Auditor General makes 
operational audits of selected programs, activities, and functions of State agencies.  This operational audit was made in 
accordance with applicable Governmental Auditing Standards issued by the Comptroller General of the United States.  This 
audit was conducted by Susan C. Phelan, CPA and supervised by Peggy S. Miller, CPA.  Please address inquiries regarding this 
report to Marcia Maheu, CPA, Audit Manager, via e-mail at marciamaheu@aud.state.fl.us or by telephone at (850) 487-9038. 

This report and other audit reports prepared by the Auditor General can be obtained on our Web site 
(http://www.state.fl.us/audgen); by telephone (850 487-9024); or by mail (G74 Claude Pepper Building, 111 West Madison 
Street, Tallahassee, Florida  32399-1450). 
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