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OBJECTIVES, SCOPE, AND METHODOLOGY 

The objectives and scope of this audit were: 

• To determine the effectiveness of selected general and application controls related to the 
MyFloridaMarketPlace Buyer Component and to determine whether the Department of Management 
Services (DMS) had corrected, or was in the process of correcting, all deficiencies disclosed in audit 
report No. 2006-015. For this objective, our audit scope focused on evaluating selected information 
technology (IT) controls applicable to MyFloridaMarketPlace during the period July 1, 2005, through 
June 30, 2006, including selected actions through August 31, 2006.  

• Concurrently, we conducted audit field work at the 14 agencies, including DMS, listed below to 
evaluate the effectiveness of MyFloridaMarketPlace processes and related internal controls as 
implemented by each agency.  For this objective, our audit focused on the period July 1, 2005, 
through January 31, 2006, and selected actions through September 14, 2006.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In conducting this audit, we interviewed appropriate agency and contractor personnel, observed processes and 
procedures, reviewed documentation, tested transactions, used computer-assisted audit techniques, and 
performed various other audit procedures to test selected controls and evaluate the effectiveness of 
MyFloridaMarketPlace processes.  

 

 

 

 

 

To promote accountability and improvement in government operations, the Auditor General makes audits of the information 
technology programs, activities, and functions of governmental entities.  This information technology audit was conducted in 
accordance with applicable Generally Accepted Government Auditing Standards.  This audit was conducted by Chris Gohlke, CPA, * 
and Clint Boutwell, CPA,* and supervised by Shelly Posey, CISA, and Nancy Tucker, CPA.*  Please address inquiries regarding this 
report to Jon Ingram, CPA,* CISA, Audit Manager, via e-mail at joningram@aud.state.fl.us or by telephone at (850) 488-0840.   
 
This report and other audit reports prepared by the Auditor General can be obtained on our Web site 
(http://www.state.fl.us/audgen);  by telephone (850 487-9024); or by mail (G74 Claude Pepper Building, 111 West Madison Street, 
Tallahassee, Florida  32399-1450). 
 
*Regulated by State of Florida. 

https://flauditor.gov/
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SUMMARY OF FINDINGS 

MyFloridaMarketPlace (MFMP) is a Web-based electronic procurement system for State agencies.  Maintained 
and operated by Accenture, LLP, (Accenture) under contract with DMS, MFMP is designed to enable State 
agencies to procure commodities and contractual services on-line and electronically communicate information on 
purchasing activities to the State’s accounting system, the Florida Accounting Information Resource Subsystem 
(FLAIR). 

Our audit of MFMP focused on selected general and application information technology (IT) controls related to 
the MFMP Buyer Component during the period July 1, 2005, through June 30, 2006, and selected DMS actions 
through August 31, 2006.  We also evaluated DMS’s progress in addressing MFMP control deficiencies noted in 
audit report No. 2006-015.  In addition, we conducted audit field work at 14 State agencies, including DMS, for 
the period July 1, 2005, through January 31, 2006, and selected actions through September 14, 2006, that focused 
on evaluating agency MFMP processes and related internal controls.   

As a part of  this audit, we conducted two surveys of State agencies regarding their use of, and satisfaction with, 
MFMP.  The results of these surveys are disclosed in Appendices A and B, respectively. 

Our audit of MFMP disclosed that DMS is making progress in addressing the issues noted in the prior audit 
report No. 2006-015 and initiated actions to address certain issues raised in our current audit.  However, 
numerous MFMP IT controls and State agency user controls still need improvement.  These matters are 
summarized below: 

System Performance 

Proper management of system performance is an important aspect of IT service delivery.  We observed, and 
MFMP users reported, instances of MFMP system performance problems throughout the audit period.  DMS had 
taken steps to address system performance, but we continued to note aspects of DMS’s management of system 
performance that needed improvement.  (Finding No. 1) 

Agency Utilization of MFMP Functions 

Our audit field work at the 14 State agencies disclosed that few agencies were fully utilizing all the functional 
capabilities available in MFMP.  Agencies gave various reasons for not using certain MFMP functions and some 
agencies relied on workarounds or alternate systems in lieu of MFMP functionality.  (Finding No. 2) 

Monitoring of Transaction Fees and Exemptions 

Florida law and administrative rules provide that DMS may collect fees from vendors for the use of MFMP.  
While transactions may be exempt for a number of reasons, agency transactions involving commodities and 
contractual services are generally assessed a one-percent transaction fee, which the vendor shall pay to the State.  
We noted that improvements were needed in DMS’s review and follow-up process for the appropriateness of the 
application of transaction fees and exemptions.  (Finding No. 3) 

Risk Assessments 

IT risk assessment is a process of identifying and evaluating information risks that are relevant to the achievement 
of entity business objectives.  The MFMP project team had not been tracking project risks as described in the 
approved Risk Management Process for MFMP.  (Finding No. 4) 
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Security of Data and IT Resources 

IT security controls are intended to protect the confidentiality, integrity, and availability of data and IT resources.  
Our audit disclosed that the management of MFMP security continued to need improvement in the areas of 
conducting background checks of Accenture personnel; controlling access at the application system, operating 
system, and database levels; ensuring the appropriateness of project staff and user access privileges; providing 
comprehensive security policies and procedures; and other specific areas not disclosed in detail in this report to 
avoid jeopardizing MFMP security.  (Finding Nos. 5 through 10) 

Application Systems Change Management 

Effective management of application system changes helps ensure that the ongoing integrity of a system is 
preserved over time as the system is changed.  Our audit disclosed instances where neither DMS nor end-user 
approval of system changes and operational data updates (data changes made by Accenture on behalf of users) 
had been obtained prior to the changes becoming operational.  We also noted instances where the MFMP design 
specifications had not been updated to reflect system changes or contained inaccuracies.  (Finding Nos. 11 and 

12) 

Data Management 

Effective data management controls help ensure the integrity of information stored within a system.  We 
continued to note deficiencies in the management of electronic documents within MFMP that serve as 
attachments to procurement records.  Additionally, DMS had not established maintenance procedures to ensure 
the ongoing retention and usability of electronic records pursuant to Department of State Rules.  We also noted 
instances of duplicate payments initiated from MFMP and processed by FLAIR for payment.  We noted other 
data integrity issues within MFMP and we continued to find data inconsistencies between MFMP and FLAIR.  
Further, DMS had not established a mechanism for reconciling MFMP and FLAIR transaction data.  (Finding 

Nos. 13, 14, 16, 17, 18, and 19)   

Agency Procedural Deficiencies 

Effective procedures and guidelines are necessary to promote end-users’ complete understanding and proper use 
of MFMP.  Our audit field work at the 14 State agencies disclosed instances where written procedures or 
guidelines for key MFMP processes were lacking and where procedural deficiencies existed regarding the issuance 
of direct orders (purchase orders), invoice reconciliations (the process whereby invoices are compared to direct 
orders), and processing of payments.  (Finding No. 15) 

Statistical Sampling of Payments for Preauditing 

MFMP’s Statistical Sampling Module was used by DFS to perform a preaudit of payments.  Improvements were 
needed in the operation of the sampling process to provide increased assurance of its validity.  (Finding No. 20) 

Continuity of Service 

IT service continuity is protected through such measures as disaster recovery planning and appropriate provisions 
for making and safeguarding copies of software and data.  Risk assessment elements within the MFMP disaster 
recovery plan needed enhancement.  Additionally, improvements were needed in MFMP program and data 
back-up provisions and in environmental controls at the Tallahassee facility that housed the MFMP development 
environment and served as a back-up site to the primary hosting facility.  (Finding Nos. 21 through 23) 
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BACKGROUND 

As authorized by Section 287.057(23)(a), Florida Statutes, DMS, on October 9, 2002, contracted with Accenture, 
LLP (Accenture), for the development and operation of MFMP.  Accenture serves as the application service 
provider for MFMP.  In addition, portions of the contract, such as the hosting facility where the MFMP hardware 
is housed, have been subcontracted by Accenture.  

Accenture developed MFMP by heavily customizing Ariba’s commercial off-the-shelf procurement solution.  The 
Ariba procurement solution is a standardized software product that is upgraded and supported by Ariba, and it 
contains a significant amount of proprietary code and related documentation to which neither Accenture nor 
DMS have full access.  

Pursuant to Section 215.94(4), Florida Statutes, DMS is the functional owner of MFMP.   As a result, DMS staff 
are responsible for the final decisions regarding features and implementation of MFMP.  DMS maintains that 
MFMP is a tool for the agencies to use and, as such, allowed the system to be customized to a certain extent for 
each individual agency’s needs.  DMS characterized the level of customizations of the Ariba software for the State 
of Florida as being major.  

MFMP interfaces with the State’s accounting system, FLAIR, and an interface with the State’s replacement 
accounting system (Aspire) was under development as of the completion of our audit.   MFMP was designed and 
serves as a tool to collect data from State purchasing activities and to communicate applicable data to FLAIR.  
MFMP is also able to store necessary supporting documents as attachments to transactions.  As such, it was not 
designed as an accounting system and does not perform accounting functions such as the recording, classifying, 
summarizing, and reporting of financial information.   MFMP could optionally initiate an encumbrance in FLAIR 
for MFMP approved requisitions.  Additionally, once goods were received and the process for payment was 
completed in MFMP, the transaction was to be sent to FLAIR for payment.  Payment information was then to be 
sent back from FLAIR and posted in MFMP.  

DFS performs a preaudit of invoices on a sampling basis before they are paid in FLAIR.  For MFMP-initiated 
transactions, the DFS sampling and preaudit takes place in MFMP.  
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FINDINGS AND RECOMMENDATIONS 

Finding No. 1: System Performance 

An important aspect of IT service delivery is the management of system performance.  Effective performance 
management includes the following: 

 Monitoring and assessment of system performance on an ongoing basis, taking into consideration 
forecasts of future system workload, to address capacity and efficiency issues before system performance 
becomes significantly degraded. 

 A sound plan for archiving data, consistent with legal and business requirements, to provide efficiencies 
in data storage.  

Our review of Help Desk calls, MFMP status reports, Third-Party Monitor Interim Project Progress Reports, and 
other internal DMS communications, as well as our observations of MFMP performance as a part of various audit 
procedures, disclosed that system performance problems occurred throughout the audit period.  In addition, 
responses to our survey of agency liaisons (Appendix B) included numerous comments regarding poor system 
performance and indicated that this issue was impacting the ability of the agencies to use the system. 

We noted the following issues related to system performance and DMS’s management thereof: 

 DMS had not performed a load or stress test of the system since July 15, 2003, despite additions to 
hardware capacity.  Load testing refers to the process of modeling the expected usage of a software 
program by simulating multiple users accessing the program’s services concurrently.  When the load 
placed on the system is raised beyond normal usage patterns in order to test the system’s performance at 
unusually high or peak loads, it is known as stress testing.  In the Third-Party Monitor (North Highland) 
Interim Project Progress Report submitted to DMS on October 19, 2005, North Highland also noted the 
lack of load testing.  In response to our audit inquiries, DMS staff stated on June 22, 2006, that 
Accenture had purchased Mercury LoadRunner, a load testing software product, and was in the process 
of developing a load testing strategy.  

 On October 18, 2005, DMS and Accenture executed Modification 4 to the MFMP contract.  Attachment 
A, Section 3.0 of this modification prescribed specific performance criteria for the operation of MFMP, 
specifically, software application average response time.  This was the primary metric for measuring 
system performance.  Our evaluation of this metric concluded that it was not adequate to report on the 
true state of system performance because it relied on averaging all measurements from the month, 
thereby smoothing any peaks in the measurements.  In response to our audit inquiries, DMS staff 
acknowledged that the metrics were not a complete indication of system performance.  

 The data that drives the reporting on average response time was provided by Accenture, but DMS was 
unable to independently verify the accuracy of this data in its entirety.  In response to our audit inquiries, 
DMS recognized the need to be able to independently verify this data.  DMS staff further indicated that 
they and North Highland were working with Accenture to develop a process to independently verify the 
metrics, but that the process was extremely resource intensive and required skill sets that DMS was 
actively trying to acquire.  

DMS’s efforts to improve system performance included installing additional central processing units in March and 
May of 2005.  In May 2006, DMS also installed a new application server to improve MFMP system response time.  
However, issues were encountered impacting system stability and performance, resulting in DMS reverting back 
to the former server.  DMS also made adjustments to the application, issued guidance, and provided training to 
users, to assist in improving the performance of MFMP.  
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DMS also noted that attachment size, search parameters, the number of concurrent users, agency workflow 
configurations, and application memory management all have potentially contributed to system performance 
issues.  DMS staff indicated that they were tracking each of these issues and discussing them at the MFMP project 
weekly meetings.  However, without periodic load and stress testing and comprehensive, verifiable performance 
metrics, DMS lacks a baseline to determine the effectiveness of its efforts to improve performance. 

DMS was running version 7.1a of the Ariba Buyer application.  Ariba will cease providing technical support and 
fixes for version 7.1a on March 31, 2007.  On August 22, 2006, DMS staff indicated that Accenture was in the 
process of making arrangements for support of version 7.1a past March 31, 2007.  

The latest version of Ariba Buyer is 8.2 and Ariba plans to release version 9 in Winter 2006.  Version 8.2 provides 
improved memory management and more effective load balancing to more evenly spread the transaction 
workload.  In addition, a new feature in version 8.2 is the ability to archive data, which would free up space in the 
database.  DMS staff stated that these capabilities would be of great benefit in helping to resolve ongoing system 
performance issues.  DMS staff stated that they would be implementing the Ariba upgrade to version 8.2 and that 
they were working to establish an implementation date.   

Recommendation: DMS should continue with efforts to resolve system performance issues.  DMS 
should also ensure that periodic load and stress testing is performed and that verifiable performance 
metrics are maintained. 

Finding No. 2: Agency Utilization of MFMP Functions 

Agencies are required by Section 287.057(23)(a), Florida Statutes, to participate in the online procurement system 
and by DMS Rule 60A-1.030(2), Florida Administrative Code, to procure commodities and contractual services 
from MFMP-registered vendors unless granted a specific exemption.  In order to gain an understanding of the 
degree to which agencies were utilizing MFMP, we conducted a survey of the 14 State agencies regarding the 
functionalities used as of April 30, 2006.  Our analysis of the survey responses, as shown by Appendix A, 
disclosed that few agencies were fully utilizing all the functional capabilities available in MFMP.  We found that 
several agencies were using MFMP to create and approve requisitions; initiate encumbrances; authorize payments 
for direct (purchase) orders; search for and select vendors; and store procurement support documents.  However, 
few agencies were using MFMP to encumber or make payments on master agreements (contracts); process 
purchasing card transactions; assist with year-end reporting; report to oversight entities; or report spend 
(expenditures initiated through MFMP) for budget requests.  As described in the paragraphs below, agencies cited 
functional limitations, system performance, and workflow inefficiencies as reasons for not using all MFMP 
functions:   

 Users have the option of encumbering funds in MFMP when initiating a procurement.  When a 
requisition is encumbered, MFMP utilizes a FLAIR interface, whereby a request is automatically sent to 
FLAIR to verify availability of funds, allowing for a budget check prior to creation of a direct order.    As 
described below, our review disclosed that some agencies were not utilizing MFMP for either 
encumbrance or receiving functions.    

• DOE staff did not process encumbrances in MFMP, stating that encumbrances initiated in MFMP 
could not be modified manually, impeding control of encumbrances for planning and budgeting 
purposes.  

• DOR staff stated that as of July, 1, 2006, they had ceased processing encumbrances in MFMP, 
because they had experienced the following system errors: purchase requests had been double 
encumbered, accounting information had been improperly split during the Invoice Reconciliation 
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process, and MFMP transactions failed to encumber in FLAIR.  DOR staff further indicated that the 
MFMP assignment of different numbers to procurement documents for a single transaction hindered 
research.  Finally, DOR staff stated that they stopped using the receiving function in MFMP in 
January 2006 due to confusion that the process caused with end-users.  

• DOT staff ceased using MFMP for processing encumbrances on March 15, 2004, utilizing an in-
house information system, as described below.  

 Some agencies had only recently begun processing payments in MFMP on a limited basis, while other 
agencies had discontinued processing payments in MFMP.  Users have the option to bypass MFMP and 
process payments for goods and services directly in FLAIR.  However, by doing so, users may also 
bypass some of the system control features, such as edit checks against processing invoices for payment 
multiple times.  (Refer to Finding No. 16.)  In response to our audit inquiries, agencies provided a variety 
of explanations for choosing to process payments directly in FLAIR rather than MFMP, as described 
below: 

• DCFS staff indicated that initial testing of system performance, workload considerations, and 
workforce reductions persuaded staff that prompt payment compliance goals would not be met if 
payments were processed through MFMP.  Thus, DCFS did not begin to utilize the MFMP payment 
process until November 2005, and then only for two district offices.  Some additional districts began 
utilizing the process in January 2006.  

• As of September 2005, DOR discontinued processing payments through MFMP and attaching 
documents (for example, invoices) except those initiated via an invoice eform (electronic invoice) 
from a vendor stating “Due to the volume of errors encountered, the inflexibility of MFMP in 
correcting payment-related issues, and the apparent inability to modify the system to correct the 
problems, we were unable to find a practical and efficient way to utilize MFMP to process FLAIR 
payments.”  

• In January 2006, DOT Central Office discontinued paying for all purchases through MFMP, 
suggesting that MFMP system performance issues jeopardized meeting the 20-day invoice filing 
requirements mandated by Section 215.422, Florida Statutes.  To enhance workload efficiencies, 
DOT discontinued processing payments for services requiring master agreements in MFMP in 
February 2006.  

• In May 2006, DOH and DLE discontinued utilizing the MFMP payment process, both citing 
numerous problems encountered with paying invoices in MFMP, as well as problems with invoice 
attachments containing confidential information.  

Our review also disclosed that some agencies were utilizing alternative systems in place of certain functionalities 
available in MFMP, as described below: 

 DOT staff utilized an in-house information system to manage encumbrances indicating that they 
encountered numerous difficulties in trying to process encumbrances in MFMP and that MFMP’s 
encumbrance function did not facilitate compliance with the statutory requirements of Section 
339.135(2)(a), Florida Statutes. 

 DCFS and DOC utilized an in-house system for initiating and approving purchase requisitions.  After 
approval and budget check, the information was entered into MFMP.   

 Except for three field offices, DLE staff used e-mail for initiating and assigning purchase requisitions to 
Purchasing staff.  Alternatively, requesters completed a hardcopy requisition form and submitted the 
form to the Purchasing staff for approval and entry of the information into MFMP.  

It appears from responses to our surveys (Appendices A and B) that State agency utilization of MFMP is 
declining for a variety of reasons.  In response to our audit inquiries regarding agency utilization of MFMP 
functions, DMS staff stated that they had initiated measures to address various problems utilizing the functional 
capabilities available within MFMP.  These measures included maintaining an MFMP Help Desk, providing 
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system training, facilitating multi-agency focus groups, and providing monthly on-line system updates.  Also, 
DMS had recently revamped the MFMP training environment and added a Process Improvement Team 
consisting of expert end-users from various agencies.  Notwithstanding these efforts of DMS, our audit showed 
that rather than embracing the functionality of MFMP, some agency users have found it necessary to rely upon 
workarounds and alternate systems.  Should DMS’s efforts fail and the inconsistent use of MFMP functionality 
continue, it is not clear that MFMP will be able to operate efficiently and effectively as an agency-level 
procurement system or as a subsystem of the Florida Financial Management Information System, pursuant to 
Section 215.93, Florida Statutes.  

Recommendation: In addition to resolving the performance problems, as discussed in Finding No. 1, 
DMS should continue to communicate and work with State agencies to increase user awareness and 
expertise regarding MFMP functionality.  We also recommend that State agencies reconsider their 
utilization of MFMP functionality and the necessity of maintaining alternative systems.   

Furthermore, DMS should conduct a complete survey of all State agencies, subject to the Florida 
Financial Management Information System Act (Sections 215.90 through 215.96, Florida Statutes), to 
identify the MFMP functionality used by each and, for the functions not employed, explanations as to 
why MFMP is not being used.  This information should be provided to the Financial Management 
Information Board for its use in ensuring that the Florida Financial Management Information System 
operates efficiently as an integrated financial management information system and provides accurate 
and complete financial information necessary to the effective operation of State government.  

Finding No. 3: Monitoring of Transaction Fees and Exemptions 

Section 287.057(23)(c), Florida Statutes, provides that DMS may collect fees for the use of the on-line 
procurement system.  The fees may be imposed on an individual transaction basis or as a fixed percentage of the 
cost savings generated.  At a minimum, the fees must be set in an amount sufficient to cover the projected costs 
of such services, including administrative and project service costs in accordance with the policies of DMS. 

DMS Rule 60A-1.031, Florida Administrative Code, further provides that unless the transaction is exempt from 
the fee, all agency transactions involving commodities and contractual services shall be assessed a transaction fee 
of one percent, which the vendor shall pay to the State.  Transactions can be exempt depending upon the type of 
vendor, the type of product or service, and the program for which the purchase is made.  For example, 
transactions relating to government and non-profit vendors are exempt from the fee.  The MFMP operations plan 
indicated that it is the responsibility of DMS to review exempted transactions for compliance with the above rule.   

In audit report No. 2006-015, we noted that DMS staff were reviewing exempted transactions, but that there were 
aspects of the review process that needed improvement.  Our current audit disclosed the following: 

 Pursuant to Section 20.055(5)(g), Florida Statutes, the DMS Inspector General provided, on April 4, 
2006, a report to the Secretary on the status of corrective actions taken regarding the findings in audit 
report No. 2006-015.  The status report stated that the DMS MFMP team continued to review the three 
exemption code categories that encompassed 98 percent of the exemption volume.  Our audit noted that 
DMS had not performed a transaction fee exemption verification since September 2005, which was for 
the month of August 2005.  In response to our audit inquiries, DMS staff stated that they performed an 
internal review of the monthly MFMP Fee Exemption Analysis report prepared by Accenture; however, 
they took no formal actions as a result of the review.  DMS staff also stated that they expected to resume 
monitoring exemptions on September 1, 2006.   
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 The Transaction Fee Exemption Verification Process diagram was not up-to-date and there were no 
associated written desk procedures for the process.  In response to our audit inquiries, the Transaction 
Fee Exemption Verification Process diagram was updated on May 11, 2006.  

 Section 570.07(41), Florida Statutes, provides that the Department of Agriculture and Consumer Services 
has been exempted from using MFMP and allowed to continue with its use of its own on-line system.  
However, vendors utilizing such system shall be pre-qualified as meeting mandatory requirements and 
qualifications and shall remit fees pursuant to Section 287.057(23)(c), Florida Statutes.   DMS did not 
have a mechanism in place to monitor Department of Agriculture and Consumer Services transactions 
for payment of the one-percent transaction fee.  

 DMS instituted a Vendor Registration Verification Process to evaluate vendors suspected of incorrectly 
registering as government or non-profit organizations when they should have registered as corporations 
that would be subject to the transaction fee.  On December 16, 2005, DMS sent a mass e-mail to 2,946 
vendors of which 2,242 were successfully transmitted and 704 failed transmission.  The e-mail requested 
the vendors to update their business designation in MFMP and stated that if they did not, their business 
designation would be updated to corporation status in January 2006.  The e-mail further stated that if the 
vendor did not respond by January 6, 2006, it would be assumed that the vendor approved the update.  
Despite the January 6, 2006 deadline, this update process was not completed until April 27, 2006, at 
which time 2,192 vendors had their designations changed.  In response to our audit inquiries, DMS staff 
indicated that they were following-up on the 704 failed e-mails and anticipated completing this process in 
August 2006.  DMS staff also indicated that they had no plans to attempt to recoup the unassessed fees.  
We requested, but as of August 25, 2006, DMS had not yet quantified, the resulting dollar amount of 
unassessed fees.   

Absent sufficient monitoring of vendor application of the transaction fee, the risk is increased that exemptions 
not properly applied according to Florida law and rules will not be detected by DMS. 

Recommendation: DMS should enhance its monitoring of exemptions to the one-percent transaction 
fee to include a thorough and documented review of exemptions to provide further assurance that 
exemptions are appropriately applied and fees appropriately assessed for past and future transactions.  
DMS should also determine whether other findings in this report, for example Finding Nos. 2, 15, 16, 17, 
and 19, have any potential impact on the one-percent transaction fee. 

Finding No. 4: Risk Assessments 

IT risk management practices include the establishment of a systematic risk assessment framework through which 
an assessment is performed on a regular basis of the relevant information risks to the achievement of business 
objectives.  The risk assessment forms the basis for determining how the risks should be managed at an 
acceptable level.  

Deliverable 14 of the contract between DMS and Accenture, a Risk Management Process, was approved by DMS 
on July 7, 2003, and defined a process to predict, capture, monitor, avoid, manage, and resolve risks that may 
adversely affect the MFMP project.  We determined that the MFMP project team had not been tracking project 
risks as described in the Risk Management Process.  Additionally, in the Third-Party Monitor Interim Project 
Progress Report submitted to DMS on October 19, 2005, North Highland reported that the Risk Management 
Process was not being followed and indicated that no risks had been noted since February 2005.  

DMS staff stated that, between September 2005 and May 2006, they requested Accenture to provide a risk 
assessment on several occasions.  In response to our audit inquiries, DMS staff stated that they received a draft 
risk assessment from Accenture in May 2006.  DMS staff additionally stated that, on June 7, 2006, a MFMP 
management meeting was conducted to review the assessment and a continuing risk review process was being 
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implemented.  The lack of a comprehensive risk management process increases the risk that management will not 
plan for, and attempt to mitigate, all relevant risks to the MFMP project. 

Recommendation: Consistent with the approved Risk Management Process, DMS should ensure that 
risks relevant to the successful operation of MFMP, and the business objectives dependent thereon, are 
regularly identified and assessed.  DMS should use the risk assessment information to identify 
cost-effective risk reduction solutions, and monitor and report on the progress of risk reduction actions. 

Finding No. 5: Background Checks 

State Technology Office (STO) Rule 60DD-2.001(2)(a)(80), Florida Administrative Code, defines “position of 
special trust” as a position in which an individual can view or alter confidential information, or is depended upon 
for the continuity of information resources imperative to the operations of the agency and its mission.  STO Rule 
60DD-2.008(2)(c), Florida Administrative Code, additionally requires that agencies shall conduct background 
investigations for personnel in positions of special trust.  DMS’s internal administrative policy incorporates these 
rules and provides that they are applicable to contractor employees in positions of special trust.  The contract 
between DMS and Accenture provides that Accenture shall perform reasonable security and background searches 
on all its employees and subcontractors’ employees performing work on MFMP.  

DMS had no documentation to demonstrate that background checks were performed for Accenture staff working 
on the MFMP project.  DMS staff stated that they had inquired as to Accenture’s performance of background 
checks for staff working on the project, as well as for new staff added to the project.  Absent DMS review of 
documented background checks, the risk is increased that a person with an inappropriate background could be 
placed in a position of special trust. 

Recommendation: DMS should obtain and review documentation of the performance and results of all 
background checks performed for contractor employees. 

Finding No. 6: MFMP Logical Access Controls  

Logical access controls are intended to restrict electronic, as opposed to physical, access to computer software 
and data files.  STO Rule 60DD-2.002(1)(b), Florida Administrative Code, provides that access to data files shall 
be limited to those individuals authorized.  STO Rules 60DD-2.004(1)(a) and 60DD-2.004(2)(a), Florida 
Administrative Code, respectively, provide that unique identifiers and personal passwords will be used to 
authenticate users.  Strong password controls include provisions requiring an initial password change on first use, 
limits on the number of invalid log-on attempts, and prohibition on the reuse of recent generations of passwords.  

Our review of logical access controls at the application, operating system, and database levels disclosed the 
following deficiencies: 

 End-users were not automatically required by the system to change their application access account 
password upon the first log-on to the system.  On May 25, 2006, DMS implemented a system 
modification requiring users to change their account password at initial sign-on.   

 Individuals with access accounts used by Accenture system and database administrators to remotely 
connect to off-site MFMP equipment were not automatically required by the system to change their 
account password upon the first log-on to the system.  In response to our audit inquiries, DMS staff 
indicated that Accenture had a manual process in place where the new account holder was requested to 
change his or her password in the presence of a security administrator immediately after the account was 
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created.  However, if not enforced by the system, this control may be insufficient to assure that the 
password is changed on the user’s first log-on.  

Weak MFMP logical access controls increase the risk of unauthorized use of MFMP. 

Recommendation: DMS should strengthen MFMP logical access controls to reduce the risk of 
compromise to MFMP information. 

Finding No. 7: Management of Project Staff Access Privileges 

Proper access controls limit system access privileges to only what is needed to perform assigned duties and 
restrict individuals from performing incompatible functions.  Such controls include taking immediate action to 
remove access privileges for terminated or reassigned employees and contractor staff.  Management’s oversight of 
the use of access privileges is facilitated by assigning a unique system identifier (user ID) to all users for their sole 
use, thereby allowing all system activities to be traced to the responsible individual.   

Our audit of MFMP access controls disclosed instances of excessive or inappropriate project staff access 
privileges and other deficiencies, as described below: 

 Six DMS MFMP project staff had application update access greater than what was needed for their job 
functions.  Between May 16, 2006, and May 26, 2006, subsequent to our audit inquiries, the excessive 
access was removed for all six individuals.  

 Four Accenture MFMP project staff had application update access greater than what was needed for their 
job functions.  Subsequent to our audit inquiries, the excessive access was removed on June 26, 2006.  

 The application access privileges of two Accenture employees no longer assigned to the MFMP project 
were not removed in a timely manner.  For these two employees, access was removed 23 and 25 days 
after leaving the project.  For an additional two employees no longer assigned to the MFMP project, 
Accenture was unable to document exactly when access was removed, but was able to demonstrate that 
access had been removed by April 18, 2006.  As a result, for these two employees, we were unable to 
determine if the access was removed in a timely manner.  However, we determined that none of the four 
accounts were used after the date the respective Accenture staff member left the MFMP project.   

 For 16 Accenture staff no longer on the MFMP project, Accenture had not documented when their 
network access was removed.  Therefore, we were unable to determine if access was removed in a timely 
manner.  Additionally, Accenture could not determine whether the accounts had been used after 
termination; however, it was able to demonstrate that all access was removed as of May 19, 2006.   

 For one database access account, an Accenture staff member had various update capabilities that were 
not necessary for the staff member’s job function.  Subsequent to our audit inquiries, the account was 
deactivated on June 7, 2006.   

 A database ID created to facilitate a security scan was not deleted upon the December 14, 2005, 
completion of the scan.  Subsequent to our audit inquiries, the account was deleted on June 1, 2006, 169 
days after it was no longer needed.   

 Database administrators did not have unique user IDs for accessing the database and shared the same 
account to perform their database administrative functions.  Therefore, activities performed in the system 
by these individuals could not be traced to the responsible person.  

 Perforce is a software configuration management system designed to manage and control revisions to 
source program code.  Two Accenture MFMP systems administrators had Perforce access to perform 
code migrations.  This access was incompatible with their systems administrator functions.   

 Accenture was contracted by another state for a separate project.  Accenture used the same Perforce 
environment to manage both projects.  As a result, 11 Perforce accounts belonging to the other state’s 
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Accenture project employees inappropriately had access to Florida’s MFMP source code.  With this 
access, Accenture’s staff had the ability to view and change Florida’s source code.  However, in response 
to our audit inquiries, DMS staff stated that Accenture’s change control process would have prevented 
these changes from being migrated to the production environment.  DMS staff also stated that Accenture 
was unable to determine if any of the other state’s project staff had used this ability to access Florida's 
source code.  Subsequent to our audit inquiries, five of the accounts were deleted as of June 9, 2006, after 
Accenture determined that these accounts were assigned to staff that were no longer on the other state’s 
project.  We noted one additional account that was inappropriately shared between the two projects.  In a 
response dated June 27, 2006, DMS staff indicated that Accenture was in the process of researching ways 
to segregate the two projects’ resources managed through Perforce.   

 One Perforce account was assigned to an employee who terminated on October 31, 2003.  We 
determined that the account was last used on June 1, 2006.  DMS staff indicated that this account was 
being used as an Accenture administrative account by other Accenture staff, but acknowledged that there 
was no justification for its use.  Subsequent to our audit inquiries, Accenture deleted this account on 
June 8, 2006, or 951 days after the user left the project.  

 We identified one additional Perforce user account that DMS staff indicated Accenture agreed was 
unnecessary.  Subsequent to our audit inquiries, the account was removed on June 9, 2006.   

Without proper segregation of duties and controls over access privileges, individuals may possess more access 
rights than are necessary to perform their job functions.  Excessive access to the system could enable an 
individual to commit malicious or harmful actions.  Sharing of access accounts limits the ability to trace system 
activities to the responsible individual. 

Recommendation: DMS should periodically analyze the functions of MFMP project staff to ensure 
that access privileges are appropriate and commensurate with individuals’ job duties.  In addition, DMS 
should ensure that MFMP access for terminated, transferred, or reassigned Accenture personnel is 
removed in a timely manner.  Additionally, database administrators should immediately cease the 
sharing of user IDs and each designated individual should be assigned a unique user ID with a 
corresponding password.   

Finding No. 8: Management of User Access Privileges 

As similarly discussed in Finding No. 7, access privileges must be appropriately managed for end-users of an 
application system to ensure that users can only perform those system functions needed for their job duties, to 
enforce a proper segregation of duties, and to enable management to monitor employees’ system activity. 

In MFMP, users are designated certain roles authorized by management, based upon the agency’s workflow and 
other access needs.  Within roles, management grants users permissions to perform various functions.  Roles and 
permissions comprise the user’s profile and, when used appropriately, provide an effective means of internal 
control over Web-based procurement.   

Our audit field work disclosed the following end-user access control deficiencies in MFMP: 

 At DFS, we noted that an unusually large number of expenditure transactions (30 of 40 tested) were 
requisitioned under the same user ID.  In response to our audit inquiries, DFS staff informed us that the 
user ID was shared by two employees.  At DLE, purchasing staff used a common password to 
accommodate workload sharing.  The sharing of a user ID or password limits the ability to assign 
responsibility for a transaction to an individual employee, thereby overriding a basic control of any IT 
system.   

 At DMS and FWCC, staff did not routinely review the weekly Buyer Adoption Report (a listing of 
current users and their respective roles and permissions) during the audit period.  Without routinely 
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reviewing the report, agencies may be unaware of user accounts that are no longer appropriate and that 
should be inactivated.  For example, at DMS, the Buyer Adoption Report contained outdated, 
conflicting, and erroneous role assignments:  

• Two “temporary” accounts with the role of System Administrator and an unlimited dollar approval 
threshold were included in the DMS Buyer Adoption Report.  In response to our audit inquiries, 
DMS staff stated that they were unaware of who had access to these temporary accounts or the 
purpose for their continuance. 

• Contrary to the instructions provided by MFMP Buyer Training, one employee had the conflicting 
roles of “FLAIR Access Controller” and “Invoice Manager.”  These roles should be segregated to 
ensure that encumbrances are properly validated.  DMS staff stated that this employee had 
performed system testing during the implementation phase of MFMP and had apparently retained 
the related roles and permissions after being transferred from the MFMP project team. 

• One employee, other than the designated System Administrator and back-up and the two temporary 
accounts mentioned above, had the role of System Administrator erroneously included in his MFMP 
user profile.  

The above-listed deficiencies increase the risk that inappropriate transactions could be processed without timely 
detection and assets could be misappropriated. 

Recommendation: Agencies should periodically analyze the functions of their employees to ensure 
that MFMP user access privileges are appropriate and commensurate with users’ job duties.  
Additionally, agencies should immediately cease the sharing of user IDs or passwords and assign each 
designated system user a unique user ID with a corresponding password.  Further, agencies should 
regularly review the weekly Buyer Adoption Report and immediately remove any user accounts deemed 
no longer appropriate.   

Finding No. 9: MFMP Security Administration Policies and Procedures 

STO Rule 60DD-2.001(3), Florida Administrative Code, provides that each agency shall develop, implement, and 
maintain an information resource security program that produces, among other things, documented and 
distributed security policies.  This rule also provides that the responsibilities and roles of information security 
managers and data security administrators must be clearly defined.  

We noted deficiencies in MFMP security administration policies and procedures.  Specifically: 

 As also noted in audit report No. 2006-015, DMS had not developed policies that defined the 
responsibilities of security administration for DMS.  Such policies should include responsibilities for 
overseeing agencies’ administration of agency-level security and Accenture’s administration of system 
security.  Additionally, DMS had not developed policies and procedures to periodically monitor 
Accenture staff access to MFMP.  Subsequent to our audit inquiries, DMS established, by June 23, 2006, 
written procedures for these responsibilities.  

 DMS had not developed procedures to guide the agencies in administering application access, including 
guidance in the appropriate segregation of duties when delegating user authority and in revoking or 
adjusting access privileges as a result of the termination, transfer, and reassignment of system users.  In 
response to our audit inquiries, DMS staff stated that they developed guidance for terminations, transfers, 
and reassignments on March 1, 2006, and for segregation of duties on June 20, 2006.  Additionally, in July 
and August 2006, DMS held training sessions with agency system administrators to review MFMP 
security policies.  

The lack of these procedures may have contributed to the deficiencies disclosed in Finding Nos. 7 and 8, 
regarding MFMP project staff and State agencies’ access.  Without effective written policies to govern the security 
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administration functions of MFMP, the risk is increased that nonstandard or inconsistently applied operating and 
control activities could compromise the system’s integrity.  In the absence of defined security administration 
responsibilities, including appropriate checks and balances from DMS, the risk is increased that Accenture will not 
appropriately administer its staff’s access to MFMP. 

Recommendation: DMS should ensure that its newly implemented security administration policies 
and procedures are followed.  Additionally, in future system development projects of this nature, DMS 
should establish relevant policies and procedures more timely upon system implementation. 

Finding No. 10: Security Controls 

Security controls are intended to protect the integrity, confidentiality, and availability of data and IT resources.  
During our audit, we identified deficiencies in certain aspects of DMS’s IT security controls in addition to the 
matters noted in Finding Nos. 5, 6, 7, 8, and 9.  Specific details of these deficiencies are not disclosed in this 
report to avoid the possibility of compromising DMS’s IT security controls.  However, the appropriate DMS 
personnel have been notified of the deficiencies.   

Recommendation: DMS should improve the deficient security control features and enhance the 
safeguarding of DMS IT resources. 

Finding No. 11: Systems Modification Controls 

Effective system modification controls include procedures for a documented evaluation and acceptance of 
information system modifications by both user and IT management.  During both the system modification and 
operational data update processes, neither DMS nor the end-user officially approved changes subsequent to 
development and prior to Accenture migrating the changes into production.  We examined 30 system 
modifications and 20 operational data updates and found no evidence of DMS or end-user approval for any of 
the items tested.   

For system modifications, DMS staff stated that Accenture prepared a list of program modifications for DMS 
management’s review prior to migration into production.  If there was no explicit objection from DMS, approval 
of the changes was implied.  In response to our audit inquiries, DMS staff indicated that, beginning in July 2006, 
they anticipated implementing an official sign-off release document.  DMS staff also stated that end-user 
involvement was optional at DMS’s discretion for system modifications.  DMS staff acknowledged that 
documentation of approvals and end-user involvement were areas for improvement.   

Lack of management and user approvals increase the risk that either unauthorized or unintended changes could 
be migrated into the production environment. 

Recommendation: DMS should ensure that the program change process incorporates adequate user 
involvement and written approval for all system enhancements and changes. 

Finding No. 12: Systems Documentation  

A proper implementation of system changes includes updates to the applicable system and user documentation 
and procedures.  Our review of MFMP design specifications noted the following instances in which the design 
specifications were not updated to reflect system changes or to correct inaccuracies in the documents: 
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 Design ID: FLDD002 – Business Rules, did not document the existence of exemptions for certain 
agencies for interagency approval for certain commodities (information technology, insurance, and fleet).    

 Design ID:  FLDD072 - Authentication, contained contradictions with regard to the specifications for 
password length and composition requirements.   

 We tested 20 systems development changes that involved code changes and would, therefore, require 
updates to systems design specifications.  We noted that the systems design specifications were not 
updated for any of the 20 changes.   

In response to our audit inquiries regarding the above items, DMS staff stated that the original design 
specifications were not updated because these were contractual deliverables representing a point in time and that 
subsequent changes to system functionality were captured via separate design documents.  Our review of the 
separate design documents noted that they were not comprehensive and were specific only to the change being 
made.  DMS staff also stated that they were in the process of creating crosswalks to tie these changes to the 
related overall design documents.  We reviewed an example of a crosswalk and determined that it was a complex, 
inefficient process for determining the current state of the system.  Additionally, this mechanism would only 
cover changes to documentation due to system changes and, as a result, there was no mechanism for making 
changes to systems documentation to correct errors or contradictions in the design specifications.  

Without continuous updates to systems documentation, the risk is increased that documentation will become 
obsolete and unusable for the purpose of understanding and documenting the system.  This, in turn, increases the 
risk that future changes may adversely affect the system by conflicting with previous, undocumented or poorly 
documented changes. 

Recommendation: In addition to maintaining a historical copy of the original design documents, DMS 
should maintain updated versions of the documents to serve as documentation of the current state of the 
system. 

Finding No. 13: Management of Attachments 

MFMP has the ability to store documents electronically as attachments to procurement records, and these 
documents may at times contain information deemed nonpublic pursuant to various provisions of State and 
Federal laws.  State and Federal laws limiting the disclosure of certain information include, for example:  

 Section 119.071(5)(a)3., Florida Statutes, provides that all social security numbers held by agencies are 
confidential and exempt from public disclosure.  

 Section 119.071(4)(d)1., Florida Statutes, provides additional exemptions for personal information 
relating to law enforcement officers.  

 Section 985.31(4)(k), Florida Statutes, provides that selected juvenile medical records are confidential.   

 Title II of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) sets a national 
standard to protect the privacy of an individual’s health care information in any format (including oral, 
physical, and electronic media) and ensures the security of an individual’s health care information that is 
maintained or transmitted electronically when created, used, and disposed.   

Sections 215.93(5) and 215.94(4), Florida Statutes, provide that DMS, as functional owner of MFMP, is legally 
responsible for the security and integrity of all data records existing within or transferred from its information 
subsystems.  Furthermore, Section 119.07(2)(b), Florida Statutes, provides that the custodian of public records 
shall provide safeguards to protect the contents of public records from unauthorized remote electronic access or 
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alteration and to prevent the disclosure or modification of those portions of public records which are exempt or 
confidential.  

In audit report No. 2006-015, we noted that there was not a mechanism in MFMP to purge attachments from the 
system.  On November 29, 2005, DMS implemented an attachment removal request process to allow the agencies 
to request a purge of attachments containing confidential information.   

As also noted in audit report No. 2006-015, deficiencies existed with regard to the storage of confidential 
information as attachments in MFMP.  Additionally, certain documents were illegible, incomplete, not relevant to 
the transaction to which they were attached, or unable to be viewed due to the improper naming of the file 
extension.  We reviewed these items again and noted that, at the time of our audit testing, none had been 
corrected.  In response to our audit inquiries, DMS staff indicated that a mass purge of attachments was 
subsequently completed on May 15, 2006, for all invoices and invoice reconciliations with a status of paid as of 
April 21, 2006.  As a result of this mass purge, the noted attachments were removed from the system.  

Our audit tests of additional attachments disclosed 3 attachments that were not in a usable format and 33 
attachments that contained confidential information.  We notified DMS as well as the agencies from which the 
transactions containing the attachments originated.  In response to our audit inquiries, DMS staff stated that as a 
result of the mass purge of attachments previously discussed, all of these attachments, except one, were 
subsequently removed from the system.  The remaining attachment was removed on May 25, 2006.  

During our audit field work at the 14 State agencies, including DMS, we inquired whether each agency had 
developed policies and procedures that addressed preventing the introduction of confidential information into 
MFMP, monitoring documents stored as attachments into MFMP for confidential information, and redacting any 
confidential information so discovered.  While some agencies described measures taken to address confidential 
information, none of the agencies provided written policies and procedures that specifically addressed confidential 
information issues within MFMP.   

In audit report No. 2006-015, we noted that while DMS had released guidelines to the agencies for handling the 
above issues, DMS staff also indicated that they believed DMS did not have the authority to require agencies to 
follow these guidelines.  Subsequent to our current year audit inquiries, DMS developed Rule 60A-1.033, Florida 
Administrative Code, incorporating the above-mentioned guidelines.  The draft rule was advertised in the Florida 
Administrative Weekly on June 2, 2006, and a public hearing was held on June 23, 2006.  Additionally, DMS staff 
indicated that on July 27, 2006, they implemented a system change that would require users to check a box 
indicating that they were not attaching any confidential information prior to being allowed to attach a document.  
In further response to our audit inquiries, DMS staff stated that they planned to implement an audit process to 
monitor and control inappropriate data.  

Although access to MFMP was limited to authorized State users, without effective procedures to limit the 
inclusion of confidential data within MFMP, the risk is increased of the information being disclosed to 
unauthorized parties.  Furthermore, without a mechanism to correct identified errors, the reliability and usability 
of the data is diminished. 

Recommendation: DMS should ensure that an appropriate rule is promulgated regarding MFMP 
attachments.  Additionally, it should proceed with its planned audit process to assure that the rule is 
being followed.  Also, DMS should ensure that all confidential and unusable information currently in the 
system is purged.  Finally, agencies should adopt written policies and procedures that specifically 
address confidential information issues within MFMP. 
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Finding No. 14: Retention of Data  

Department of State Rule 1B-26.003, Florida Administrative Code, governs electronic recordkeeping and 
provides that for storing record (master) copies of electronic public records through their life cycle, agencies shall 
select appropriate media and systems which permit easy and accurate retrieval in a timely fashion and allow for 
the records to be retained in a usable format until their authorized disposition and, when appropriate, meet the 
requirements necessary for transfer to the Florida State Archives.  In addition, the rule provides that agencies 
should establish procedures for regular recopying, reformatting, and other necessary maintenance to ensure the 
retention and usability of the electronic records throughout their authorized life cycle. 

As also noted in audit report No. 2006-015, DMS did not have procedures to perform maintenance to ensure the 
retention and usability of the electronic records throughout their authorized life cycle.  On August 29, 2006, in 
response to our audit inquiries, DMS staff indicated that certain aspects of their design, processes, and procedures 
conformed to the code and that further analysis would be required to determine if it was fully compliant with the 
State rule.  Without a mechanism to perform regular maintenance, the reliability and usability of the data may be 
diminished. 

Recommendation: DMS should implement procedures to ensure compliance with Department of State 
Rule 1B-26.003, Florida Administrative Code. 

Finding No. 15: Agency Procedural Deficiencies 

State agencies are required by Section 287.057(23)(a), Florida Statutes, to participate in the on-line procurement 
program (MFMP) developed by DMS.  MFMP provides Web-based tools to replicate the functions of a typical 
paper-based purchasing system.  In order to use MFMP effectively, State agencies require well-trained staff with a 
complete understanding of MFMP, agency procurement procedures, and available system support resources.  

In our audit field work of the 14 State agencies, we noted that some agencies had not established written 
procedures or guidelines for key MFMP processes utilized, as well as procedural deficiencies regarding the 
issuance of direct orders (purchase orders), invoice reconciliations (the process whereby invoices are compared to 
direct orders), and timely processing of payments.  Specifically: 

 At DOH, DMS, and DOS, we noted that written procedures or guidelines for key MFMP processes had 
not been developed.  Without written procedures providing guidance on processes utilized such as 
establishing encumbrances, invoice reconciliations, and payment processing, agencies are at risk that 
transactions will be processed in a manner inconsistent with management’s intent, and sound internal 
controls.  

 Direct orders record management’s authorization to acquire goods and services and provide a basis for 
controlling budgeted appropriations. Our review disclosed that for 54 direct orders tested at DMS, 8 
totaling $26,894 were for services and in some cases were dated subsequent to the beginning of the 
service period and, in other cases, after receipt of the services.  

 DMS procedures did not always ensure that payment of MFMP transactions directly in FLAIR were 
processed properly.  Of 40 invoices tested, we noted 2 that were processed directly in FLAIR but MFMP 
was not updated for the FLAIR payment data. 
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Recommendation: To ensure that transactions are consistently and properly reviewed and processed, 
State agencies should establish written procedures and guidelines for key MFMP processes utilized.  
These written procedures should specifically: 

 Require that approved direct orders are obtained prior to the receipt of any goods or services. 

 Enhance procedures to ensure that MFMP is appropriately updated for invoices paid directly in 
FLAIR. 

 

Finding No. 16: Duplicate Payments -  Agency Issues 

User controls help ensure the integrity of the results of system processing.  Our review of selected transactions at 
14 State agencies disclosed that the capability to process the payment of a MFMP transaction through either 
MFMP or directly in FLAIR (see further discussion in Finding No. 19) introduced the risk that an invoice may be 
paid twice without detection.  When making a payment directly in FLAIR, agencies have been instructed to 1) 
complete and submit an Invoice eForm, 2) check the “Payment completed in FLAIR” box, and 3) complete and 
submit a Payment Update eForm.  According to MFMP, performing these steps updates the payment information 
in MFMP and assists in keeping FLAIR and MFMP synchronized.  When agency personnel complete and submit 
an Invoice eForm in MFMP, an edit check designed to prevent payment on the same invoice twice is initiated.  
MFMP performs this edit check a second time, along with verifying encumbrance availability, during the invoice 
reconciliation process in MFMP.  These edit checks are an effective enhancement to DFS preaudit of agency 
vouchers, but only by following the process outlined above can agencies subject invoices paid in FLAIR to the 
available MFMP edit checks.  

Our limited analytical procedures of selected transactions disclosed that some invoices were erroneously paid 
twice, some because agencies failed to follow the process outlined above, some because invoices were not 
properly defaced.  Specifically:  

 At DVA, our test of 55 applicable transactions disclosed 3 duplicate payments.  The first duplicate 
payment occurred because DVA neglected to follow the process outlined above when paying directly in 
FLAIR, thus allowing the charge to mistakenly be paid again through MFMP.  Another duplicate 
payment resulted from DVA processing the same invoice twice in MFMP.  The vendor invoice was not 
properly defaced during the initial processing.  Additionally, the MFMP edit check did not detect the 
duplicate submittal for this invoice because two additional characters were added to the vendor invoice 
number when the Invoice eForm was erroneously completed and submitted in MFMP a second time by a 
DVA employee.  The third duplicate payment occurred because the vendor included the same charge on 
2 separate invoices. We alerted DVA of the overpayments totaling $3,444.  

 At DOR, our test of 35 applicable transactions disclosed 3 duplicate payments, resulting from DOR 
neglecting to follow the process outlined above when paying directly in FLAIR.  At the end of our  audit 
field work, DOR was in the process of recovering the overpayments totaling $4,447, in some cases 
netting amounts owed against other invoiced amounts due to the vendors.  

 At DOT, our test of 15 applicable transactions disclosed 1 duplicate payment resulting from DOT 
neglecting to follow the process outlined above when paying directly in FLAIR.  The overpayment of 
$17,381 was netted against other invoiced amounts due to the vendor.   

 At DHSMV, our test of 16 applicable transactions disclosed 1 duplicate payment processed in MFMP.  
In May 2006, in response to our audit inquiries, DHSMV staff inquired about the cause of this duplicate 
payment and DMS initiated an investigation.  As of September 14, 2006, the investigation was still 
ongoing.  The overpayment of $20,432 was returned by the vendor. 
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Recommendation: To capitalize on MFMP system edit checks, State agencies should process 
payments for MFMP transactions through MFMP whenever possible.  Agency procedures should 
require supervisory monitoring of payments made directly in FLAIR to ensure that the Invoice eForms 
and Payment Update eForms are completed and submitted and the “Payment completed in FLAIR” 
box is checked.  Also, agencies should ensure that vendor invoices are properly defaced after processing, 
thus mitigating the risk that they will be paid twice.  

Finding No. 17: Duplicate Payments – MFMP Issues  

Proper IT controls include provisions for ensuring that the appropriate data is processed by the system only once.  
Our audit disclosed instances of duplicate payments as a result of MFMP file processing errors.  Specifically: 

 Due to an error during a test of the disaster recovery plan on April 28, 2006, 25 invoice reconciliations 
that had been previously processed by MFMP and sent to FLAIR for payment were reprocessed in the 
disaster recovery test environment but inadvertently passed to the FLAIR production environment. 
FLAIR processed these transactions normally, resulting in 18 duplicate warrants totaling $8,433 and 3 
duplicate electronic funds transfer (EFT) payments totaling $455, all relating to the Agency for Health 
Care Administration (AHCA) vendors.  In response to our audit inquiries, DMS staff indicated that all 18 
warrants were intercepted by AHCA and canceled prior to being sent and that the 3 EFTs had 
subsequently been recovered.  

 MFMP receives an error file from FLAIR listing transactions that were not successfully processed.  Due 
to a file naming error during MFMP processing, the file was inadvertently reprocessed resulting in two 
duplicate warrants totaling $5,824 and one duplicate EFT payment of $12,600 being issued between April 
26, 2006, and April 28, 2006.  In response to our audit inquiries, DMS staff indicated that the two 
duplicate warrants were intercepted prior to being sent and that the EFT had subsequently been 
recovered.  DMS staff additionally indicated that Accenture had revised its procedures to prevent this 
error from recurring in the future.  

Recommendation: DMS should analyze the aforementioned instances to ensure that appropriate 
controls are in place to preclude file processing errors affecting the integrity of MFMP data transfers to 
FLAIR. 

Finding No. 18: Other Data Integrity Issues  

Data integrity relates to the accuracy and completeness of information as well as its validity in accordance with 
business values and expectations.  We noted the following issues with data integrity in MFMP, in addition to the 
matters discussed in Finding Nos. 16, 17, and 19: 

 As also noted in audit report No. 2006-015, when a transaction was recorded in MFMP, the system only 
captured the vendor number for that transaction.  For recorded transactions, MFMP provided additional 
vendor information associated with the vendor number such as the vendor name and address.  To 
provide this information, MFMP looked up the vendor number associated with the transaction in the 
Supplier and SupplierLocation database objects.  As a result, MFMP provided the current information for 
the vendor associated with the vendor number.  If any of the vendor information associated with the 
vendor number in the Supplier and SupplierLocation database objects had changed subsequent to the 
entry of the transaction, the correct historical vendor information would not be provided for that 
transaction.   

 Two instances were noted where the MFMP invoice reconciliation approval history inaccurately reported 
an individual as having performed the DFS auditor function when in reality that person was not a DFS 
employee and did not perform that function.  
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 As also noted in audit report No. 2006-015, when a transaction was entered into MFMP, the appropriate 
accounting information (such as fund, function, and object code) was entered along with the transaction.  
This accounting data was used to facilitate the automatic routing of the transaction to FLAIR to be 
processed for payment once all of the required approvals in MFMP were recorded.  The user could 
subsequently edit this accounting information directly in FLAIR with a Transaction 58 (Disbursement 
Correction).  The information from a Transaction 58 was not passed from FLAIR back to MFMP.  In 
addition, after making the change in FLAIR, the user could not go back into MFMP and manually update 
the transaction to reflect the change because the system did not allow changes to transactions in paid 
status.  

 MFMP provided selected reports for agencies to manage their usage of MFMP.  Our testing noted 
MFMP transactions that did not appear on the appropriate MFMP report.  In response to our audit 
inquiries, DMS staff indicated that this was due to issues with the query that was developed to generate 
the report and that they were in the process of resolving the issue.  

 The purchase order start date and end date fields in an MFMP on-line requisition form are used to 
provide the vendor with the terms of the contract.  The system allowed a purchase order start date to be 
entered as a date after the purchase order end date.  

Data integrity problems increase the risk of errors in user decision making that could impact business operations. 

Recommendation: DMS should take action regarding the above-described issues to ensure that 
MFMP data is consistent and accurate both within the system and when shared with external systems. 

Finding No. 19: MFMP and FLAIR Reconciliation 

Proper data management includes procedures to assure that data is appropriately reconciled and routinely 
balanced to relevant control totals.  As also noted in audit report No. 2006-015, neither MFMP nor FLAIR had 
the capability to support reconciliations of the two systems.  DMS had not performed a manual or automated 
reconciliation since implementation.  

Additionally, our audit field work at 14 State agencies disclosed that reconciliations of MFMP and FLAIR data 
were not being performed.  In response to our audit inquiries, DFS staff provided that, while it appears the 
original intent of DMS was to require all agencies to process all payments for MFMP transactions through 
MFMP, system functionality and performance issues compelled State agencies to request that DFS allow agencies 
to pay transactions directly in FLAIR.  DFS agreed and modified FLAIR to allow users to pay transactions 
encumbered in MFMP directly in FLAIR.  Subsequently, MFMP was modified to allow for update of MFMP for 
payments made in FLAIR, and CFO Memorandum No. 03 (2003-04) was released.   

CFO Memorandum No. 03, dated December 1, 2003, addresses payments processed through MFMP, setting 
forth the procedures and documentation requirements for disbursement requests made through MFMP.  The 
memorandum also provides that agencies processing encumbered transactions through MFMP and the 
corresponding disbursement through FLAIR must individually reconcile the transactions by entering FLAIR 
payment data into MFMP for the applicable transactions.   

Whereas this process of reconciling MFMP and FLAIR transactions is on a transaction basis only, our audit 
disclosed that there were no reliable reports available to facilitate agencies’ reconciliation of MFMP and FLAIR 
data.  Reconciliations of the data within these two systems is necessary to identify and correct any changes, 
cancellations, or errors in the transaction data that may have occurred in one but not both of the systems and 
provides assurance to stakeholders and decision makers as to the completeness and reliability of the data.  
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Our audit disclosed that, to facilitate the reconciliation of MFMP and FLAIR, a design document was created on 
July 28, 2005, that described the required information and steps in the process needed to reconcile MFMP 
payment records to FLAIR payment records.  As of August 31, 2006, DMS staff indicated that the MFMP project 
team, in concert with DFS, was testing an overall MFMP and FLAIR reconciliation process as well as developing 
agency-level reconciliation reports; however, the implementation date had not been finalized.   

When proper reconciliations are not performed, the risk is increased that data within the system and between 
external systems will not be accurate and synchronized.  Given the instances described in this report that could 
create discrepancies within MFMP and differences between MFMP and FLAIR, proper reconciliations are 
necessary to timely detect data problems, as they occur.   

Recommendation: DMS should continue collaborating with DFS to provide the means to reconcile 
MFMP with FLAIR and the future replacement accounting system, Aspire.  Further, when the 
reconciliation capability is implemented, DMS should initiate training for designated agency personnel 
and disseminate detailed instructions for performing the reconciliations. 

Finding No. 20: Statistical Sampling 

Section 17.04, Florida Statutes, provides that the Chief Financial Officer, using generally accepted auditing 
procedures for testing or sampling, shall examine, audit, adjust, and settle the accounts of all the officers of this 
State.  MFMP contains a Statistical Sampling Module that was used by DFS to perform a preaudit of payments in 
accordance with its statutory responsibilities.  

Our review of the Statistical Sampling Module in MFMP noted the following issues:   

 According to the design specifications for invoice sampling, DFS was to provide MFMP with operating 
level organization (OLO) and site codes, the number of invoices predicted for the upcoming year, the 
number of invoices to be sampled, and the OLO/site code combinations that required all invoices to be 
sampled.  Our testing indicated that OLO 790000, site code 00, did not have the random number files 
reset with new parameters requested by DFS.  The request was communicated between DFS and MFMP 
on February 6, 2006, for a March 1, 2006, reset, but the random number file was not reset until April 6, 
2006, 36 days later than the requested date.  As a result, 367 transactions of $1,000 or less that would 
have been subject to sampling under the new DFS parameters were not subject to selection and preaudit.   

 A list of random numbers was generated in MFMP based on the sampling information provided by DFS.  
These random numbers were compared to the incremental numbers assigned to each invoice subject to 
sampling and the item was selected if they matched.  As also noted in audit report No. 2006-015, some of 
the random number files contained a zero.  Our current audit noted 17 sites for which the random 
number file contained a zero.  The random number zero could not be selected due to the number 
accumulator only assigning values of one and greater.  This resulted in the amount of invoices being 
sampled being one less than what was expected by DFS for the 17 sites.  In a response to our audit 
inquiries, DMS staff stated that they had corrected the program on April 27, 2006, to prevent zeros from 
being included in the future.  

The issues listed above could potentially result in a failure of the Statistical Sampling Module to perform as 
expected, thereby affecting the validity of DFS’s sampling process. 

Recommendation: Going forward, DMS should ensure the statistical sampling process adheres to the 
design specifications for invoice sampling and DFS instructions.   
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Finding No. 21: Disaster Recovery Risk Assessments 

The contract between Accenture and DMS indicates that a disaster recovery plan for MFMP will include a 
determination of the general nature and potential range of adverse events, so the plan adequately addresses the 
risks.  As also noted in audit report No. 2006-015, this risk assessment had not been documented as of the date of 
our current audit field work testing.  Subsequently, Accenture submitted an updated disaster recovery plan to 
DMS on March 17, 2006, that included a risk assessment.   Our review of the risk assessment noted that it did not 
document the methodology used to determine risks nor did it quantify the risks that were identified.  The lack of 
a sufficiently detailed risk assessment increases the risk that management may overlook or fail to fully prepare for 
all pertinent risks. 

On June 13, 2006, Accenture submitted another revised disaster recovery plan to DMS.  DMS subsequently 
approved the plan on July 5, 2006.  

Recommendation: DMS should ensure that the disaster recovery risk assessment contains sufficient 
information to function as intended. 

Finding No. 22: MFMP Back-up 

Proper policies and procedures for the back-up of program and data files ensure that regular data back-ups are 
made and verified, and specify the frequency of back-ups, the location of stored data, file naming conventions, 
media rotation frequency, and methods for transporting data off-site.  Good back-up practices also include the 
use of off-site storage facilities that are geographically removed from the primary site.  

The contract between DMS and Accenture states that the service provider’s server(s) must be backed up onto 
tape using a back-up system.  Weekly full back-ups and daily incremental back-ups must be performed for 
production systems.  Back-ups are to be taken from the hosting or other designated tape back-up facility and 
stored off-site.  

We noted the following deficiencies in the back-ups performed for MFMP: 

 As also noted in audit report No. 2006-015, only weekly back-ups were cycled off-site.  If data needed to 
be recovered by using the off-site back-up tapes, the data could be up to one week old.  Neither DMS 
nor Accenture had created a formal plan addressing the issue of how a potential week-old data loss from 
MFMP would be restored or reconciled with FLAIR data.  

 Our testing of back-ups revealed that a weekly back-up in September 2005 was skipped.  Consequently, 
when combined with the issue noted above, had data needed recovery during this period, the restored 
data would have been between one and two weeks old.   

 The hosting facility that housed MFMP and the off-site storage facility were located within approximately 
30 miles of each other in South Florida and could both be susceptible to the same effects of a natural 
disaster.  The MFMP back-up site that was to be used in the event of a disaster at the hosting facility was 
located in Tallahassee.  In the event of a natural disaster in South Florida, the back-up tapes would have 
to be transported from within the disaster area to Tallahassee prior to the restoration of MFMP.  

As a result, there is significant risk that, in the event of a system failure or other event causing a loss of stored 
data, sufficient back-ups would not be available to timely and completely restore the lost information.   

Recommendation: DMS should ensure that off-site back-ups are available to allow for a complete and 
timely recovery in the event of a system loss.  Additionally, DMS should consider relocating the off-site 
storage facility to a location more geographically removed from the hosting facility. 
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Finding No. 23: Environmental Controls 

The contract between Accenture and DMS requires that the Service Provider’s server(s) must be protected by an 
industry standard fire suppression system in accordance with the local fire codes.  Environmental controls such as 
fire detection and suppression systems prevent or mitigate potential damage to facilities and interruptions in 
service.  

The MFMP development environment, located in Tallahassee, was also the back-up site to be used in the event of 
a disaster at the hosting facility.  There were no fire detection or suppression systems in place at the Tallahassee 
location.  The lack of a fire detection and suppression system increases the risk of loss due to fire. 

Recommendation: DMS should require Accenture to implement a fire detection and suppression 
solution at the Tallahassee location pursuant to the contract. 

Follow-up to Management Response 
 
In his response, DMS’s Secretary stated that the referenced contract clause is within a larger set of service 
level requirements for the MFMP production environment and since the Tallahassee project site does not 
house the production environment, these requirements are not relevant to that site.  However, Section 2 of 
Attachment D of the contract between DMS and Accenture defines the infrastructure as including, not 
only the production facility, but also the alternate geographically separated data management facility for 
development, test, and data recovery purposes.   Accordingly, the fire suppression system requirements 
are relevant to the disaster recovery facility. 
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OTHER MATTERS 

Functional Acceptance 
 
In audit report No. 2006-015, we noted that DMS had not functionally accepted the MFMP system even though 
it had been in operation since March 24, 2003, for vendor registration and since July 1, 2003, for agency 
purchasing.  As additionally noted, the operations plan, which described the plans, policies, procedures, processes, 
and tracking tools for selected business functions such as security administration, systems development, and 
customer service desk, had not been formally approved by DMS.  

On July 22, 2005, DMS provided us with two letters, both dated June 8, 2005, in which DMS functionally 
accepted MFMP and approved the operations plan.  As a part of this audit, we reviewed DMS’s basis for 
accepting these deliverables.  

Based on our review, we concluded that the supporting documentation provided by DMS established a 
reasonable basis for its acceptance of MFMP.  We additionally noted that on March 23, 2006, an updated 
operations plan was accepted by DMS, which incorporated selected recommendations from audit report No. 
2006-015.  

Project Staffing 
 
DMS had contracted with the North Highland Company (North Highland) to provide technical expertise 
regarding Ariba Systems and to provide third-party project monitoring functions that DMS was unable to 
replicate internally.  The original terms of this contract included services through July 2008, but during the 2006 
Legislative session, the appropriation for the North Highland contract was reduced.  As a result, DMS amended 
the North Highland contract to conclude in August 2006.  In response to our audit inquiries, DMS staff indicated 
that they were in the process of exploring options to create a position to internally carry out the functions that 
were being handled by North Highland.  

In audit report No. 2006-015, we noted that DMS had five full-time employees assigned to the MFMP project.  
Three of those employees have since left the project and five new employees were added to the project.  As of the 
end of our audit field work, DMS had seven full-time employees assigned to the MFMP project.  In response to 
our audit inquiries, DMS staff stated that the two additional positions added to the project were for business 
processes and that they still did not have adequate IT expertise and resources for the project.   
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PRIOR AUDIT FINDINGS 

Finding Nos. 1, 3, 9 through 14, and 18 through 22, noted above, included issues repeated from our prior audit, 
report No. 2006-015.  Other IT deficiencies noted in the prior audit, which were within the scope of this audit, 
have been corrected or were in the process of being corrected. 
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AUTHORITY 

Pursuant to the provisions of Section 11.45, Florida Statutes, I have directed that this report be prepared to 
present the results of our information technology audit. 

 

William O. Monroe, CPA 
Auditor General 
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MANAGEMENT RESPONSES 

In letters dated December 12, 2006, through December 22, 2006, the heads of the applicable agencies provided 
responses to our preliminary and tentative findings.  These letters are included in their entirety as Appendix C. 
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Appendix A 
MFMP Utilization Survey Summary 

As of April 30, 2006 

In order to gain an understanding of the MFMP functions that State agencies were utilizing, we asked the 14 agencies 
included in our audit to identify on a listing of MFMP functions whether they used each function, used each function 
with a workaround, or did not use the function, as of April 30, 2006.  Below is a summation of agency responses. 
Agencies reported numerous reasons for not utilizing some functions, as described in Finding No. 2 in this report.  

      

MFMP UTILIZED TO: YES Y/W NO NA DNR Total 

Create requisitions 86% 7% 0% 0% 7% 100% 

Establish encumbrances for direct orders 71% 21% 7% 0% 0% 100% 

Authorize payments on direct orders 71% 29% 0% 0% 0% 100% 

Initiate master agreements  43% 0% 50% 0% 7% 100% 

Establish encumbrances for master agreements 7% 7% 79% 7% 0% 100% 

Authorize payments on master agreements 29% 7% 57% 7% 0% 100% 

Initiate construction contracts and authorize payments 29% 0% 64% 7% 0% 100% 

Establish encumbrances for purchasing card transactions 7% 0% 93% 0% 0% 100% 

Initiate/record approvals for purchasing card transactions 7% 0% 93% 0% 0% 100% 

Manage encumbrances  21% 14% 64% 0% 0% 100% 

Assist with year-end reporting of:       

       Encumbrances 36% 0% 64% 0% 0% 100% 

       Accounts payables 29% 0% 71% 0% 0% 100% 

       Certified forwards 29% 0% 71% 0% 0% 100% 

Track compliance issues 0% 0% 79% 7% 14% 100% 

Report to oversight entities:        

       EOG Office of Policy and Budget 14% 0% 79% 7% 0% 100% 

       Department of Management Services 14% 0% 79% 7% 0% 100% 

       Department of Financial Services 21% 0% 71% 7% 0% 100% 

Search for and select vendors 86% 0% 14% 0% 0% 100% 

Store and retrieve procurement documents 79% 14% 7% 0% 0% 100% 

Report spend for developing budget requests 7% 0% 93% 0% 0% 100% 
      

LEGEND:   
YES - Agency uses MFMP to accomplish this task. 

Y/W - Agency uses work-arounds with MFMP to accomplish task.

NO - Agency does not use MFMP to accomplish this task. 

N/A - Agency does not perform this task with any regularity. 

DNR - Agency did not respond to this task. 
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Appendix B 
MFMP Agency Liaison Survey Results 

November 2004 and March 2006 
 
In an effort to understand certain MFMP usage patterns and determine the level of user satisfaction with MFMP, 
we conducted a survey of 28 agency liaisons of agencies that had implemented MFMP.  The survey was 
electronically sent to the agency liaisons on March 1, 2006.  All 28 agency liaisons responded.   Certain questions 
in this survey were previously asked in a similar survey of 27 agency liaisons on November 16, 2004.  For these 
questions, both sets of responses are presented for comparison purposes.  Not all questions were answered by all 
respondents; therefore, results may not total to 28 (for the March 2006 survey) or 27 (for the November 2004 
survey).  Our tabulation of the responses to the survey questions follows: 
 
1.  Question 1 asked for identification information from the person completing the survey.   
 
2.  Please rate your level of agreement or disagreement with the following statement:  MFMP meets our 

information needs.  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Strongly Agree 0 0.0% 0 0.0% 
Agree 8 30.8% 8 28.6% 
Neutral 10 38.5% 6 21.4% 
Disagree 8 30.8% 13 46.4% 
Strongly Disagree 0 0.0% 1 3.6% 

 
3.  If you answered Question 2 as Disagree or Strongly Disagree, please elaborate on your reasons.  
 

March 2006 – We received 15 comments.  Respondents indicated numerous areas where MFMP lacked 
functionality or the included functionality did not work properly.  Agencies also found reporting to be 
inadequate and remarked that the information in the system was not adequate or accurate and did not always 
correlate with FLAIR.  Additionally, agencies indicated that the system was not paperless, required too many 
work-arounds, was fragmented, and caused workload issues.  Finally, agencies indicated that there was a lack of 
consistent and reliable answers from the Help Desk.   

 
4.  What advantages did the implementation of MFMP bring to your agency?  
 

March 2006 – We received 28 comments.  Some agencies indicated that advantages included reduced 
processing time, better visibility, automation of processes, and paperwork reduction.  Other agencies indicated 
that they did not see any advantages from MFMP and have had an increase in workload and longer turn-
around times as a result of MFMP. 

 
5.  During a typical month, has your Agency experienced the inability to communicate (i.e., downtime) with 

MFMP, and if so, how frequently?  
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 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes, Once or More per Day 1 3.7% 0 0.0% 
Yes, 2 to 4 Times per Week 1 3.7% 7 25.0% 
Yes, Once per Week 0 0.0% 0 0.0% 
Yes, Once per Two Weeks 0 0.0% 3 10.7% 
Yes, Once per Month 7 25.9% 6 21.4% 
No Downtime (Skip ahead to 
Question 7) 

11 40.7% 8 28.6% 

Don’t Know (Skip ahead to 
Question 7) 

7 25.9% 4 14.3% 

 
6.  If you answered yes to question 5, what is the typical length of the downtime?   
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
0 - 10 minutes 0 0.0% 3 18.8% 
Over 10 minutes to 1 hour 4 44.4% 8 50.0% 
Over 1 hour to 4 hours 3 33.3% 4 25.0% 
Over 4 hours to 8 hours 1 11.1% 1 6.3% 
> 1 business day NA NA NA NA 
> 3 business days NA NA NA NA 
> 5 business days NA NA NA NA 

 
7.  During a typical month, has your Agency experienced transaction response time greater than 6 seconds, and if 

so, how often?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes, Once or More per Day 11 42.3% 18 66.7% 
Yes, 2 to 4 Times per Week 7 26.9% 4 14.8% 
Yes, Once per Week 0 0.0% 0 0.0% 
Yes, Once per Two Weeks 1 3.8% 2 7.4% 
Yes, Once per Month 1 3.8% 2 7.4% 
No transaction response greater 
than 6 seconds 

0 0.0% 1 3.7% 

Don’t Know 6 23.1% 0 0.0% 
 
8.  During a typical month, has your Agency experienced system time-outs (system stops attempting a function 

you have submitted and makes you re-attempt) during a work session with MFMP, and if so, how frequently?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes, Once or More per Day 3 11.1% 7 25.0% 
Yes, 2 to 4 Times per Week 5 18.5% 9 32.1% 
Yes, Once per Week 4 14.8% 4 14.3% 
Yes, Once per Two Weeks 0 0.0% 1 3.6% 
Yes, Once per Month 3 11.1% 2 7.1% 
No Timeouts 4 14.8% 4 14.3% 
Don’t Know 8 29.6% 1 3.6% 
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9.  Does your Agency consider MFMP to be “user friendly”, that is, easy for staff to learn and use?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 11 40.7% 9 32.1% 
No 11 40.7% 17 60.7% 
No Opinion 5 18.5% 2 7.1% 

 
10.  If you answered Question 9 as No, please elaborate on your reasons. 
 

March 2006 – We received 19 comments.  Agencies indicated that the system was complex for the occasional 
user while being cumbersome and time consuming for the frequent user.  Many processes were difficult as 
they were not intuitive, involved too many steps and screens, required too much scrolling, and the system had 
inconsistent page layouts.  Agencies also reported that expected functionality was not in place, that they had 
difficulty with the interface to FLAIR, that there were too many work-arounds, and that the system was slow.  
Finally, agencies reported that training was inadequate, that there was no mechanism to get immediate help, 
and that help desk answers were incomplete and vague.  One agency indicated the need for a user reference 
manual similar to what existed for SPURS.   

 
11.  Do you verify the accuracy of data entered into MFMP, and if you do, what procedures do you follow?  

Answer 'Yes' or 'No' for each item.  
 
11-1.  I review periodic update reports from MFMP.  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 11 47.8% 17 73.9% 
No 12 52.2% 6 26.1% 

 
11-2.  I perform routine spot checks of data.  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 19 79.2% 20 80.0% 
No 5 20.8% 5 20.0% 

 
11-3.  I compare the data with other internally generated data.  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 11 44.0% 17 70.8% 
No 14 56.0% 7 29.2% 

 
11-4.  I perform other procedures to verify the accuracy of the data. 
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 15 62.5% 17 70.8% 
No 9 37.5% 7 29.2% 
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11-5.  I do not verify the accuracy of the data. 
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 1 5.0% 2 10.5% 
No 19 95.0% 17 89.5% 

 
12.  How would you rate the accuracy of the data in MFMP?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Excellent 1 3.7% 0 0.0% 
Very Good 5 18.5% 5 17.9% 
Good 8 29.6% 8 28.6% 
Fair 2 7.4% 10 35.7% 
Poor 1 3.7% 1 3.6% 
No Basis to Judge 10 37.0% 4 14.3% 

 
13.  If you believe that there is inaccurate data in MFMP, please describe the areas of inaccurate data.  
 

March 2006 – We received 20 comments.  These focused on both data within MFMP as well as problems 
with matching data in MFMP to external systems such as FLAIR and SPURSView. 
 
November 2004 - We received 16 comments.  These focused on accounting data and included comments 
that the analysis and data tools are insufficient.   

 
14.  If you answered question 13, what are the effects (if any) of the inaccurate data?  
 

March 2006 – We received 19 comments.  Agencies indicated that there was a poor audit trail and that 
reports and system searches were inaccurate, resulting in duplicate work and increased time since they could 
not rely on the data.  Agencies also expressed audit concerns and concerns that management decisions could 
be based on inaccurate data.  Agencies indicated that there was a possibility of duplicate payments and that 
transactions would fail FLAIR integration.  Finally, an agency indicated that they “(w)onder what else is 
wrong if the basics don’t work and hasn’t been fixed as yet.” 
 
November 2004 - We received 14 comments.  Comments included concerns regarding duplicate invoices and 
payments, increased workload, items being shipped to the wrong location, and inaccurate financial reporting.   

 
15.  Does MFMP cause incorrect payments or other data that must be corrected?  
 

 March 2006 
 Count Percentage 
Strongly Agree 3 11.1% 
Agree 10 37.0% 
Neutral 10 37.0% 
Disagree 4 14.8% 
Strongly Disagree 0 0.0% 

 
16.  If so, please describe the circumstances?  
 

March 2006 – We received 18 comments.  Agencies indicated difficulties in correcting or updating 
encumbrances and other accounting information and reported problems with double encumbrances and 
duplicate payments.   
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17.  Describe any risks as related to incorrect payments even if incorrect payments have been adjusted.  
 

March 2006 – We received 19 comments.  Many agencies indicated the risk of duplicate payments as well as 
increased interest payments.  One agency also reiterated the resulting lost time and duplication of efforts. 

 
18.  In general, how would you rate the overall quality of assistance your Agency has received from the MFMP 

Project staff?   
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Excellent 2 7.7% 0 0.0% 
Very Good 9 34.6% 5 17.9% 
Good 9 34.6% 11 39.3% 
Fair 6 23.1% 9 32.1% 
Poor 0 0.0% 3 10.7% 
N/A, Never asked for or received 
assistance from the MFMP 
Project staff 

0 0.0% 0 0.0% 

 
19.  In general, how would you rate the overall quality of assistance your Agency has received from the MFMP 

Help Desk?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Excellent 0 0.0% 0 0.0% 
Very Good 3 11.5% 2 7.1% 
Good 6 23.1% 5 17.9% 
Fair 9 34.6% 16 57.1% 
Poor 6 23.1% 5 17.9% 
N/A, Never asked for or received 
assistance from the MFMP Help 
Desk 

2 7.7% 0 0.0% 

 
20.  Do you believe the following about DMS's response to user reported problems?   
 
20-1.  DMS's response to user reported problems is adequate:  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 10 38.5% 9 32.1% 
No 9 34.6% 15 53.6% 
No Opinion 7 26.9% 4 14.3% 

 
20-2.  DMS's response to user reported problems is timely:  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 10 40.0% 11 39.3% 
No 9 36.0% 13 46.4% 
No Opinion 6 24.0% 4 14.3% 
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21.  How would you rate any MFMP policies and procedures provided to your staff?  
 

 November 2004 March 2006 
 Count Percent Count Percentage 
Excellent 0 0.0% 0 0.0% 
Very Good 2 7.7% 1 3.6% 
Good 6 23.1% 6 21.4% 
Fair 7 26.9% 5 17.9% 
Poor 0 0.0% 4 14.3% 
No policies or procedures were 
provided 

11 42.3% 12 42.9% 

 
22.  Does your staff have problems with MFMP supporting their daily tasks?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 14 53.8% 19 67.9% 
No (Skip ahead to Question 28) 7 26.9% 8 28.6% 
Don’t Know (Skip ahead to 
Question 28) 

5 19.2% 1 3.6% 

 
23.  Please describe the types of problems.  
 

March 2006 – We received 19 comments.  Comments included complaints about system response time, 
problems with FLAIR integration, the need for too many work-arounds, problems with system searches, 
contract management, approval flows, and file size limitations for attachments.  Comments also reflected that 
agencies felt the system was overly complicated and inefficient. 
 
November 2004 - We received 15 comments.  Comments included complaints regarding the helpfulness of 
the help desk, a lack of applicability of training to actual work, system issues causing increased workload at 
the agency level, and system performance issues.  

 
24.  Do you feel these problems have resulted from the following:   
 
24-1.  Quantity of Training  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 5 31.3% 7 41.2% 
No 11 68.8% 10 58.8% 

 
24-2.  Quality of Training  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 6 37.5% 7 41.2% 
No 10 62.5% 10 58.8% 
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24-3.  Timeliness of Training  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 6 37.5% 7 41.2% 
No 10 62.5% 10 58.8% 

 
24-4.  Applicability of Training to Required Work Tasks 
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 10 62.5% 9 52.9% 
No 6 37.5% 8 47.1% 

 
24-5.  Communication Issues  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 10 62.5% 12 70.6% 
No 6 37.5% 5 29.4% 

 
24-6.  Design of System  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 16 94.1% 16 84.2% 
No 1 5.9% 3 15.8% 

 
24-7.  Hardware/Network Configurations  
 

 November 2004 March 2006 
Question Count Percentage Count Percentage 
Yes 6 46.2% 8 50.0% 
No 7 53.8% 8 50.0% 

 
24-8.  Hardware/Network Capacity  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 7 50.0% 11 64.7% 
No 7 50.0% 6 35.3% 

 
24-9.  Other (Please describe in question 25)  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 4 66.7% 2 28.6% 
No 2 33.3% 5 71.4% 
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25.  If you answered question 24 as Other reasons, please specify the reasons here.  
 

March 2006 – We received 7 comments.  Comments included a variety of reasons, including system slowness, 
lack of training, and problems with system design and FLAIR integration.  An agency also commented that 
the system was very complicated and after 2 years none of their staff would claim to be experts.   

 
November 2004 - We received 7 comments.  Respondents expressed concerns that their business processes 
were not considered during system design, that many issues in the system were not addressed prior to go-live, 
and that MFMP was designed as a one size fits all system requiring agencies to develop workarounds.  
Additionally, an agency expressed concerns regarding MFMP implementation and design staff’s lack of 
experience with government procurement and accounting.   

 
26.  Has your staff had to work overtime as a result of these problems?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 7 36.8% 11 57.9% 
No (Skip ahead to Question 28) 12 63.2% 8 42.1% 

 
27.  During a typical month, how many hours of overtime has your Agency worked as a result of these problems?  
 

March 2006 – We received 11 comments.  Agency estimates of resulting overtime ranged as high as 200 
hours during a typical month.  An agency commented that no overtime is involved because most participants 
are selected exempt and their extra hours are not paid overtime.   
 
November 2004 - We received 15 comments.  Agency estimates of resulting overtime ranged as high as 100 
hours during a typical month.  An agency commented that no overtime is involved because most participants 
are selected exempt and their extra hours are not paid overtime.   

 
28.  Has your staff had to create internal processes outside of MFMP for the procurement or payment process to 

address MFMP functionality?  
 

 March 2006 
 Count Percentage 
Yes 21 75.0% 
No (Skip ahead to Question 30) 7 25.0% 

 
29.  If so, please describe.  
 

March 2006 – We received 21 comments.  Responses indicated that processes outside of MFMP had been 
created to handle items such as credits, auditing, warrant envelopes, receiving, manual payments, purchases 
containing the addresses of law enforcement officers, P-card purchases, non-registered vendors, journal 
transfers, subpoenaed records, leases, contracts, conferences, information technology review processes, two-
party contracts, after-the-fact transactions, manual encumbrances, reconciliations to FLAIR, emergency 
purchases, and accounting. 

  
30.  Is your agency making use of any shadow systems (in-house system that is not the official system, but is used 

internally for certain functions) containing the some of the same information as MFMP?  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 10 38.5% 13 48.1% 
No (Skip ahead to Question 33) 16 61.5% 14 51.9% 
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31.  To what do you attribute the need for dual systems?   Answer 'Yes' or 'No' for each item. 
 
31-1.  Availability of Reports  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 7 70.0% 11 84.6% 
No 3 30.0% 2 15.4% 

 
31-2.  Ease of Data Entry  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 8 80.0% 10 83.3% 
No 2 20.0% 2 16.7% 

 
31-3.  Need to capture additional data elements  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 9 90.0% 12 85.7% 
No 1 10.0% 2 14.3% 

 
31-4.  Integration with financial tracking  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 8 88.9% 10 83.3% 
No 1 11.1% 2 16.7% 

 
31-5.  Federal Reporting  
 

 March 2006 
 Count Percentage 
Yes 2 18.2% 
No 9 81.8% 

 
31-6.  Other reason (Please specify in question 32)  
 

 November 2004 March 2006 
 Count Percentage Count Percentage 
Yes 5 71.4% 4 57.1% 
No 2 28.6% 3 42.9% 

 
32.  If you answered question 31 as Other reasons, please specify the other reason(s) you need the shadow 

systems.  
 

March 2006 – We received 5 comments.  The comments indicated the need to interface with other systems 
and the lack of certain functionality in MFMP. 
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November 2004 - We received 9 comments.  Comments included the following: 
• Items procured outside of MFMP due to exemptions or reluctant vendors must be obtained or 

housed by other systems. 
• Users found it easier to use the Pcard system. 
• There are certain procurement related functions that MFMP does not handle or does not handle well.  

These include performance monitoring, contract management, and deliverable tracking. 
• There has been difficultly in obtaining data downloads and useful reports from MFMP. 
• Users have experienced training issues and feel that MFMP is not user friendly and does not meet 

their unique needs.  
 
33.  Does your agency receive security reports from MFMP?  
 

 March 2006 
 Count Percentage 
Yes 6 21.4% 
No (Skip ahead to Question 36) 22 78.6% 

 
34.  What types of information is contained in these reports (if possible, please include the report name)?  
 

March 2006 – We received 8 comments.  These comments indicated a variety of reports the agencies used 
for assessing MFMP security. 

 
35.  Does your agency feel that the provided security reports provide adequate information to allow you to 

properly monitor your employees and assure that adequate controls such as segregation of duties are in 
place?  

 
 March 2006 
 Count Percentage 
Yes 6 66.7% 
No 3 33.3% 

 
36.  Does MFMP provide the necessary functionality to allow your agency to establish the necessary procedures 

and controls to ensure proper authorization, documentation, recording, and compliance of procurement and 
payment transactions?   Answer 'Yes' or 'No' for each item. 

 
36-1.  Authorization  
  

 March 2006 
 Count Percentage 
Yes 23 82.1% 
No 5 17.9% 

 
36-2.  Documentation  
 

 March 2006 
 Count Percentage 
Yes 20 71.4% 
No 8 28.6% 
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36-3.  Recording  
 

 March 2006 
 Count Percentage 
Yes 22 81.5% 
No 5 18.5% 

 
36-4.  Compliance 
 

 March 2006 
 Count Percentage 
Yes 19 70.4% 
No 8 29.6% 

 
37.  If you answered any part of the previous question as 'No', what, if any, compensating control do you have in 

place outside of MFMP?  
 

March 2006 – We received 14 comments.  Agencies indicated a variety of compensating controls, including 
retention of all documentation in hard copy form and use of external reports and procedures. 

 
38.  Has MFMP caused your agency to have issues with prompt payment compliance?  
 

 March 2006 
 Count Percentage 
Yes 17 60.7% 
No (Skip ahead to Question 40) 11 39.3% 

 
39.  Please describe the nature of the prompt payment issues your agency has experienced.  
 

March 2006 – We received 19 comments.  Agencies indicated that prompt payment issues were caused by a 
variety of issues, including problems with approval processes and program deficiencies.  Responses indicated 
that MFMP reported incorrect dates, causing them to appear as overdue for prompt payment purposes.  
Multiple agencies indicated that they made payments outside of MFMP to avoid prompt payment issues. 

 
40.  In regard to your responses to questions 22/27 (problems with MFMP supporting daily tasks) and questions 

30/32 (shadow systems), have you requested modifications or enhancements be made to MFMP to rectify 
the problems or preclude the future need for shadow systems?  

 
 March 2006 
 Count Percentage 
Yes 14 53.8% 
No (Skip ahead to Question 42) 12 46.2% 

 
41. If such requests have been made, have MFMP staff indicated whether they would be considered for 

enhancements?  
 

 March 2006 
 Count Percentage 
Yes 7 43.8% 
No 9 56.3% 
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42.  Regarding modifications and enhancements that have been requested for the system, do you feel that MFMP 
staff...   (Answer 'Yes' or 'No' for each item) 

 
42-1.  Are dealing with the issues in a timely manner?  
 

 March 2006 
 Count Percentage 
Yes 6 24.0% 
No 19 76.0% 

 
42-2.  Are correctly prioritizing the issues?  
 

 March 2006 
 Count Percentage 
Yes 6 26.1% 
No 17 73.9% 

 
43. Regarding the MFMP Analysis Tool, does your agency find the tool to be...  (Answer 'Yes' or 'No' for each 

item) 
 
43-1.  Useful? 
 

 March 2006 
 Count Percentage 
Yes 10 40.0% 
No 15 60.0% 

 
43-2.  Accurate?  
 

 March 2006 
 Count Percentage 
Yes 9 39.1% 
No 14 60.9% 

 
43-3.  User Friendly?  
 

 March 2006 
 Count Percentage 
Yes 2 8.0% 
No 23 92.0% 

 
44.  Where do you currently store the documents that are not stored in MFMP but are needed to support the 

transactions that flow through MFMP?  How are these documents referenced within MFMP?  
 

March 2006 – We received 28 comments.  Agencies indicated a variety of methods for storing these 
documents.  Some maintained hard copies while others imaged the documents.  One agency commented 
that they kept hard copies because they lacked scanners.  Electronic documents were stored on shared drives 
or in shadow systems.  Some agencies referenced the locations of these documents from within MFMP 
while others did not. 

 
45.  Does your agency currently have procedures to redact nonpublic information from documents electronically 

stored in MFMP pursuant to DMS Scanning and File Attachment Guidelines dated 10/7/2005?  
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 March 2006 
 Count Percentage 
Yes 10 37.0% 
No 17 63.0% 

 
46. To what extent does your agency stop the workflow on procurements initiated in MFMP and record the 

expense directly in FLAIR?  
 

 March 2006 
 Count Percentage 
Never 3 11.5% 
Rarely 0 0.0% 
Several times a month, 1% to 5% of monthly MFMP 
procurements 

7 26.9% 

Frequently, > 5% of monthly MFMP procurements NA NA 
 
47. If so, please describe how your agency identifies the status of such items in MFMP and how applicable 

encumbrances are recorded and reduced. 
 

March 2006 – We received 18 comments.  The agencies provided a variety of responses, including that they 
couldn’t identify the status or that they used FLAIR, a manual process, or shadow systems. 

 
48.  Does your agency use MFMP to record blanket encumbrances for P-Card expenditures?  
 

 March 2006 
 Count Percentage 
Yes 3 10.7% 
No 25 89.3% 

 
49. If so, please describe how your agency identifies the status of such items in MFMP and how applicable 

encumbrances are recorded and reduced. 
 

March 2006 – We received 3 comments.  Respondents indicated that they did not or could not identify the 
status, or that they used a manual process to do so. 

 
50. Does your agency have a policy requiring that similar items requisitioned within the same time period be 

combined for competitive procurement?   
 

 March 2006 
 Count Percentage 
Yes 20 71.4% 
No 8 28.6% 

 
51. Does your agency have a policy requiring the coordination and monitoring of procurements made through 

separate procurement processes, i.e., MFMP, P-Card, FLAIR?  
 

 March 2006 
 Count Percentage 
Yes 19 67.9% 
No 9 32.1% 
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52.  If you have any additional comments related to MFMP, please enter them in the space provided.  
 

March 2006 – We received 11 comments.  These comments generally reiterated the comments made 
throughout the survey. 

 
November 2004 - We received 21 comments.  These comments reflected other concerns that were not 
directly addressed in the survey.  Some responses expressed a satisfaction with the system.  Others expressed 
concerns that prompt payment compliance may have dropped.  Others noted that the commodity codes 
(class/group) agencies are using to identify commodities/services being purchased are outdated and lack the 
specificity of newer standard code systems.  Agencies indicated that this was brought to the attention of DMS 
and Accenture during the conference room pilots.  Another concern was that the Purchase Order to Invoice 
Flip functionality that was indicated as a primary feature is not being used for the most part due to a lack of 
vendor participation.   Another comment indicated that there was too strong of a push by DMS to go-live on 
the system and indicated that they should have worked through all issues with the pilot agencies rather than 
relying on agencies to identify issues after they had implemented.   
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Appendix C 
Management Responses 
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