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EXECUTIVE SUMMARY

Summary of Report on Financial Statements

The State of Florida’s basic financial statements, as of and for the fiscal year ended June 30, 2008, were fairly
presented in all material respects, in accordance with accounting principles generally accepted in the United
States. Our report is included in the Florida Comprehensive Annual Financial Report for fiscal year ended
June 30, 2008, issued by the Chief Financial Officer.

Summary of Report on Internal Control Over Financial Reporting and on Compliance
and Other Matters Based on an Audit of the Financial Statements Performed
in Accordance with Government Auditing Standards

Internal Control Over Financial Reporting

We noted the following matters involving the internal control over financial reporting and its operation that
we consider to be significant deficiencies:

» For one or more financial statement accounts, the Departments of Revenue and Management
Services and the Agency for Health Care Administration did not accurately report or classify assets,
net assets, revenues, expenses, or liabilities in accordance with generally accepted accounting
principles. (Finding Nos. FS 08-001, FS 08-002, FS 08-003, and FS 08-004)

We believe that none of the significant deficiencies described above is a material weakness.

We noted additional matters that were reported to management but that we did not consider to be significant
deficiencies or material weaknesses.

» The Department of Financial Services used a standard form to obtain from State entities the
information needed to compile amounts disclosed in Note 2 regarding deposits and related custodial
credit risk. These forms did not require the entities to certify compliance with Chapter 280, Florida
Statutes, which governs the collateralization of State deposits. (Finding No. FS 08-005)

» The Department of Financial Services did not have effective IT general controls in place to ensure
the integrity and reliability of data relating to Special Disability Trust Fund claims. (Finding No. FS
08-0006)

» The Department of Management Services used a long-term investment rate assumption in
determining the actuarial accrued liability for the Health Insurance Subsidy Pension plan that was
not commensurate with the nature and mix of current and expected plan investments. The actuarial
accrued liability is reported as required supplementary information to the basic financial statements.
(Finding No. FS 08-007)

Compliance

The results of our audit of the State’s basic financial statements disclosed no instances of noncompliance
that are required to be reported by Government Auditing Standards.

Summary of Report on Compliance with Requirements Applicable to Each Major Program
and on Internal Control over Compliance in Accordance with OMB Circular A-133

During the 2007-08 fiscal year, State agencies, universities, and community colleges administered over 540
Federal awards programs or program clusters. Expenditures for the 39 major programs totaled $21.5 billion,
or approximately 88 percent of the total expenditures of $24.5 billion, as reported on the Supplementary
Schedule of Expenditures of Federal Awards.

Compliance

We were unable to express and did not express an opinion on the Division of Emergency Management’s
compliance with requirements applicable to the Disaster Grants — Public Assistance (Presidentially Declared
Disasters) Program. Because of internal control deficiencies noted in the Florida Public Assistance System,

e
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the lack of sufficient documentation supporting the allowability of payments to subgrantees, and the failure
to timely complete final inspections on completed projects, it was not practicable in the circumstances for us
to obtain audit evidence sufficient to the expression of an opinion. (Finding Nos. FA 08-080, FA 08-081, and
FA 08-086)

The State of Florida complied, in all material respects, with the compliance requirements applicable to each
of its other major Federal awards programs, except as described in the following instances, which resulted in
opinion qualifications:

» The Department of Education set aside moneys for Immigrant Children and Youth under the
English Language Acquisition Grants Program, but did not make such moneys available to
subgrantees during the 2007-08 fiscal year. (Finding No. FA 08-026)

» The Department of Children and Family Services did not document, in a significant number of
instances, the eligibility of clients to receive benefits under the Medicaid Cluster and the performance
of required data exchanges. Additionally, data exchange processes were not timely performed.
(Finding No. FA 08-058)

» The Division of Emergency Management teimbursed subgrantees without adequate documentation
under the Homeland Security Cluster and the Hazard Mitigation Grant Program. (Finding Nos. FA
08-068, FA 08-087 and FA 08-088)

The results of our audit also disclosed other instances of noncompliance pertaining to various programs
administered by various State agencies, universities, and community colleges. Some of the instances of
noncompliance resulted in questioned costs subject to disallowance by the grantor agency. The compliance
requirements involved primarily those pertaining to Activities Allowed or Unallowed; Allowable Costs/Cost
Principles; Eligibility; and Matching, Level of Effort, and Earmarking. Other instances of noncompliance
pertained to various compliance requirements including, but not limited to, Subrecipient Monitoring and
Special Tests and Provisions. Instances of noncompliance are described in the Schedule of Findings and
Questioned Costs.

Internal Control Over Compliance

We noted numerous matters at various State agencies, universities, and community colleges involving
internal control over compliance and its operation that we consider to be significant deficiencies. Significant
deficiencies are described in the Schedule of Findings and Questioned Costs and pertained to various
compliance requirements including, but not limited to, Activities Allowed or Unallowed, Allowable
Costs/Cost Principles, Eligibility, Reporting, Subrecipient Monitoring, and Special Tests and Provisions.
The following significant deficiencies were considered material weaknesses:

» The Department of Community Affairs did not have appropriate controls in place regarding user
access and system documentation for systems used to process payments and administer the
Community Development Block Grant Program (Finding No. FA 08-002) and the Low-Income
Home Energy Assistance Program (Finding No. FA 08-046).

» The Department of Revenue did not ensure adequate oversight and monitoring of State
Disbursement Unit collection and disbursement of child support payments and the reporting thereof.
Additionally, the Department of Revenue did not always request the necessary information from the
responsible parents to determine whether health insurance was reasonably available or take
enforcement action to secure medical support for Child Support Enforcement Program clients.
(Finding Nos. FA 08-039 and FA 08-042)

» The Division of Emergency Management did not have appropriate general and application controls
in place for the Florida Public Assistance System used in administering the Disaster Grants - Public
Assistance (Presidentially Declared Disasters) Program. (Finding No. FA 08-080)

» The Division of Emergency Management did not maintain adequate documentation to demonstrate
whether payments to subgrantees for the Disaster Grants — Public Assistance (Presidentially
Declared Disasters) Program were for allowable costs incurred during the authorized project period.
(Finding No. FA 08-081)

-
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» The Division of Emergency Management had not implemented procedures to provide for the timely
completion of final inspections of large projects for the Disaster Grants — Public Assistance
(Presidentially Declared Disasters) Program. (Finding No. FA 08-086)

» The Division of Emergency Management did not have appropriate controls in place regarding user
access and system documentation for the system used to administer the Hazard Mitigation Grant
Program. (Finding No. FA 08-089)

» The instances described in the ptrevious paragraphs on compliance for the English Language
Acquisition Grants Program (Finding No. FA 08-026); Medicaid Cluster (Finding No. FA 08-058);
Homeland Security Cluster (Finding No. FA 08-068); and Hazard Mitigation Grant Program
(Finding Nos. FA 08-087 and FA 08-088) also involved material weaknesses in internal control.

Schedule of Expenditures of Federal Awards

The State’s Supplementary Schedule of Expenditures of Federal Awards (SEFA) is presented for purposes of
additional analysis as required by OMB Circular A-133 and is not a required part of the State’s basic financial
statements. The State’s SEFA does not include the State’s blended component units, Workforce Florida,
Inc., and Scripps Florida Funding Corporation; discretely presented component units of the State’s
universities and community colleges; or discretely presented component units other than the State’s
universities and community colleges. Information on the schedule is fairly stated, in all material respects, in
relation to the basic financial statements taken as a whole.

Scope

As a condition of receiving Federal funds, the U.S. Office of Management and Budget (OMB) requires, as
described in OMB Circular A-133, an audit of the State’s financial statements and major Federal awards
programs. Pursuant to Section 11.45, Florida Statutes, we conducted an audit of the basic financial
statements of the State of Florida as of and for the fiscal year ended June 30, 2008. We also subjected
supplementary information contained in the State’s Comprehensive Annual Financial Report and the State’s
Schedule of Expenditures of Federal Awards to auditing procedures applied in our audit of the basic
financial statements. Additionally, we audited the State’s compliance with governing requirements for the
Federal awards programs or program clusters that we identified as major programs for the fiscal year ended
June 30, 2008.

Obijectives
The objectives of our audit were:

» The expression of opinions concerning whether the State’s basic financial statements were presented
fairly, in all material respects, in accordance with accounting principles generally accepted in the
United States.

» The exptession of an opinion concerning whether the State’s Schedule of Expenditures of Federal
Awards is presented fairly, in all material respects, in relation to the State’s basic financial statements
taken as a whole.

» To obtain an understanding of the internal control over compliance for each major Federal program,
assess the control risk, and perform tests of controls, unless the controls were deemed to be
ineffective.

» The expression of opinions concerning whether the State complied, in all material respects, with
laws, regulations, and the provisions of contracts or grant agreements pertaining to major Federal
awards that may have a direct and material effect applicable to each of the major Federal programs.

-
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Methodology

We conducted our audit in accordance with auditing standards generally accepted in the United States;
applicable standards contained in Government Auditing Standards issued by the Comptroller General of the
United States; the Single Audit Act Amendments of 1996; and related guidance provided by OMB Circular
A-133.

- iV_
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AUDITOR GENERAL
STATE OF FLORIDA

G74 Claude Pepper Building

DAVID W. MARTIN, CPA 111 West Madison Street PHONE: 850-488-5534
AUDITOR GENERAL Tallahassee, Florida 32399-1450 Fax: 850-488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

REPORT ON INTERNAL CONTROL OVER FINANCIAL REPORTING
AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN
AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS

We have audited the financial statements of the governmental activities, the business-type activities, the aggregate
discretely presented component units, each major fund, and the aggregate remaining fund information of the State of
Florida as of and for the fiscal year ended June 30, 2008, which collectively comprise the State of Florida’s basic
financial statements and have issued our report thereon dated February 26, 2009. Our report was modified to include
a reference to other auditors, the State’s reclassification of certain employee health and disability funds and the Prepaid
College Foundation, issues with respect to the measurement of required supplementary information relating to the
Retiree Health Insurance Subsidy Program’s actuarial accrued liability and unfunded actuarial accrued liability, and the
State’s implementation of Governmental Accounting Standards Board Statements No. 45, Acounting and Financial
Reporting by Employers for Postemployment Benefits Other Than Pensions; No. 48, Sales and Pledges of Receivables and Future
Revenues and Intra-Entity Transfers of Assets and Future Revennes; and No. 50, Pension Disclosures. We conducted our audit in
accordance with auditing standards generally accepted in the United States of America and the standards applicable to
tinancial audits contained in Government Auditing Standards, issued by the Comptroller General of the United States.
Other auditors audited the financial statements of the Prepaid College Program Fund, Florida Turnpike Fund,
Hurricane Catastrophe Fund, College Savings Plan, certain discretely presented component units, and the Legislature,
as described in our report on the State of Florida’s financial statements. This report does not include the results of the
other auditors’ testing of internal control over financial reporting or compliance and other matters that are reported on

separately by those auditors.

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the State of Florida’s internal control over financial reporting as a
basis for designing our auditing procedures for the purpose of expressing our opinions on the financial statements, but
not for the purpose of expressing an opinion on the effectiveness of the State of Florida’s internal control over
financial reporting. Accordingly, we do not express an opinion on the effectiveness of the State of Florida’s internal

control over financial reporting.
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Our consideration of internal control over financial reporting was for the limited purpose described in the preceding
paragraph and would not necessarily identify all deficiencies in internal control over financial reporting that might be
significant deficiencies or material weaknesses. However, as discussed below, we identified certain deficiencies in

internal control over financial reporting we consider to be significant deficiencies.

A control deficiency exists when the design or operation of a control does not allow management or employees, in the
normal course of performing their assigned functions, to prevent or detect misstatements on a timely basis. A
significant deficiency is a control deficiency, or combination of control deficiencies, that adversely affects the entity’s ability
to initiate, authorize, record, process, or report financial data reliably in accordance with generally accepted accounting
principles such that there is more than a remote likelihood that a misstatement of the entity’s financial statements that
is more than inconsequential will not be prevented or detected by the entity’s internal control. We consider the
deficiencies described in finding Nos. FS 08-001 through FS 08-004 in the FINANCIAL STATEMENTS FINDINGS
section of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be significant

deficiencies in internal control over financial reporting.

A material weakness is a significant deficiency, or combination of significant deficiencies, that results in more than a
remote likelihood that a material misstatement of the financial statements will not be prevented or detected by the

entity’s internal control.

Our consideration of the internal control over financial reporting was for the limited purpose described in the first
paragraph of this section and would not necessarily identify all deficiencies in the internal control that might be
significant deficiencies and, accordingly, would not necessarily disclose all significant deficiencies that are also
considered to be material weaknesses. However, we believe that none of the significant deficiencies described in the
FINANCIAL STATEMENTS FINDINGS section of the SCHEDULE OF FINDINGS AND QUESTIONED

COSTS is a material weakness.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State of Florida’s financial statements are free of material
misstatement, we performed tests of its compliance with certain provisions of laws, administrative rules, regulations,
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. However, providing an opinion on compliance with those provisions
was not an objective of our audit, and accordingly, we do not express such an opinion. The results of our tests
disclosed no instances of noncompliance or other matters that are required to be reported under Government Anditing
Standards.

We also noted additional matters involving the State’s internal control over financial reporting, that we reported to
management and that are described in findings Nos. FS 08-005 through FS 08-007 in the FINANCIAL STATEMENTS
FINDINGS section of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS.

State agency responses to each of the findings identified in our audit are included in the SCHEDULE OF
FINDINGS AND QUESTIONED COSTS. We did not audit these responses and, accordingly, we express no

opinion on them.
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Pursuant to Section 11.45(4), Florida Statutes, this report is a public record and its distribution is not limited. Auditing
standards generally accepted in the United States of America require us to indicate that this report is intended solely for
the information and use of the Legislative Auditing Committee, members of the Florida Senate and the Florida House
of Representatives, Federal and other granting agencies, the Executive Office of the Governor, and applicable

management and is not intended to be and should not be used by anyone other than these specified parties.

Respectfully submitted,

(O 4 e

David W. Martin, CPA
February 26, 2009



MARCH 2009 REPORT NoO. 2009-144

THIS PAGE INTENTIONALLY LEFT BLANK.

A4



MARCH 2009 REPORT NoO. 2009-144

AUDITOR GENERAL
STATE OF FLORIDA

G74 Claude Pepper Building

DAvID W. MARTIN, CPA 111 West Madison Street PHONE: 850-488-5534

Fax: 850-488-6975
AUDITOR GENERAL Tallahassee, Florida 32399-1450 -

REPORT ON COMPLIANCE WITH REQUIREMENTS APPLICABLE TO
EACH MAJOR PROGRAM AND ON INTERNAL CONTROL OVER COMPLIANCE
IN ACCORDANCE WITH OMB CIRCULAR A-133

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

Compliance

We have audited the compliance of the State of Florida with the types of compliance requirements described in the
United States Office of Management and Budget (OMB) Circular A-133 Compliance Supplement that are applicable to
each of its major Federal programs for the fiscal year ended June 30, 2008. The State of Florida’s major Federal
programs are identified in the SUMMARY OF AUDITOR’S RESULTS section of the accompanying SCHEDULE OF
FINDINGS AND QUESTIONED COSTS. Compliance with the requirements of laws, regulations, contracts, and
grants applicable to each of its major Federal programs is the responsibility of the management of the State of Florida.

Our responsibility is to express an opinion on the State of Florida’s compliance based on our audit.

The State of Florida’s basic financial statements include the operations of component units that received Federal
awards during the fiscal year ended June 30, 2008, that are not included in the State’s supplementary Schedule of
Expenditures of Federal Awards. Our audit of Federal awards, as described below, did not include the operations of
the blended component units, Workforce Florida, Inc., and Scripps Florida Funding Corporation, or discretely
presented component units of the State agencies, universities, and community colleges. As applicable, Federal awards
administered by these component units are the subjects of audits completed by other auditors. Our audit, as described

below, also did not include the operations of the Legislature.

Except as discussed in the following paragraph, we conducted our audit of compliance in accordance with auditing
standards generally accepted in the United States of America; the standards applicable to financial audits contained in
Government Auditing Standards issued by the Comptroller General of the United States; and OMB Circular A-133, Audits
of States, Local Governments, and Non-Profit Organizations. Those standards and OMB Circular A-133 require that we plan
and perform the audit to obtain reasonable assurance about whether noncompliance with the types of compliance
requirements referred to above that could have a direct and material effect on a major Federal program occurred. An
audit includes examining, on a test basis, evidence about the State of Florida’s compliance with those requirements and
performing such other procedures as we considered necessary in the circumstances. Except as discussed in the
following paragraph, we believe that our audit provides a reasonable basis for our opinion. Our audit does not provide

a legal determination of the State’s compliance with those requirements.

5.
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As indicated in finding Nos. FA 08-080, FA 08-081, and FA 08-086 in the accompanying SCHEDULE OF
FINDINGS AND QUESTIONED COSTS, because of internal control deficiencies noted in the Florida Public
Assistance System, the lack of sufficient documentation supporting the allowability of payments to subgrantees, and
the failure to timely complete final inspections on completed projects, it was not practicable in the circumstances for us
to obtain audit evidence sufficient to the expression of an opinion on the compliance of the State of Florida with the
requirements applicable to the Disaster Grants — Public Assistance (Presidentially Declared Disasters) Program.
Consequently, we are unable to express, and we do not express, an opinion thereon. Our audit did disclose specific
instances of noncompliance, as described in finding Nos. FA 08-082 and FA 08-083.

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, the State of
Florida did not comply with requirements applicable to the Federal Programs listed below. Compliance with such
requirements is necessary, in our opinion, for the State of Florida to comply with the requirements applicable to the

respective Program.

Finding Major Program Types of Compliance Requirements
No. Not Complied With
FA 08-
026 English Language Acquisition Grants Matching, Level of Effort, and
(CFDA No. 84.365) BEarmarking
058 Medicaid Cluster (CFDA Nos. 93.775, Eligibility
93.776, 93.777, and 93.778)
068 Homeland Security Cluster (CFDA Nos. Activities Allowed or Unallowed and
97.004 and 97.067) Allowable Costs/Cost Principles
087, 088 Hazard Mitigation Grant (CFDA No. 97.039) Activities Allowed or Unallowed and

Allowable Costs/Cost Principles

In our opinion, except for the Disaster Grants — Public Assistance (Presidentially Declared Disasters) Program, on
which we are unable to express, and do not express, an opinion, and except for the noncompliance described in the
preceding paragraph, the State of Florida complied, in all material respects, with the requirements referred to above
that are applicable to each of its major Federal programs for the fiscal year ended June 30, 2008. The results of our
auditing procedures also disclosed other instances of noncompliance with those requirements, which are required to be
reported in accordance with OMB Circular A-133, and which are described in the accompanying Schedule of Findings
and Questioned Costs as finding Nos. FA 08-:

001 003 and 004 013 and 014 018
022 024 and 025 027 033
037 041 through 044 047 051
055 and 056 059 and 060 062 through 065 067
069 071 and 072 075 077
085 090 092 through 104 106 through 112

Internal Control Over Compliance

The management of the State of Florida is responsible for establishing and maintaining effective internal control over
compliance with requirements of laws, regulations, contracts, and grants applicable to Federal programs. In planning
and performing our audit, we considered the State of Florida’s internal control over compliance with requirements that
could have a direct and material effect on a major Federal program in order to determine our auditing procedures for

the purpose of expressing our opinion on compliance, but not for the purpose of expressing an opinion on the
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effectiveness of internal control over compliance. Accordingly, we do not express an opinion on the effectiveness of

the State of Florida’s internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in the preceding
paragraph and would not necessarily identify all deficiencies in the entity’s internal control that might be significant
deficiencies or material weaknesses as defined below. However, as discussed below, we identified certain deficiencies
in internal control over compliance that we consider to be significant deficiencies and others that we consider to be

material weaknesses.

A control deficiency in an entity’s internal control over compliance exists when the design or operation of a control does
not allow management or employees, in the normal course of performing their assigned functions, to prevent or detect
noncompliance with a type of compliance requirement of a Federal program on a timely basis. A significant deficiency is a
control deficiency, or combination of control deficiencies, that adversely affects the entity’s ability to administer a
Federal program such that there is more than a remote likelihood that noncompliance with a type of compliance
requirement of a Federal program that is more than inconsequential will not be prevented or detected by the entity’s
internal control. We consider the deficiencies in internal control over compliance described in the following finding
Nos. of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be significant

deficiencies:

001 through 019 020 022 through 026 028 through 032
035 and 036 039 041 through 043 045 through 052
055 and 056 058 through 061 064 066 through 069

071 through 081 083 086 through 091 099

106 through 112

A material weakness is a significant deficiency, or combination of significant deficiencies, that results in more than a
remote likelihood that material noncompliance with a type of compliance requirement of a Federal program will not be
prevented or detected by the entity’s internal control. Of the significant deficiencies in internal control over

compliance described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, we

consider the following items to be material weaknesses.

Finding Major Program Compliance Requirement
No.
FA 08-
002 Community Development Block Grants/State’s Allowable Costs/Cost Principles
Program (CFDA No. 14.228)
026 English Language Acquisition Grants (CFDA Matching, Level of Effort, and
No. 84.365) Earmarking
039, 042 Child Support Enforcement (CFDA No. Reporting and Special Tests and
93.563) Provisions
046 Low-Income Home Energy Assistance (CFDA Allowable Costs/Cost Principles;
No. 93.568) Matching, Level of Effort, and
Earmarking; and Reporting
058 Medicaid Cluster (CFDA Nos. 93.775, 93.7706, Eligibility
93.777, and 93.778)
068 Homeland Security Cluster (CFDA Nos. 97.004 Activities Allowed or Unallowed and

and 97.067)

Allowable Costs/Cost Principles
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080, 081, & Disaster Grants — Public Assistance Activities Allowed or Unallowed,;
086 (Presidentially Declared Disasters) Allowable Costs/Cost Principles;
(CFDA No. 97.036) Matching, Level of Effort, and

Earmarking; Subrecipient Monitoring;
and Special Tests and Provisions

087, 088, & Hazard Mitigation Grant (CFDA No. 97.039) Activities Allowed or Unallowed and
089 Allowable Costs/Cost Principles

Schedule of Expenditures of Federal Awards

We have audited the basic financial statements of the governmental activities, the business-type activities, the aggregate
discretely presented component units, each major fund, and the aggregate remaining fund information of the State of
Florida as of and for the year ended June 30, 2008, and have issued our Independent Auditor’s Report thereon dated
February 26, 2009. Our Independent Auditor’s Report was modified to include a reference to other auditors, the
State’s reclassification of certain employee health and disability funds and the Prepaid College Foundation, issues with
respect to the measurement of required supplementary information relating to the Retiree Health Insurance Subsidy
Program’s actuarial accrued liability and unfunded actuarial accrued liability, and the State’s implementation of
Governmental Accounting Standards Board Statements No. 45, Accounting and Financial Reporting by Employers for
Postemployment Benefits Other Than Pensions; No. 48, Sales and Pledges of Receivables and Future Revenues and Intra-Entity Transfers
of Assets and Future Revenues; and No. 50, Pension Disclosures.  Our audit was performed for the purpose of forming
opinions on the financial statements that collectively comprise the State of Florida’s basic financial statements. The
accompanying SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is presented for purposes of
additional analysis as required by OMB Circular A-133 and is not a required part of the basic financial statements.
Such information has been subjected to the auditing procedures applied in the audit of the basic financial statements

and, in our opinion, is fairly stated, in all material respects, in relation to the basic financial statements taken as a whole.

The State agencies, universities, and community colleges’ responses to the findings identified in our audit are described
in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS. We did not audit these

responses and, accordingly, we express no opinion on them.

Pursuant to Section 11.45(4), Florida Statutes, this report is a public record and its distribution is not limited. Auditing
standards generally accepted in the United States of America require us to indicate that this report is intended for the
information and use of the Legislative Auditing Committee, members of the Florida Senate and the Florida House of
Representatives, Federal and other granting agencies, the Executive Office of the Governor, applicable management,
and Workforce Florida, Inc., and is not intended to be and should not be used by anyone other than these specified

parties.

Respectfully submitted,

(O 4 e

David W. Martin, CPA
Auditor General
February 26, 2009
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SUMMARY OF AUDITOR’S RESULTS

Financial Statements

Type of auditor's report issued:
Unqualified on all opinion units

Internal control over financial reporting:
Material weakness identified? No

Significant deficiencies identified that
are not considered to be material weaknesses? Yes

Noncompliance material to financial statements noted? No
Federal Awards
Internal control over major programs:

Material weaknesses identified? Yes

Significant deficiencies identified that
are not considered to be material weaknesses? Yes

Type of report the auditor issued on compliance for major programs:
Unqualified for all major programs, except for the Disaster Grants -
Public Assistance (Presidentially Declared Disasters) (97.036)
for which we disclaimed an opinion and the following programs
which were qualified:
English Language Acquisition Grants (84.365)
Medicaid Cluster (93.775, 93.776, 93.777, and 93.778)
Homeland Security Cluster (97.004 and 97.067)
Hazard Mitigation Grant (97.039)

Any audit findings disclosed that are required to be reported
in accordance with Section .510(a) of OMB Circular A-133? Yes

Dollar threshold used to distinguish between
Type A and Type B programs: $36,758,465.51

Auditee qualified as low-risk auditee? No
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LISTING OF MAJOR PROGRAMS
F1scAL YEAR ENDED JUNE 30, 2008

Name of Federal Program or Cluster (1)

Plant and Animal Disease, Pest Control, and Animal Care
Food Stamp Cluster

Child and Adult Care Food Program

Community Development Block Grants/State's Program
Employment Service Cluster

Unemployment Insurance

Workforce Investment Act Cluster

Highway Planning and Construction Cluster

Adult Education — State Grant Program

Title | Grants to Local Educational Agencies

Special Education Cluster

Career and Technical Education — Basic Grants to States
Rehabilitation Services — Vocational Rehabilitation Grants to States
Special Education — Grants for Infants and Families
Twenty-First Century Community Learning Centers
Reading First State Grants

English Language Acquisition Grants

Improving Teacher Quality State Grants

Aging Cluster

Public Health Emergency Preparedness

Immunization Grants

Promoting Safe and Stable Families

Temporary Assistance to Needy Families

Child Support Enforcement

Refugee and Entrant Assistance — State Administered Programs
Low-Income Home Energy Assistance

CCDF (Child Care Development Fund) Cluster

Foster Care — Title IV-E

Adoption Assistance

Social Services Block Grant

State Children's Insurance Program

Medicaid Cluster

National Bioterrorism Hospital Preparedness Program
HIV Care Formula Grants

Homeland Security Cluster

Disaster Grants — Public Assistance (Presidentially Declared Disasters)

Hazard Mitigation Grant

Student Financial Assistance Cluster (Includinding CFDA No. 84.032
Lenders)

Research and Development Cluster

Total

Total

CFDA Number(s) Expenditures

10.025 $ 13,000,840
10.551 & 10.561 1,741,412,161
10.558 135,994,134
14.228 96,364,281
17.207,17.801, & 17.804 46,788,096
17.225 1,557,085,569
17.258,17.259, & 17.260 93,726,883
20.205 2,065,565,263
84.002 41,716,236
84.010 628,921,279
84.027 &84.173 608,828,667
84.048 72,055,773
84.126 166,456,177
84.181 20,276,283
84.287 42,670,701
84.357 52,698,438
84.365 52,676,654
84.367 132,801,845
93.044, 93.045, & 93.053 78,383,366
93.069 33,360,870
93.268 162,436,614
93.556 18,264,392
93.558 475,183,524
93.563 219,122,674
93.566 81,532,400
93.568 32,460,968
93.575 & 93596 383,796,717
93.658 161,844,407
93.659 69,878,000
93.667 185,710,783
93.767 312,246,228
93.775,93.776, 93.777, & 93.778 8,633,119,776
93.889 20,586,807
93.917 120,652,005
97.004 & 97.067 58,768,607
97.036 526,491,069
97.039 76,054,927
2 1,781,667,363
2 509,891,438

$ 21,510,492,215

Notes: (1) The Schedule of Expenditures of Federal Awards identifies the programs included within the respective clusters.
(2) The Schedule of Expenditures of Federal Awards identifies the various CFDA numbers included within the respective

clusters.
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FINANCIAL STATEMENTS FINDINGS

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2008, disclosed certain
matters that we communicated in the INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL
OVER FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN
AUDIT OF BASIC FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE WITH
GOVERNMENT AUDITING STANDARDS. These findings are included in this section of the report as finding
Nos. FS 08-001 through FS 08-004 and are categorized as significant deficiencies in accordance with auditing standards
generally accepted in the United States of America and the standards applicable to financial audits contained in

Government Auditing Standards issued by the Comptroller General of the United States.

A significant deficiency is a control deficiency, or combination of control deficiencies, that adversely affects the entity’s
ability to initiate, authorize, record, process, or report financial data reliably in accordance with generally accepted
accounting principles such that there is more than a remote likelihood that a misstatement of the entity’s financial
statements that is more than inconsequential will not be prevented or detected. A contro/ deficiency exists when the
design or operation of a control does not allow management or employees, in the normal course of performing their

assigned functions, to prevent or detect misstatements on a timely basis.

Our audit also disclosed three additional matters, included in this section of the report as findings Nos. FS 08-005
through FS 08-007, involving the State’s internal control over financial reporting that we have categorized as additional

matters.

11-
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Finding Number

Opinion Unit

Financial Statements
Account Title

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Code(s)

Adjustment Amount

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

SIGNIFICANT DEFICIENCY
NET RECEIVABLES

FS 08-001
General Fund
Net Receivables

100000

Florida Department of Revenue (FDOR)
00-10-1-00001

152, 611

$121,544,497.45

FDOR procedures did not ensure that taxes receivable and tax revenue were
correctly recorded.

In accordance with generally accepted accounting principles, derived tax revenues
(i.e., sales tax, corporate tax, etc.) are recognizable when the underlying
exchange occurs, subject to availability criterion.  Chief Financial Officer
procedures provide that taxes collected on behalf of the State or were payable to
the State on or before June 30, and were received by July 31 are to be recorded
as taxes receivable, net of estimated refunds.

FDOR calculated tax revenue and net taxes receivable based upon amounts
collected during July 2008. However, our tests disclosed errors in the calculation
that resulted in the understatement of tax revenue and net taxes receivable as of
and for the fiscal year ended June 30, 2008.

FDOR controls were not sufficient to detect errors made in the calculation of taxes
receivable and tax revenue. Although the calculation was largely based on June
2008 taxes collected in July 2008, some collections were not included and other
collections were included twice. FDOR close-out procedures did not provide for
supervisory review of the calculations prior to their being recorded.

Prior to adjustment, tax revenue and net receivables were understated by
$121,544,497.45.

We recommend that FDOR establish review procedures to ensure that tax
revenue and net taxes receivable are appropriately recorded.

We have confirmed that the sales tax receivable was understated. We have
updated our review procedures to include a 2nd level of review that incorporates a
variance analysis between fiscal years of the recorded statewide financial
statement payable and receivable transactions. In order to allow for the maximum
amount of time to prepare and review these transactions, we have asked our
Administrative Services Program to request the last possible year end closing date
from the Department of Financial Services.

February 19, 2009

Dave Ansley
(850) 413-8551
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SIGNIFICANT DEFICIENCY

CLAIMS LIABILITIES AND ACCOUNTS RECEIVABLE

Finding Number

Opinion Unit

Financial Statements
Account Title

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Code(s)

Adjustment Amount

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

FS 08-002
Governmental Activities; Governmental: Health and Family Services
Long-term liabilities; Expenses; Receivable, net; and Deferred revenues

Various

Florida Agency for Health Care Administration (FAHCA)
Various

314, 711, 164, and 389

$310,181,847; $176,276,344

In the Governmental Activities financial statements, the FAHCA, Bureau of
Finance and Accounting (Bureau), did not record an estimate of incurred but not
reported (IBNR) Medicaid claims liabilities and its corresponding expenses.
Additionally, the Bureau did not record a receivable and deferred revenue in its
governmental fund financial statements to represent its claim on Federal financial
resources related to the IBNR amounts.

Unmatured long-term indebtedness, including IBNR Medicaid claims liabilities,
should be reported as long-term liabilities in the government-wide financial
statements. The State of Florida’s policy is to report such claims at the discounted
present value of estimated future cash payments. In addition, a receivable and
deferred revenue should be recorded in the appropriate governmental fund to
represent the State’s claim on Federal resources that will be used to finance the
Federal portion of expenses related to the IBNR amounts.

The Bureau had not recorded a long-term liability and the related expenses for
IBNR Medicaid claims as of and for the fiscal year ending June 30, 2008.
Additionally, the Bureau had not recorded receivables and deferred revenues
equal to the amounts due from Federal resources.

The Bureau did not have fiscal year close-out procedures to estimate and record
long-term indebtedness relating to IBNR Medicaid claims, including the
corresponding expenses, nor did it have procedures to recognize and record
receivables and deferred revenues representing the Federal resources due
related to the IBNR amounts.

Prior to audit adjustments, claims liabilities and expenses reported in the
government-wide financial statements were understated by approximately $310
million. Accounts receivable and deferred revenues in the governmental fund
financial statements were understated by approximately $176 million, and
accounts receivable and revenues in the government-wide financial statements
were understated by approximately $176 million.

We recommend that the Bureau establish procedures to 1) estimate and record
the long-term indebtedness relating to IBNR Medicaid claims liabilities, including
the corresponding expenses; and 2) record the appropriate receivables and
deferred revenues in recognition of its claim on Federal resources related to the
IBNR claims.

We will establish a procedure to estimate and record the long-term indebtedness
relating to IBNR Medicaid claims and to record the receivable and deferred
revenue relative to the Federal resources.

July/August 2009

13-
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Agency Contact and Paula Shirley
Telephone Number (850) 922-8452
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Finding Number

Opinion Unit

Financial Statements
Account Title

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Code(s)

Adjustment Amount

Finding
Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

SIGNIFICANT DEFICIENCY
NET RECEIVABLES

FS 08-003
Governmental Fund: Health and Family Services
Accounts Receivable Uncollectible Allowance

202400

Florida Agency for Health Care Administration (FAHCA)
680000-20-2-339094

159 and 711

$17,250,573

The FAHCA, Bureau of Finance and Accounting (Bureau), did not record an
uncollectible allowance related to accounts receivable for drug rebates.

Generally accepted accounting principles require that, for governmental funds, all
receivables should be reported net of estimated uncollectible amounts.

The Bureau had year-end procedures to record the uncollectible allowances for
receivables. However, for receivables related to drug rebates for the fiscal year
ending June 30, 2008, an uncollectible allowance was not recorded.

In accordance with generally accepted accounting principles, governmental fund
financial statements are presented using the current financial resources
measurement focus and the modified accrual basis of accounting. Revenues are
recognized when they are measurable and available to finance current
expenditures. Receivables that are determined to be uncollectible would not be
available to finance current expenditures and, therefore, uncollectible allowances
should be recorded to reduce receivables and related revenues. At FAHCA, drug
rebates are recorded throughout the fiscal year as refund revenues and, at fiscal
year end, these rebates are reclassified to reduce expenditures.

The Bureau did not have sufficient supervisory review procedures to ensure that
the fiscal year close-out entries relating to net receivables were properly recorded.

Prior to audit adjustment, net receivables were overstated and expenditures
reported in the Governmental Fund financial statements were understated by
approximately $17 million.

We recommend that the Bureau ensure that fiscal year-end procedures are
performed to appropriately record all accounts receivable uncollectible
allowances.

Management will more closely review the accounts receivable uncollectible
allowances during the financial statement preparations.

July/August 2009

Paula Shirley
(850) 922-8452
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SIGNIFICANT DEFICIENCY

INVESTED IN CAPITAL ASSETS, NET OF RELATED DEBT

Finding Number
Opinion Unit
Financial Statements
Account Title(s)
SW Fund Number
State Agency
OLO-GF-SF-FID
GL Code(s)
Adjustment Amount
Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FS 08-004

Aggregate Remaining Fund Information

Net Assets: Invested in capital assets, net of related debt and Unrestricted Net
Assets

609999 (Internal Service Funds)

Florida Department of Management Services (FDMS)

720000

536 and 539

$93,113,323; $32,422,501

Report No. 2008-141, Finding No. FS 07-008

As previously reported, FDMS did not properly classify net assets in accordance
with generally accepted accounting principles (GAAP).

Coadification of Governmental Accounting and Financial Reporting Standards
Section 1800.133 provides that a calculation is required to determine the
component of net assets consisting of Invested in capital assets, net of related
debt. The capital asset accounts, net of accumulated depreciation, should be
reduced by outstanding debt obligations, i.e., bonds, mortgages, notes, or other
borrowings attributable to the acquisition, construction, or improvement of those
assets. Additionally, if there are significant unspent debt proceeds at year-end,
the portion attributable to the capital asset accounts should be included in the
account Invested in capital assets, net of related debt, since its use is restricted.

For one fund, FDMS did not properly consider the existence of significant unspent
related debt proceeds when calculating Invested in capital assets, net of related
debt. As a result, the account Invested in capital assets, net of related debt, was
understated, and the Unrestricted account was overstated by $93,113,323.

For another fund, FDMS incorrectly calculated and adjusted net assets, resulting
in an overstatement of Invested in capital assets, net of related debt, and an
understatement of Unrestricted net assets in the amount of $32,422,501.

The net effect of the above adjustments resulted in an understatement of Invested
in capital assets, net of related debt, and an overstatement of Unrestricted net
assets of $60,690,821.

The application of FDMS procedures did not reduce the debt attributable to
unspent proceeds, contrary to GAAP requirements.

The overstatement of the Unrestricted account may indicate that funds were
available for spending when they were not.

We again recommend that FDMS ensure that the calculation of Invested in capital
assets, net of related debt, includes the impact of significant unspent related debt
proceeds.

We agree with the Auditor General's Office that the Net Assets Invested in Capital
Assets, Net of Related Debt (536XX general ledger code) was misstated.
However the classification error does not misstate the total fund equity. Policies
and procedures have been developed to ensure that the funds are correctly
reported in next years financial statements.

Classification of the funds will be processed in the year-end closeout of the
financial statements. Year-end closeout will be accomplished by August 31, 2009.

Mitchell Clark
(850) 487-9888
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Finding Number

Opinion Unit

Financial Statements
Account Title

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Code(s)

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

ADDITIONAL MATTERS
CusTODIAL CREDIT RISK

FS 08-005
Various
Cash and Cash Equivalents

Various

Florida Department of Financial Services (FDFS)
Various

112,113, 222, and 223

Controls were not sufficient to reasonably ensure the accuracy and completeness
of note disclosures relating to the custodial credit risk associated with deposits of
cash and cash equivalents.

GASB Caodification of Governmental Accounting and Financial Reporting
Standards Section C20.107 requires certain disclosures regarding custodial credit
risk.

The Florida Security for Public Deposits Act (Chapter 280, Florida Statutes)
describes procedures for ensuring the protection of public deposits. Section
280.05, Florida Statutes, outlines the powers and duties of FDFS relative to the
Qualified Public Depository (QPD) Program. Section 280.05(16)(c), Florida
Statutes, addresses the processing of QPD and public depositor annual reports.
Section 280.17, Florida Statutes, outlines several requirements that must be met
by public depositors participating in the QPD Program, including, but not limited to,
the submission of an annual report to FDFS regarding the status of public
deposits. In accordance with the Statutes, if a public depositor does not comply
with Section 280.17, Florida Statutes, for each public deposit account, the
protection from loss provided by the QPD Program is not effective.

In addition to administering the QPD Program, FDFS was also responsible for
preparing and publishing the State’s Comprehensive Annual Financial Report,
including the applicable note disclosures. In doing so, FDFS used a standard
form to obtain from State entities the information needed to compile amounts
disclosed in Note 2 regarding deposits and the related custodial credit risk. Our
audit tests disclosed that for some deposits reported as collateralized in Note 2,
Public Depositor annual reports had not been received by FDFS.

We noted that the forms used to support the note disclosure did not require
entities to certify compliance with Chapter 280, Florida Statutes, and confirm the
submission of the annual reports.

Disclosures related to deposits in Note 2 of the financial statements may
understate the custodial credit risk of State deposits. Additionally, the absence of
QPD Program protection could lead to the loss of public deposits in the event of a
depository failure.

We recommend that FDFS coordinate efforts with the State entities to ensure that
financial statement disclosures regarding custodial credit risk are accurate and
complete and that annual reports are filed in compliance with Chapter 280, Florida
Statutes.

Concur. We will revise the forms used to support the note disclosure for deposits
to require entities to certify compliance with Chapter 280, Florida Statutes, and to
confirm that they are in possession of the required Public Deposit Identification
and Acknowledgement (J1-1295) and have filed the required Public Depositor
Annual Report (J1-1009).
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Estimated Corrective
Action Date

Agency Contact and
Telephone Number

June 30, 2009

Paul Reynolds, Financial Administrator
Statewide Financial Reporting Section
(850) 413-5687

Robert E. Clift, Inspector General
(850) 413-4960

18-



MARCH 2009

REPORT NO. 2009-144

Finding Number
Opinion Unit

SW Fund Number
State Agency
OLO-GF-SF-FID
GL Codes

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

ADDITIONAL MATTERS
SPECIAL DISABILITY TRUST FUND

FS 08-006

Non-Major Governmental Funds

209999 and 900000

Florida Department of Financial Services (FDFS)
43-20-2-798001 and 43-90-9-400001

315, 498, and 711

The FDFS did not have effective IT general controls in place to ensure the
integrity and reliability of data relating to Special Disability Trust Fund (SDTF)
claims.

FDFS is charged with the oversight responsibility for the Special Disability Trust
Fund Database (SDTFD). As such, FDFS was responsible for the implementation
and operation of effective controls. Rule 60DD-2, Florida Information Resource
Security Policies and Standards, Florida Administrative Code, sets forth policies
for the State’s information resource security program.

SDTFD information is used by FDFS to manage Special Disability Trust Fund
claims and accumulate information used to report Trust Fund accounts and
balances. Trust Fund expenditures for claims for the 2007-08 fiscal year totaled
$92,704,894. Our review of the IT general controls in place over SDTF claims
during the 2007-08 fiscal year disclosed weaknesses related to the separation of
IT functions, physical access, systems development and maintenance, and
access control. Specific details of these matters are not disclosed in this report to
avoid the possibility of compromising SDTFD claims payment information.
However, the appropriate FDFS personnel have been notified of these issues.

In some instances, SDTFD preventative and detective control procedures were
not appropriately designed and in operation.

Without adequate preventative and detective controls in place, the risk is
increased that SDTF claim expenditures and associated liabilities may be subject
to misstatement.

We recommend FDFS strengthen the applicable IT general controls.

The Divisions of Workers' Compensation and Information Systems of the
Department of Financial Services concur in the existence and seriousness of the
conditions identified by the Auditor General's staff in their review of the Special
Disability Trust Fund Database. The divisions were aware of many of the
conditions noted and were already proceeding with changes to independently
address many of them. The respective divisions have begun a specific
collaborative effort to address each of the conditions. Those conditions that are
apt to be resolved by immediate action have already been addressed. Conditions
that require the development of solutions have been identified, and progress has
begun in the implementation of corrective measures. Specific details of the
Department’s corrective plan are not divulged here to protect the database from
possible compromise. In each condition identified by the Auditor General's staff,
the IT general controls are being strengthened, consistent with applicable law and
standards.

September 1, 2009

19



MARCH 2009 REPORT NoO. 2009-144

Agency Contact and Eric Lloyd, Manager, Special Disability Trust Fund
Telephone Number (850) 413-1689

Sharon Jackson, Info Tech Business Consultant Manager-SES
Division of Information Systems
(850) 413-1886

Robert E. CIift, Inspector General
(850) 413-4960
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Finding Number
SW Fund Number
State Agency
Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

ADDITIONAL MATTERS

REQUIRED SUPPLEMENTARY INFORMATION

PENSION

FS 08-007

737204

Florida Department of Management Services (FDMS)
Report No. 2008-141, Finding No. FS 07-012

As previously reported, the investment return assumption (discount rate) of 7.75
percent (long-term rate) used by FDMS in determining the actuarial accrued
liability for the Health Insurance Subsidy (HIS) plan, was not commensurate with
the nature and mix of current and expected plan investments. Plan investments
were invested to yield short-term rates. The use of a short-term, rather than
long-term, rate may have resulted in the calculation of a significantly larger
estimated actuarial accrued liability.

Coadification of Governmental Accounting and Financial Reporting Standards,
Section Pe5, Pension Plans - Defined Benefit establishes reporting requirements
for pension plans. This section provides that the investment return assumption
(discount rate) should be based on an estimated long-term investment yield for the
plan, with consideration given to the nature and mix of current and expected plan
investments and the basis used to determine the actuarial value of assets.

The HIS provides cash payments to retirees as provided by Section 112.363,
Florida Statutes. In general, an eligible retiree is entitled to a benefit of $5 per
month per year of service, with a minimum benefit of $30 and a maximum benefit
of $150 per month.

In applying GASB pension requirements, FDMS elected to use an investment
return assumption (discount rate) of 7.75 percent. This long-term rate was used
based on the assumption that the plan would become prefunded. However, as
the State has not yet established a program to prefund these benefits, a discount
rate commensurate with a short-term investment yield may have been more
appropriate. Plan assets were being held in short-term investments until benefit
payments were disbursed. Net assets reported as of June 30, 2006, and 2007,
amounted to $192.4 and $238.3 million, respectively. The net investment returns
earned on these funds for the period ending June 30, 2006, was 4.17 percent.

In selecting the discount rate used to estimate the actuarial accrued liability, the
FDMS assumed that the plan would become prefunded.

The selection of a discount rate has a significant effect on the calculation of the
actuarial accrued liability that is reported as required supplementary information.
The actuarial accrued liability reported for HIS benefits using a 7.75 percent
discount rate was $4.474 billion as of July 1, 2006. The use of a discount rate in
the 4 to 5 percent range would have produced a liability that may have been
significantly larger.

The Department has completed the July 1, 2008, HIS valuation, the results of
which will be reported as required supplementary information in the FY 2008-09
Comprehensive Annual Financial Report. However, the Department again elected
to use an investment return assumption (discount rate) of 7.75 percent. We again
recommend that FDMS utilize a discount rate consistent with the nature and mix
of current and expected plan investments.
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

As a publicly funded pension plan, the Legislature must decide about the funding
of the Retiree Health Insurance Subsidy (HIS) Program. The Department of
Management Services does not make these decisions.

Principals of the Florida Retirement System (FRS) Assumption Conference were
contacted following the Auditor General's finding on this same subject last year.
The FRS Assumption Conference was requested to meet concerning setting
pension assumptions for the HIS Program. Also, follow-up correspondence was
sent to the principals requesting guidance on the HIS funding assumptions. At
this time, the Department has not received a response to our request.

Based on the 2008 HIS funding model, the HIS Trust Fund continues to project a
reserve of 10 or more months for the next five fiscal years. This model uses the
current level of funding, the average of the actual return over the previous five
years, and membership growth trends over the last four years. On average, the
monthly contributions received by the HIS Trust Fund continue to exceed the
monthly HIS benefit payments. Valuations are performed biennially with the most
recent valuation being as of June 30, 2008. The FRS Pension Plan assumptions
were used since it is the only statewide pension program and the HIS recipients
are FRS retirees and surviving beneficiaries.

Corrective action cannot be taken until the Legislature sets the assumptions for
the HIS Program. At that time a valuation will be performed based on the
legislatively established assumptions.

Garry Green
(850) 414-6349
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FEDERAL FINDINGS AND QUESTIONED COSTS

Our audit findings with regard to compliance and internal controls over compliance with the requirements of major

Federal awards programs are disclosed on the following pages. Where applicable and determinable, we have disclosed

actual questioned costs where known or likely questioned costs exceeded $10,000. To identify the nature and

significance of each finding, we have identified each finding with one or more of the following designations:

>

Significant Deficiency. A significant deficiency is a control deficiency, or combination of control deficiencies,
that adversely affects the entity’s ability to administer a Federal program such that there is more than a remote
likelihood that noncompliance with a type of compliance requirement of a Federal program that is more than
inconsequential will not be prevented or detected. A control deficiency exists when the design or operation of a
control does not allow management or employees, in the normal course of performing their assigned
functions, to prevent or detect on a timely basis noncompliance with a type of compliance requirement of a
Federal program. A significant deficiency is considered in relation to a type of compliance requirement or

applicable audit objective identified in the OMB Circular A-133 Compliance Supplement.

Material Weakness. A material weakness is a significant deficiency, or combination of significant deficiencies,
that results in more than a remote likelihood that material noncompliance with a type of compliance
requirement of a Federal program will not be prevented or detected. A material weakness is considered in
relation to a type of compliance requirement or applicable audit objective identified in the OMB Circular

A-133 Compliance Supplement.

Noncompliance. A finding presenting noncompliance with provisions of laws, regulations, contracts, or
grants caused by error or fraud, the effects of which are material in relation to a type of compliance

requirement or applicable audit objective identified in the OMB Circular A-133 Compliance Supplement.

Material Noncompliance. A finding presenting noncompliance with provisions of laws, regulations,
contracts, or grants caused by error or fraud, the effects of which are material in relation to a major Federal

program taken as a whole.

Disclaimer of Opinion. A finding describing the circumstances that prevented the auditor from obtaining

sufficient audit evidence to express an opinion on compliance.

Opinion Qualification. A finding presenting a condition that affects the auditor’s ability to give an
unqualified opinion on compliance. This would include findings of (a) noncompliance with provisions of
laws, regulations, contracts, or grants, the effects of which are material to the respective major Federal award

program; or (b) inadequate records that resulted in restrictions being placed on the scope of the audit.

Questioned Costs. Costs that are questioned by the auditor because of an audit finding that reported: (a) a
violation or possible violation of a provision of a law, regulation, contract, grant, cooperative agreement, or
other agreement or document governing the use of Federal funds, including funds used to match Federal
funds; (b) costs, at the time of the audit, which were not supported by adequate documentation; or, (c) costs
incurred that appeared unreasonable and did not reflect the actions a prudent person would take in the

circumstances.

Other. Matters of significance that, in the auditor’s opinion, should be reported but do not clearly fit in any of

the above-noted designations.
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We have presented our findings, generally, by Federal grantor agency and in the order of the Catalog of Federal
Domestic Assistance Number (CFDA No.) assigned to each applicable Federal award program. Findings that pertain
to multiple programs are generally presented as the first finding within the Federal grantor agency section. In some
instances, a finding may pertain to programs provided by more than one Federal grantor agency. In such instances, the
finding is presented within the section for the Federal grantor agency that provided the most funding for the applicable
State agency. Findings for the Student Financial Assistance Cluster and the Research and Development Programs
Cluster are presented within separately marked sections of the report. These findings can be identified by referring to
the INDEX OF FEDERAL FINDINGS BY FEDERAL AGENCY AND COMPLIANCE
REQUIREMENT.
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U.S. DEPARTMENT OF AGRICULTURE

FA 08-001

10.025

Plant and Animal Disease, Pest Control, and Animal Care (PADPCAC)
Allowable Costs/Cost Principles

Florida Department of Agriculture and Consumer Services (FDACS)

Various (See Condition)

Noncompliance and Significant Deficiency
Questioned Costs — $725,841.19
Report No. 2008-141, Finding No. FA 07-001

FDACS did not have procedures in place to obtain certifications required by OMB
Circular A-87 for all salaried employees working on components of PADPCAC.

OMB Circular A-87, Attachment B, Section 8.h.(3), Support of Salaries and Wages

Our audit of the PADPCAC Program included the Citrus Health Response
Program component (CHRP) and non-CHRP program components. PADPCAC
expenditures totaled $12,920,363.42 for the 2007-08 fiscal year. While FDACS
had revised its procedures to obtain certifications for employees working on
CHRP activities, procedures were not implemented to obtain certifications for
employees working solely on non-CHRP activities of the PADPCAC Program.
Salary and benefit payments for non-CHRP employees totaled $725,841.19. The
guestioned costs related to the following Federal grant numbers:

07-8312-0389CA $195,133.91 07-9612-0217CA $34,560.00
08-8312-0389CA $165,844.86 07-9612-0844CA $12,087.00
07-8312-0542CA $25,453.05 07-9612-0702CA $4,796.00
07-8312-0262CA $121,453.68 07-9612-0767CA $151,000.00
07-9612-0326CA $15,512.69

FDACS management indicated that they did not understand that certification
statements were required biannually for components other than CHRP.

Absent the periodic certifications required by OMB Circular A-87, FDACS had not
fully substantiated the salary costs charged to PADPCAC.

We recommend that FDACS ensure that certifications are obtained from all
employees working solely on the PADPCAC Program.

In response to the referenced audit finding, the FDACS, Division of Plant Industry
has taken or will take the following actions:

¢ Notified all supervisors and managers assigned any employee resource funded
from any Federal award program of the requirements and time frames in which
to certify that employee work hours were in service to the respective program.

e Collected certifications from all supervisors of any Career Service or Selected
Exempt Service employee resource funded from any Federal award program
retroactive to the period of January 1-June 30, 2008.

o Amend the certification statement going forward for employees in the Career
Service and Selected Exempt Service to include an employee signature.

January 2009
Kelly Shipman
(352) 372-3505, Ext. 181
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FA 08-002

14.228

Community Development Block Grants/State’s Program (CDBG)
Allowable Costs/Cost Principles

Florida Department of Community Affairs (FDCA)

Various

Material Weakness and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-006

Information system control deficiencies noted in the prior report continued to exist
during the 2007-08 fiscal year.

24 CFR 570.490, Recordkeeping requirements

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates each user of a
multiple-user information resource shall be assigned a unique personal identifier
that shall be authenticated before access is granted. Additionally, user’'s access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

Florida Department of Management Services Rule 60DD-2.005 Data and System
Integrity, Florida Administrative Code, stipulates that test functions shall be
separate from production functions and that all program changes shall be
approved before implementation to determine whether they have been authorized,
tested, and documented.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT

4.1):

DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

Al7.6 Testing of Changes — Changes should be tested independently prior to

migration to the operational environment.

PO8.2 IT Standards and Quality Practices — Standards, procedures and

practices for key IT processes should be identified and maintained.

FDCA used the Process Automation and Paperless Electronic Routing System
(FloridaPAPERS), a computerized document management system to
electronically store, transmit, and approve Request for Funds (RFFs) for the
CDBG Program. During the 2007-08 fiscal year, FDCA processed over $94
million in payments to subgrantees using FloridaPAPERS. FDCA procedures
required subgrantees to transmit the RFFs to CDBG staff for authorization and
subsequent approval by the CDBG Community Program Manager, prior to being
sent to Finance and Accounting for payment. Within FloridaPAPERS, a
predetermined workflow specified the approval sequence for a particular RFF.
This workflow was originally established by the CDBG Program and implemented
by FDCA's Information Services security staff. However, as noted in the prior
report, the CDBG Operations Manager and Financial Specialist had the capability
to modify the sequence to send the RFF directly to Finance and Accounting for
payment, eliminating required approvals.

In addition to FloridaPAPERS, FDCA also used the Grants Records Information
Tracking System (GRITS) to support the CDBG Program. According to FDCA
personnel, GRITS was used constantly by all staff members to meet a large
number of tracking, reporting, and informational needs. GRITS was used to track
CDBG grants and related activities, including subgrantee payments and
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monitoring. We noted that FDCA had not taken corrective action to modify its
procedures in regard to the deficiencies disclosed in the prior audit in regard to
GRITS. In the prior audit, we noted that:

e Changes to GRITS programming code were made directly to the application by
a contractor based on e-mail and verbal instructions from the CDBG
Operations Manager. The changes were not subject to testing prior to being
uploaded into the GRITS production environment.

e Additional aspects of FDCA security controls in the areas of user access
needed improvement. Specific details of the issues are not disclosed in this
report to avoid the possibility of compromising FDCA security. Appropriate
FDCA personnel have been notified of the issues.

FDCA originally created FloridaPAPERS for the Florida Disaster Grants Program
and modified the system for use by several programs including CDBG. Because
the system was originally created with the intent to provide flexibility in order to
expedite disaster payments, controls over the approval process were limited.

GRITS was not modified since FDCA was working on the Enterprise System (a
grants management system for all programs within FDCA). FDCA personnel also
indicated that administrative funds were limited and funding was not available to
upgrade GRITS.

Improper payments could be made through FloridaPAPERS without detection by
appropriate  CDBG management.  Additionally, absent appropriate system
documentation, change management, and security controls, the integrity of the
data contained within GRITS could be compromised. Without system
documentation, including documentation and testing of system changes, users
may not be aware of the functions contained within GRITS or the purpose of
system fields.

We again recommend FDCA consider whether FloridaPAPERS should be
modified to prevent changes to the approval process. Additionally, FDCA should
ensure that GRITS security controls are enhanced, and that changes, if any, are
appropriately approved, documented, and tested prior to being placed in
operation.

FloridaPAPERS was designed to automate processes which require the
movement of documents. Similar to a manual work-flow process, FloridaPAPERS
currently allows any user to alter a preset work-flow to accomplish their needs.
The system was deliberately designed to mimic a manual process with the caveat
that all movement would be fully documented within the system and no document
can be deleted. All previous versions are retained. Similar to a manual process, it
is the responsibility of the employee to follow policies and procedures regarding
the execution of a work-flow process.

No enhancements are being made to GRITS as CDBG is in the process of
migrating to a new grants management system that will replace GRITS.

Completed

Steve Grantham
(850) 922-1475

Gail Stafford
(850) 922-1885
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FA 08-003

14.228

Community Development Block Grants/State’s Program (CDBG)
Reporting

Florida Department of Community Affairs (FDCA)

Various

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-007

FDCA did not prepare and submit the annually required Section 3 report.

24 CFR 135.3(a) Section 3 covered assistance; 24 CFR 135.90 Section 3
Reporting; 24 CFR 570.487(d) Other applicable laws and required program
requirements

For each grant over $200,000 that involves housing rehabilitation, housing
construction, or other public construction, FDCA has been required since June
2001 to submit an annual Section 3 Summary Report, Economic Opportunities for
Low- and Very Low-Income Persons. The Section 3 Summary Report requires
information on employment and training and contracts awarded, such as dollar
amounts of award, number of new hires that are Section 3 residents, and total
number of Section 3 businesses receiving contracts. FDCA did not submit any
Section 3 Summary Reports that were due on September 30, 2007, although it
received Federal funds totaling $58,123,348 for ten applicable Federal grants
during the State’s 2006-07 fiscal year.

FDCA management indicated that procedures had been implemented during the
2007-08 fiscal year requiring all CDBG subgrantees to provide FDCA with a report
on Section 3 activities no later than July 31 annually, which will allow FDCA staff
to prepare the Section 3 Summary Report for submission with its annual
performance report to the USDHUD due annually on September 30, effective with
the report due September 30, 2008.

Corrective actions planned and communicated by FDCA in response to audit
report No. 2008-141, finding No. FA 07-007, had not been fully implemented by
June 30, 2008.

Absent Section 3 Summary reporting, USDHUD lacks information necessary to
assess the success or progress in meeting Section 3 requirements.

We recommend that FDCA fully implement procedures to ensure that the
Section 3 Summary Reports for September 30, 2008, are properly prepared and
timely submitted to USDHUD.

The current Section 3 Summary Report has been completed and submitted as
required. However, the first opportunity to submit a correct report was September
30, 2008, which fell outside the timeline for this review.

September 30, 2008

Gail Stafford
(850) 922-1885
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FA 08-004

14.228

Community Development Block Grants/State’s Program (CDBG)
Reporting

Florida Department of Community Affairs (FDCA)

B-05-DC-12-0001 2005

Noncompliance and Significant Deficiency

FDCA did not accurately report data on the annual CDBG Performance and
Evaluation Report.

24 CFR 91.520, Performance reports

Our review of FDCA’'s annual CDBG Performance and Evaluation Report
prepared in September 2007 for Grant No. B-05-DC-12-0001, for the period July
2006, through June 2007, disclosed errors in the amounts reported as shown
below.

Amount per Amount per

Line ltem Report EDCA Records Difference
Part |, Financial Summary and National Objectives
Amount Obligated to Recipients $26,580,986.00 $31,294,449.24 $(4,713,463.24)
Amount Drawn Down 696,838.49 8,390,492.25 (7,693,653.76)
Benefit LMI Persons 23,881,331.00 28,576,330.24 (4,694,999.24)

Part Il, Section B — Current Status of FFY 2005 Funds and Contracts

Neighborhood Revitalization $12,145,637.00 $12,034,100.24 $ 111,536.76
Economic Development 5,038,986.00 8,363,986.00 (3,325,000.00)
Total Obligated to Recipient 26,580,986.00 31,294,449.24 (4,713,463.24)
Unobligated 5,073,560.00 360,096.76 4,713,463.24

According to FDCA staff, FDCA used the prior year report as a template and some
amounts had not been updated to reflect the current year activity. While FDCA
staff indicated that amounts on the report are checked to spreadsheets prepared
within the CDBG program office and Finance and Accounting, the errors were not
detected.

The failure to provide reports that are accurate and properly supported may limit
the ability of the USDHUD to properly account for Federal funds and administer
the CDBG program.

We recommend that FDCA ensure that amounts reported on the annual CDBG
Performance and Evaluation Report are accurate.

This was a clerical error and was not caught by the Department reviewers. The
current procedure for reviewing the PER is that after the Financial Specialist
enters the data in the spreadsheets and narrative, it is reviewed by the Planning
Manager and another individual (the Administrative Assistant or the Program's
Budget Manager, whichever is available). Due to extremely large number of
entries of dollar amounts, it is difficult to catch each one. The program recognizes
the need for improved proofing procedures and has already implemented such
measures.
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June 12, 2008

Gail Stafford
(850) 922-1885
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FA 08-005

14.228

Community Development Block Grants/State’s Program (CDBG)
Subrecipient Monitoring

Florida Department of Community Affairs (FDCA)

Various

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-008

FDCA again did not prepare an annual monitoring plan or quarterly schedules,
which should include the subgrantees to be monitored and the projected date of
the monitoring visits.

OMB Circular A-133, 8§ .400(d), Pass-through entity responsibilities; State of
Florida Consolidated Plan — Federal Fiscal Years 2005-2010, Appendix 4,
Monitoring of the Small Cities CDBG Program; FDCA 2005 Disaster Recovery
Initiative Action Plan and Amendment; FDCA Monitoring Procedure State
Monitoring Plan

FDCA personnel are responsible for monitoring subgrantee compliance with
governing Federal regulations, State rules, and contract terms. During the
2007-08 fiscal year, FDCA provided CDBG pass-through funds totaling
$94,202,558.49 to subgrantees. FDCA's monitoring procedures require CDBG
staff to prepare an annual monitoring plan and a more detailed monitoring
schedule at the beginning of each quarter, to perform monitoring visits, and to
track monitoring visits and findings. As similarly noted in audit report No.
2008-141, finding No. FA 07-008, FDCA personnel did not prepare an annual
monitoring plan or quarterly schedules. FDCA grant managers prepared 90-day
Spending Plans that included descriptions of estimated travel, but did not always
include subgrantees to be monitored, monitoring areas to be addressed, and
dates of monitoring visits.

FDCA did not follow its established monitoring procedures.

Absent adherence to FDCA's established monitoring procedures, FDCA and
USDHUD lack assurance that subgrantees are properly monitored to reasonably
ensure their compliance with governing Federal and State rules, regulations, and
contract terms.

We again recommend that FDCA follow its established procedures for subgrantee
monitoring.

Monitoring must be individualized for each contract and is planned based on the
subgrantee’s performance during the grant period, the amount of funds being
expended based on their Request for Funds, the progress of construction, and the
information submitted in the subgrantee’s quarterly report. As of August 1, 2008,
the annual monitoring plan has been implemented and CDBG is following its
established procedures for subgrantee monitoring.

August 1, 2008

Gail Stafford
(850) 922-1885
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U.S. DEPARTMENT OF LABOR

FA 08-006

17.207, 17.801, 17.804

17.258, 17.259, 17.260

Employment Service (ES) Cluster, WIA (Workforce Investment Act) Cluster
Reporting

Florida Agency for Workforce Innovation (FAWI)

Various

Significant Deficiency

FAWI had not established a process to ascertain the appropriateness of security
controls for the vendor-owned Employ Florida Marketplace (EFM) System.

29 USC 49i, Record keeping and accountability
29 USC 2871(f), Fiscal and management accountability information systems

FAWI Information Systems Security Program, Policy No. 5.02, established
responsibilities and operating policies and procedures for ensuring an adequate
level of information security for all information collected, created, processed,
transmitted, stored, or disseminated on FAWI information systems. This policy
adopted by reference the Federal Information Security Management Act (FISMA)
of 2002, Federal Information Processing Standards (FIPS), and National Institute
of Standards and Technology (NIST) Special Publication (SP) 800 Series.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT
4.1):
DS5.5 Security testing, Surveillance and Monitoring — IT security should be
reaccredited in a timely manner to ensure that the approved information
security baseline is maintained.

National Institute of Standards and Technology Guide for the Security
Certification and Accreditation of Federal Information Systems, Special
Publication 800-37.

FAWI is responsible for administering the Federal workforce programs, and
Section 445.004(2), Florida Statutes, designates Workforce Florida, Inc. (WFI), as
the principal workforce policy organization for the State. As a collaborative effort
between FAWI and WFI to provide employment services to the general public,
WFI entered into a contract with a third-party vendor for the acquisition of a
Web-based job listing services system, i.e., EFM. EFM maintains data, such as
those relating to labor exchange services provided to customers, and is used to
create the performance reports submitted to the USDOL for the ES Cluster and
WIA Cluster programs. The ES Cluster performance reports aid Congress,
among other entities, in assessing the value of employment services for
customers within an integrated workforce investment system. USDOL uses the
WIA Cluster performance reports to disseminate state-by-state comparisons of the
information and to determine states’ eligibility for incentive grants or to impose
sanctions based on performance failures.

Protocols in FAWI's security policy establish various security controls. For
example, each major FAWI information system is to have a completed security
certification and accreditation (i.e., security authorization process). Our audit
disclosed that FAWI did not apply these protocols to the EFM System.

We noted that provisions in the contract between WFI and the vendor allowed
FAWI to conduct or arrange for monitoring of the vendor, but FAWI had not
conducted monitoring of the vendor's EFM System security controls. FAWI
management indicated that information technology controls for EFM are not within
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FAWI's purview. FAWI management also indicated that data element validation
and program monitoring are tools that have enabled FAWI to effectively monitor
the vendor for data integrity and accuracy with regard to the EFM System.
Although data element validation provides some assurance of data integrity, i.e.,
data is within an acceptable range, and program monitoring provides assurance of
compliance with Federal regulations, these efforts do not provide assurance of the
effectiveness of the vendor’s security controls.

FAWI management indicated that the vendor does not conduct official business
with FAWI and the contract for the EFM System is between WFI and the vendor;
therefore, the FAWI security policy does not apply to the vendor. However, FAWI
staff use EFM data to create the performance reports for the ES Cluster and WIA
Cluster Programs, and as stated in the contract between WFI and the vendor,
FAWI is allowed to monitor or arrange for monitoring of the vendor’s activities.

Without an established process to ascertain the appropriateness of the vendor’s
security controls, FAWI lacks assurance that EFM system security controls are
implemented correctly, operating as intended, and producing the desired outcome
with respect to meeting the security requirements for the EFM system.

We recommend that FAWI establish a process, through monitoring or independent
attestation, for ascertaining that the EFM security controls are appropriately
designed and effective.

FAWI will establish a monitoring process for ascertaining that the security controls
for the EFM system are appropriately designed and effective.

April 30, 2009

Kevin Neal
(850) 245-7145
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U.S. DEPARTMENT OF LABOR

FA 08-007

17.225

Unemployment Insurance (Ul)

Eligibility

Florida Agency for Workforce Innovation (FAWI)
N/A

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-009

The Unemployment Compensation (UC) System is used by FAWI to determine
eligibility and calculate benefit amounts for individuals seeking unemployment
compensation.

In Information Technology audit report No. 2009-070, dated December 2008, a
follow-up to audit report No. 2008-037, we reported steps FAWI had taken to
correct previously reported deficiencies in finding Nos. 6 through 8. We also
reported that although FAWI had corrected or partially corrected certain
deficiencies noted in finding Nos. 1 through 5, some deficiencies continued to
exist, regarding implementation of FAWI security control procedures for the UC
System and regarding certain cross-match application processes. Details of the
findings and recommendations, as well as, FAWI management’s response are
included in that report.
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U.S. DEPARTMENT OF LABOR

FA 08-008

17.225

Unemployment Insurance (Ul)

Eligibility

Florida Agency for Workforce Innovation (FAWI)
N/A

Significant Deficiency

FAWI had not completed a review of all Unemployment Compensation (UC)
positions to identify those which require access to confidential UC information,
designate these positions as positions of special trust, and complete security
background investigations on employees in these positions.

Section 443.1715(1), Florida Statutes, Disclosure of information; confidentiality —
Records and Reports, specifies UC information that is confidential.

Section 110.1127(1), Florida Statutes, Employee security checks, requires each
employing agency to designate employee positions that, because of the special
trust or responsibility or sensitive location of those positions, requires that persons
occupying the positions to undergo a security background check, including, as a
condition of employment, fingerprinting.

Section 435.04, Florida Statutes, Level 2 screening standards, requires all
employees in positions designated by law as positions of trust or responsibility to
undergo level 2 security background investigations that include fingerprinting,
statewide criminal and juvenile records checks through the Florida Department of
Law Enforcement, and federal criminal records checks through the Federal
Bureau of Investigation (FBI), and may include local criminal records checks
through local law enforcement agencies.

FAWI Policy No. 1.08, Positions of Special Trust, adopted on June 26, 2007, and
amended on May 23, 2008, requires FAWI Division Directors to review job duties
of all positions in their Division and determine if any position falls under the
definition of positions of special trust, then submit a list of these positions, position
numbers, and a brief description of each job’s duties to FAWI's Director or
designee for review and approval. Once approved, employees in the positions
designated as positions of special trust are to undergo level 2 security background
investigations as a condition of employment.

FAWI administers the UC program with approximately 460 employment positions,
many of which require access to confidential information to perform job duties. On
October 9, 2007, FAWI designated 77 Information Technology positions as
positions of special trust and, subsequently, conducted level 2 security
background investigations. However, as of June 30, 2008, FAWI management
had not completed a review of all UC program positions to identify other positions
that required a level 2 security background investigation.

FAWI management did not fully implement FAWI Policy No. 1.08 and indicated
the policy’s definition of positions of special trust that require level 2 security
background investigations may be readdressed.

Employees with inappropriate backgrounds could be employed in a position that
allows access to confidential UC information.

We recommend that FAWI ensure that all UC employment positions are timely
reviewed for applicability of requiring level 2 security background investigations
and that the investigations are conducted.
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Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
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positions that require level 2 security background investigations and to complete
the investigations. The Agency's policy on designation of positions of special trust
had to be revised to prevent overly broad applications. This delayed
implementation of the policy in the UC program area.

March 31, 2009

Tom Clendenning
(850) 245-7499
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U.S. DEPARTMENT OF LABOR

FA 08-009

17.225

Unemployment Insurance (Ul)

Eligibility and Reporting

Florida Agency for Workforce Innovation (FAWI)

N/A

Significant Deficiency

To ensure confidentially and integrity of the Ul system, enhancements were
needed in FAWI's security policy regarding security control settings.

Section 443.1715(1), Florida Statutes, Disclosure of information; confidentiality,
specifies what UC information is confidential.

FAWI Information Systems Security Program, Policy No. 5.02, established
responsibilities and operating policies and procedures for ensuring an adequate
level of information security for all information collected, created, processed,
transmitted, stored, or disseminated on FAWI information systems. This policy
includes by reference Federal Information Processing Standards (FIPS) and
National Institute of Standards and Technology (NIST) Special Publication (SP)
800 Series, which provide standards applicable to Federal information systems.

To assist in the administration of the Ul program, FAWI operates the Ul System,
comprised of several interacting systems, e.g., the Unemployment Compensation
(UC) Claims and Benefit Subsystem, the Benefit Overpayment Screening System
(BOSS), and the Electronic Imaging System (EIS). Each of these systems can be
accessed through FAWI's network. As the Ul system contains confidential
information, it is imperative that strict security controls be implemented and
enforced. We found that FAWI security controls in the area of security control
settings needed improvement. Specific details of the issues are not disclosed in
this report to avoid the possibility of compromising FAWI security. Appropriate
FAWI personnel have been notified of the issues.

FAWI management indicated that there were no specific guidelines in place to
address the identified issues with the security control settings.

When appropriate security controls have not been established or implemented,
excessive or uncontrolled access can lead to unauthorized or unintentional
disclosure, modification, or destruction of confidential information and resulting
violations of Federal and State laws.

We recommend that FAWI enhance its security policy for all systems that contain
confidential information, including the Ul system, to require appropriate security
control settings. We also recommend that FAWI consider the level of protection
required of the data stored in all systems that contain confidential information and
establish appropriate security control settings.

FAWI agrees with the recommendation contained in the confidential finding
received from the Auditor General and is in the process of implementing corrective
action.

March 1, 2009

Scott Stewart
(850) 245-7305
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U.S. DEPARTMENT OF LABOR

FA 08-010

17.225

Unemployment Insurance (Ul)

Procurement and Suspension and Debarment
Florida Department of Revenue (FDOR)

UI157920755 2007 and UI-16740-08-55-A-12 2008

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-011

Although FDOR implemented some corrective action during the 2007-08 fiscal
year, FDOR did not follow established procedures to demonstrate that a
determination was made that contractors were not suspended or debarred prior to
entering into covered transactions with the contractors.

ET Handbook No. 336, Unemployment Insurance State Quality Service Plan
Planning and Reporting Guidelines; 29 CFR 97.35, Subawards to debarred and
suspended parties; 29 CFR 98.300, What must | do before | enter into a covered
transaction with another person at the next lower tier?; FDOR Purchasing and
Contract Management Manual

FDOR administered Unemployment Tax (UT) collection services for the Ul
Program pursuant to an interagency agreement with the Florida Agency for
Workforce Innovation. On February 1, 2007, FDOR staff updated the FDOR
Purchasing and Contract Management Manual requiring, prior to expending
Federal funds over the amount of $25,000, the requestor of the procurement to
verify that vendors are not debarred. In our test of UT disbursements by FDOR,
we noted that for two of four tested covered transactions exceeding $25,000,
FDOR had not verified that the contractor was not suspended or debarred from
receiving Federal funds. Contracts for the two covered transactions were
executed on July 18, 2007, and September 10, 2007, and contract amounts
totaled $292,115.40, with $206,915.83 attributable to UT costs. On the date of our
review, none of the parties to the two covered transactions were listed on the
General Services Administration List of Parties Excluded From Federal
Procurement and Nonprocurement Programs (EPLS).

FDOR management indicated that on September 4, 2007, the Contract Routing
Sheet was updated to include a check box for use in indicating whether Federal
funds are to be used, and if so, a printout from the EPLS is required to be
attached to the Contract Routing Sheet. On December 12, 2008, the requestor
(also the contract manager) for one contract indicated that she was unaware that
the contract would be partially funded with Federal funds, as well as of the
requirement for reviewing and documenting that the vendor was not included on
the EPLS when a contract involved Federal funds. The requestor for the other
contract is no longer employed with FDOR. Also, FDOR procurement staff
indicated that they were unaware that these contracts involved Federal funds.

Federal funds may be subject to misuse absent proper verification that the
contractor was not suspended or debarred from receiving Federal funds.

We recommend that FDOR continue its efforts to ensure the effective
implementation of the updated Purchasing and Contract Management Manual and
instruct staff on how to identify contracts involving Federal funds.
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The Department concurs with the finding; however, we would like to point out that
both contracts identified by the auditors were processed prior to our
implementation of an additional internal control to reduce the risk of this type of
error from occurring. On September 4, 2007, the Department updated its Contract
Routing Sheet to add a check box inquiring whether Federal funds are used. If so,
a printout from the Excluded Parties List System is required to be attached to the
routing sheet.

Nonetheless, we will continue our efforts to educate procurement and program
staff about the new process. For example, the Department will be holding contract
manager training on April 3-5", 2009, and again on April 16™-18", 2009. All
DOR contract managers are required to attend. This training has a module on the
specific requirements for contracting when Federal funds are involved. Included in
that module are the EPLS duties and responsibilities.

Completed

James R. Evers
(850) 488-5163
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U.S. DEPARTMENT OF LABOR

FA 08-011
17.225
Unemployment Insurance (Ul)
Special Tests and Provisions — Employer Experience Rating
Florida Agency for Workforce Innovation (FAWI)
Florida Department of Revenue (FDOR)

N/A

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-013

Although FAWI and FDOR implemented some corrective actions, deficiencies
continued to exist in the 2008 Ul tax rate calculation process.

Section 443.131(3), Florida Statutes, Contributions. — Variation of contributions
rates based on benefit experience, describes factors used in determining
employers’ tax rates, including benefit payments made to claimants and charged
to employers.

Section 443.151, Florida Statutes, Procedure concerning claims, describes
procedures for initial determinations and redeterminations of claims for
unemployment compensation benefits, as well as recoveries of benefits which
individuals are not entitled.

Our audit of the 2008 Ul tax rate calculation process performed by FAWI and
FDOR disclosed the following matters that may contribute to the calculation of
incorrect Ul tax rates for individual employers:

e Prior to calculating the 2008 Ul tax rates, FAWI did not perform reconciliations
between detail and summary benefit and wage data within the Tax
Registration Accounting Information Network (TRAIN) subsystem. TRAIN, a
subsystem of the Unemployment Compensation (UC) system, was utilized to
calculate the 2008 Ul tax rate, and through March 9, 2008, was utilized to
record wage data for use in processing claims for Ul program benefits and to
calculate and record collections of employer taxes.

e UC System programming continued to incorrectly allow the employers’ shares
of benefit payments to be undercharged to the employers’ accounts when
overpayments were established and subsequently recovered through offsets
against current benefits.

e FAWI could not demonstrate that noncharge benefit amounts used in the
calculation of the 2008 Ul tax rate were properly adjusted for all overpayment
redeterminations, (i.e., redeterminations of previously established
overpayments that were subsequently increased, decreased, or canceled).

FAWI and FDOR had not completed necessary system programming changes
prior to the 2008 Ul tax rate calculation. Effective March 10, 2008, the
Unemployment Tax program was fully converted to the System for Unified
Taxation (SUNTAX) system operated by FDOR. AWI indicated that the accuracy
and completeness of the data used in the calculation of the 2009 Ul tax rate will
be addressed by the unemployment tax application in SUNTAX.

Absent reconciliation of summary data to the detail data, FAWI could not
demonstrate that the data used in the annual Ul tax rate calculations was accurate
and complete. Also, employer Ul tax rates were not established in compliance
with applicable statutory provisions, preventing the proper cost allocation of Ul
benefits to appropriate employers and resulting in misstated employer Ul
tax rates.
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We continue to recommend that FAWI and FDOR ensure that timely and complete
reconciliations are performed between the detail and summary benefit and wage
data and that necessary system programming is made prior to the calculation of
the annual Ul tax rate. We also continue to recommend that FAWI enhance and
document the process used for overpayment redeterminations.

Florida Agency for Workforce Innovation

Because of the level of effort required by our IT resources to successfully convert
the unemployment tax (UT) program from the FAWI legacy mainframe to FDOR's
SUNTAX system, programming relating to the reconciliations of the summary
benefit charge and wage data in the Agency's system were not undertaken for the
2008 tax rates. However, following the successful conversion of tax data to
SUNTAX, FDOR has computed rates for 2009 to meet the requirements outlined
in prior audit findings. The effect of benefit overpayment redeterminations is a
function of FAWI Claims and Benefits system. FDOR utilizes the benefit charging
data that is passed to it from FAWI. FDOR is not responsible for documenting the
process used for overpayment redeterminations. FAWI has created reports that
identify the universe of benefit overpayments that include redeterminations and
cancellations to ensure that all charge adjustments can be properly executed.
However, three years of report data to mirror the rate calculation data will not be
available for two years. The Agency intends to continue to work on programming
efforts to automate benefit overpayment noncharges; however, other business
requirements have prevented completion of this work.

June 30, 2009

Tom Clendenning
(850) 245-7499

Florida Department of Revenue

With the migration of unemployment tax into Suntax (System for Unified Taxation),
both agencies were required to revisit and document the Ul tax rate calculation
process. Prior to the go-live date of March 10, 2008, a simulation of the 2008 rate
run was performed and compared against the actual results from TRAIN. Among
other testing, 50 randomly selected accounts were interrogated and the detailed
records that were used in determining the tax rate in the SUNTAX system were
closely reviewed. Test results were shared with FDOR and FAWI subject matter
experts and were determined to be accurate and consistent with Florida law. The
2009 rate run was successfully performed in the SUNTAX environment in
December 2008. This should correct previous deficiencies noted.

Completed March 2008

James R. Evers
(850) 488-5163
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U.S. DEPARTMENT OF LABOR

FA 08-012

17.225

Unemployment Insurance (Ul)

Special Tests and Provisions — Employer Experience Rating
Florida Department of Revenue (FDOR)

N/A

Significant Deficiency

FDOR did not follow established procedures and remove in a timely manner
terminated employees’ access privileges to FDOR systems.

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates user's access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

FDOR SUNTAX Security Policy and Procedures,
Responsibilities

Supervisor  Security

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT
4.1):
DS5.4 User Account Management — User account management procedures
should address requesting, establishing, suspending, modifying and closing
user accounts and related user privileges.

The System for Unified Taxation (SUNTAX) is used by FDOR for tax processing
and the Imaging Management System (IMS) is used by FDOR as a front-end
system to initiate the process of tax collection and tax return processing. Effective
March 10, 2008, the Unemployment Tax (UT) program, administered by FDOR
pursuant to an interagency agreement with FAWI, was fully converted to
SUNTAX. FDOR procedures require supervisors of terminated employees to
complete a Removal of Security Access for Terminated Employees form and the
SUNTAX Security Administrator to remove the employee’s access privileges to
SUNTAX on the effective date of termination. This form was also used to remove
employees’ access privileges from other systems, such as, IMS.

Our test of the access removal actions taken for four terminated employees,
disclosed that FDOR did not remove in a timely manner terminated employees’
access privileges to SUNTAX and IMS. Specifically,

e SUNTAX access privileges for three of the four terminated employees
remained in place from 38 to 216 days after termination.

e |IMS access privileges for one of the three terminated employees remained in
place 130 days after termination.

A similar finding was noted in our Information Technology (IT) audit of SUNTAX,
audit report No. 2008-097, dated February 2008.

Supervisors of the terminated employees did not complete the Removal of
Security Access form, in accordance with FDOR procedures, and timely notify the
Security Administrator to remove the employees’ access privileges to SUNTAX
and IMS.

Absent effective security controls, UT data may not be adequately safeguarded
and any unauthorized access to or manipulation of sensitive and confidential
information may not be timely detected.
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We recommend that FDOR follow established procedures to ensure that access
privileges of terminated employees are removed in a timely manner for all FDOR
systems.

The Department acknowledges that security access is an important issue. The
Department of Revenue is taking action to ensure that access privileges of
terminated employees are removed timely. By the end of February 2009, a policy
and procedure document will be deployed to all supervisors to remind them of
their responsibility in the employee separation process. These policies and
procedures will also include information for supervisors regarding how to timely
and accurately notify the appropriate areas for access removal from DOR
systems.

Additionally, a new intranet website for all of Revenue's human resource related
information has been created, and an entire page devoted to the employee
separation process, including supervisor and employee resources, will be
completed by the end of February 2009. Finally, Revenue has two forms
presently used by supervisors for completion when someone separates from the
agency and no longer needs security access. The Department's Administrative
Services Program and the Information Services Program are working together to
update these forms to provide a better connection between the documents.

The Department's Administrative Services Program will continue to work with the
Information Services Program (ISP), as well as other key agency stakeholders, to
address the overall employee separation process and incorporate technology
solutions to the process.

February 2009

Traci Jones
(850) 922-4131
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U.S. DEPARTMENT OF TRANSPORTATION

FA 08-013

20.205

Highway Planning and Construction
Allowable Costs/Cost Principles

Florida Department of Transportation (FDOT)

Various

Noncompliance and Significant Deficiency

FDOT did not have a written agreement with the Federal Highway Administration
(FHWA) with regard to the indirect costs billed during the 2007-08 fiscal year.
Additionally, FDOT had not established written policies and procedures in regard
to development and submission of its Indirect Cost Allocation Plan (ICAP) and
documentation of the negotiation of approved indirect cost rates and the resulting
written agreement.

OMB Circular A-87, Attachment E, Paragraph C — Allocation of Indirect Costs and
Determination of Indirect Cost Rates; Paragraph D - Submission and
Documentation of Proposals; Paragraph E — Negotiation and Approval of Rates

During the 2007-08 fiscal year, FDOT charged indirect costs, which were incurred
during the 2005-06 and 2006-07 fiscal years, totaling approximately $198.7 million
to the Highway Planning and Construction Program. FDOT had not entered into a
written agreement with FHWA with regard to the indirect cost rates charged.

FDOT submitted an ICAP for the 2008-09 fiscal year to FHWA on July 3, 2008,
and submitted a revised ICAP on November 21, 2008. Based on the revised
ICAP, approximately $319 million of indirect costs were allocated to 21 direct cost
bases with direct costs totaling approximately $6.1 billion. We reviewed both of
the ICAPs and supporting schedules. Based on our inquiries, we noted that
FDOT had not established written policies and procedures for developing and
submitting the ICAP, other than defining the direct cost bases by specifying the
program plan subcategories and fund groups for each direct cost base. Also, as
described in the following paragraph, our audit of the ICAPs disclosed instances in
which FDOT did not comply with Federal requirements with regard to the direct
cost bases.

A direct cost base is used to distribute indirect costs to individual Federal awards.
Direct costs, which were directly attributable to a specific project, were allocated to
21 direct cost bases using FDOT's expenditure forecast of the adopted work
program. FDOT used forecasted expenditures for the direct cost bases as
recommended by FHWA to minimize over or under recovery of indirect costs.
Also, FDOT was required to subtract certain forecasted expenditures, such as
capital expenditures and any other extraordinary or distorting expenditures from
the total direct cost base. We noted that:

e On the ICAP submitted in July 2008, FDOT had not excluded forecasted
capital expenditures totaling $11,965,000 from the direct cost bases.
Subsequent to our inquiry, FDOT revised its methodology to exclude fixed
capital outlay and transfers from the direct cost bases for the future
development of indirect cost rates and made the appropriate revisions to the
ICAP submitted in November 2008.

e FDOT did not submit to FHWA the required subsidiary worksheet to support
the calculation of each direct cost base amount or other relevant data, such as
exclusions. Although FDOT did prepare subsidiary worksheets, they were not
reconciled to the appropriate financial data, such as the adopted work program
or cash forecast reports. Additionally, FDOT did not have any written
procedures or internal controls in place to ensure that the direct cost bases
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were properly prepared, reviewed, and reconciled to the appropriate financial
data.

FDOT was not aware that a formal written agreement was required. FDOT
supported the charges with a letter, dated December 5, 1995, from FHWA in
which FHWA indicated that so long as there were no changes in the methodology
used to calculate the rates, FHWA only needed to be informed of the new rate. In
a report to FDOT dated July 24, 2008, FHWA indicated that there had been a
common misunderstanding that annual submittal of a complete ICAP package
was not required. The report also made reference to a FHWA memorandum,
dated September 24, 1998, which stated that states may claim indirect costs in
accordance with OMB Circular A-87. However, OMB Circular A-87 provides that
the agency must first prepare a cost allocation plan which is to be approved by the
assigned Federal cognizant agency (or FHWA).

FDOT did not establish procedures to properly identify and exclude all
disallowable costs from the direct cost bases, or properly prepare and submit the
required subsidiary work sheet or other relevant data to support the direct cost
base amounts.

Absent the required written indirect cost rate agreements, FDOT could not
document FHWA approval of the rates billed in the 2007-08 fiscal year.
Additionally, absent written policies and procedures for developing and submitting
the ICAP and documenting its negotiation of indirect cost rates with the FHWA,
FDOT may have an increased risk of errors that could impact indirect cost rates.

We recommend that FDOT establish written policies and procedures for
developing and submitting the ICAP and documenting its negotiation of indirect
cost rates with the FHWA. In establishing such procedures, FDOT should ensure
that all capital expenditures and other distorting expenditures are excluded from
direct cost bases and that required supporting schedules and documentation are
prepared and submitted with the ICAP for FHWA consideration.

We concur. We are currently making improvements to our Indirect Cost Allocation
Plan process and working closely with FHWA on finalizing a formal written
agreement. As part of the improvement process, we will be establishing written
procedures for development, review, and approval of FDOT's indirect cost plan.
As noted in your finding, FDOT has already taken steps to remove capital
expenditures and other distorting items from our direct cost bases. Subsequent to
your review, we have submitted additional supporting schedules and
reconciliations to FHWA for inclusion in our indirect cost plan. We will ensure that
this practice is included in our written procedure and continued for future indirect
cost plans.

June 30, 2009

Jason Adank
(850) 414-4279
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U.S. DEPARTMENT OF TRANSPORTATION

FA 08-014

20.205

Highway Planning and Construction
Subrecipient Monitoring

Florida Department of Transportation (FDOT)

N/A

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-016

Internal control deficiencies disclosed in the prior audit regarding obtaining and
reviewing subrecipient audit reports continued to exist during the 2007-08 fiscal
year in one FDOT District.

OMB Circular A-133, §_.200 Audit requirements, § .320(a) Report submission,
§_.400 Responsibilities, and 8 .505 Audit reporting; and FDOT Procedure Topic
No. 450-010-001-g, Federal and Florida Single Audit Procedure

FDOT's Office of Inspector General (OIG) established procedures include the use
of the Single Audit Automated System (System) to document the receipt and
review of subrecipient audit reports. The procedures require program managers
to complete a Checklist electronically to document their review of the audit reports.
As similarly disclosed in prior audits, FDOT program managers did not always
follow established procedures for obtaining and reviewing subrecipient audit
reports. Our review of the 20 subrecipient projects for 7 FDOT Districts for which
audit reports were due to FDOT no later than June 30, 2007, and for which FDOT
staff were to complete a Checklist during the 2007-08 fiscal year, disclosed the
following:

e Two projects, located in FDOT District 4, with 2 audit reports for which a
Checklist had not been completed as of November 20, 2008. Based on our
review of Checklists for other projects for the same subrecipients, the audit
reports were received in June 2007 and March 2008.

e Three projects, located in FDOT District 4, with 3 audit reports for which
Checklists had not been timely completed. The time between the date the
reports were received and the date the Checklists were completed in the
System ranged from 190 to 445 calendar days.

The program managers did not follow the required procedures to timely complete
the Checklists. FDOT staff indicated that there was a total revamping of the
System in District 4 to correct the deficiencies noted by the OIG in a compliance
review dated March 2008.

Failure to use the System as intended diminishes FDOT’s ability to monitor the
timely submission and review of audit reports, as well as, to ensure the
accountability of Federal assistance.

We recommend that FDOT continue its efforts to ensure that Checklists are timely
completed.

We concur. All FDOT Districts have made substantial improvements in obtaining
and reviewing subrecipient audit reports. We will continue our progress with the
districts and ensure that checklists from FDOT District 4 are timely completed in
the automated system.

June 30, 2009

Carlos Mistry
(850) 410-5832
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U.S. DEPARTMENT OF EDUCATION

FA 08-015

Various

Various

Allowable Costs/Cost Principles, Matching, Level of Effort, and Earmarking,
Reporting, Subrecipient Monitoring

Florida Department of Education (FDOE)

Various

Significant Deficiency

FDOE management had not implemented certain systems development and
access security controls for the Financial Management Information System
(FMIS).

34 CFR 80.20, Standards for Financial Management Systems

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates each user of a
multiple-user information resource shall be assigned a unique personal identifier
that shall be authenticated before access is granted. Additionally, a user's access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

Florida Department of Management Services Rule 60DD-2.005 Data and System
Integrity, Florida Administrative Code, stipulates that test functions shall be
separate from production functions and that all program changes shall be
approved before implementation to determine whether they have been authorized,
tested, and documented.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT

4.1):

DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

Al7.6 Testing of Changes — Changes should be tested independently prior to

migration to the operational environment.

PO8.2 IT Standards and Quality Practices — Standards, procedures and

practices for key IT processes should be identified and maintained.

FDOE staff used two IT applications within FMIS to record funding allocations to
subgrantees (D502) and to monitor expenditures reported by subgrantees (D503).
FDOE also used information from FMIS for financial reporting and to demonstrate
compliance with earmarking requirements. Additionally, subgrantees used FMIS
to request funds for Federal programs, including the following major Federal
programs:

84.002 — Adult Education — State Grant Program

84.010 — Title | Grants to Local Educational Agencies (LEAS)
84.027 — Special Education — Grants to States

84.048 — Career and Technical Education — Basic Grants to States
84.173 — Special Education — Preschool Grants

84.287 — Twenty-First Century Community Learning Centers
84.357 — Reading First State Grants

84.365 — English Language Acquisition Grants

84.367 — Improving Teacher Quality State Grants

As described below, we noted deficiencies in FDOE procedures related to the
authorization of program changes, security access, and documenting IT
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processes:

e Changes to FMIS programming code were initiated verbally or through e-mails
and were not subject to independent testing prior to being placed in production.

o Aspects of FDOE access security controls needed improvement. Specific
details of the issues are not disclosed in this report to avoid the possibility of
compromising FDOE security. Appropriate FDOE personnel have been
notified of the issues.

e FDOE did not have written policies and procedures for the systems
development and maintenance process and the use of firewalls.

FDOE staff indicated that these two applications, D502 and D503, are old and
changes to these systems have been very minimal. During the 2007-08 fiscal
year, there were only two program changes for D503 and none for D502.

Absent appropriate system development procedures and access security the
integrity of the FMIS data is lessened. Additionally, without written policies and
procedures FMIS programmers and users may not have sufficient awareness to
ensure effective system operations and security.

We recommend that FDOE ensure that the authorization of system changes is
adequately documented, that system changes are independently tested prior to
being placed into the production environment, and that employee access is
appropriately controlled. FDOE should also establish written policies and
procedures related to systems development and maintenance and improving
access security controls.

As noted in the "Cause," these two system applications are outdated and work on
replacing them has been underway for several years. More than one and a half
years ago, FDOE presented the system replacement plan to USED staff during
their visit to Tallahassee. The Financial Management Information System (FMIS)
will be completely replaced by the Cash Advance and Reporting of Disbursements
System (CARDS) on July 1, 2009. D502, a component of FMIS, was replaced on
July 1, 2008 while the last component, D503, will be phased out by the end of
Fiscal Year 2008-2009. Rather than addressing the minor issues with the
systems being phased out as noted above, it was determined that efforts and
resources should be focused on the replacement systems. All systems
development and access security controls have been established and are being
incorporated into the documentation of CARDS.

Ongoing with all work to be completed by July 1, 2009.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-016

Various

Various

Cash Management

Florida Department of Education (FDOE)

Various

Significant Deficiency

FDOE procedures were not adequate to reasonably ensure the documentation of
access authorization approval for individuals with access capability to FDOE's
On-Line Cash Advance (D-502) Application and the elimination of such access
capability when no longer needed.

34 CFR 74.17, Certifications and representations; 34 CFR 80.42(a)(1), Retention
and access requirements for records; FDOE Project Application and Amendment
Procedures for Federal and State Programs (Green Book) Section C — Fiscal and
Program Accountability

FDOE procedures provide for the advancement of cash for specified projects to
subgrantees as needed to pay current obligations. Accordingly, during the
2007-08 fiscal year, FDOE advanced cash to subgrantees through its D-502
Application for projects funded through various Federal programs including the
following major Federal programs:

84.002 — Adult Education — State Grant Program

84.010 — Title | Grants to Local Educational Agencies (LEAS)
84.027 — Special Education — Grants to States

84.048 — Career and Technical Education — Basic Grants to States
84.173 — Special Education — Preschool Grants

84.287 — Twenty-First Century Community Learning Centers
84.357 — Reading First State Grants

84.365 — English Language Acquisition Grants

84.367 — Improving Teacher Quality State Grants

FDOE did not have written procedures regarding the authorization of persons who
could request cash advances. However, based on our inquiries and review of
FDOE records, we noted that FDOE required each subgrantee to complete and
submit a Federal Cash Advance Electronic Request (Input Application) that
provided the names of users who, on behalf of the subgrantee, would be
authorized and held accountable for accessing the D-502 Application. FDOE staff
were to approve the Input Application, assign a user number and password for the
authorized user to gain access to the D-502 Application, and file a copy of the
Input Application. FDOE staff indicated that FDOE mailed letters in March 2007 to
the subgrantees’ finance officers requesting confirmation of the authorized users.
FDOE was to maintain a file of the responses from the subgrantees.

We examined FDOE records pertaining to three cash advances totaling
$91,935,913, made to 38 subgrantees through the D-502 Application. Our audit
procedures included reviewing FDOE records to determine whether there was
evidence to support that the persons requesting funds were authorized. We noted
that for 25 of the 38 subgrantees, FDOE did not maintain either the Input
Application or a confirmation letter to support that the users were authorized to
request cash through the D-502 Application.

FDOE management indicated that some subgrantees responded via email and
telephone calls and this communication was not maintained on file and is now
inaccessible.

51-



MARCH 2009

REPORT NO. 2009-144

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

Absent a complete and current listing of authorized users for applicable electronic
information systems, FDOE may advance funds based on the requests of
unauthorized users.

FDOE should establish written procedures to ensure that the authorization of all
persons with access capabilities to applicable information technology applications
is documented on a current basis and that access capabilities of persons who no
longer need access are promptly removed.

On July 1, 2008, the On-Line Cash Advance (D-502) Application was replaced
with a web based application, Cash Advance and Reporting of Disbursements
System (CARDS). Work on this application has been underway for several years.
Given these circumstances, it was determined that efforts and resources should
be focused on the replacement system rather than the system being phased out.
Information to maintain current users with D-502 was neither necessary or
required since this application is no longer in production. Authorization and
access procedures have been established for CARDS. These procedures are
being enhanced and fully documented.

CARDS was completed and implemented on July 1, 2008. Enhanced
authorization and access controls and associated documentation will be complete
by July 1, 2009.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-017

84.002 and 84.048

Adult Education — State Grant Program

Career and Technical Education — Basic Grants to States (Perkins 1V)
Subrecipient Monitoring

Florida Department of Education (FDOE)

V002A070009 2007 and VO48A070009A 2007

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-019

The significant deficiency disclosed in the prior audit regarding FDOE's untimely
on-site monitoring of subgrantees continued to exist during the 2007-08 fiscal
year.

34 CFR 80.40(a), Monitoring and reporting program performance; OMB Circular
A-133, 8§ .400 (d), Pass-through entity responsibilities

FDOE Adult Education/Perkins Compliance Monitoring Review Fiscal Year
2006-07 Self-Review Instructions provide that approximately 20 percent of all the
funded grant recipients (grantees) will be selected for compliance monitoring each
year, with all grantees being monitored at least once during each five year cycle.
Compliance monitoring includes on-site visits.

In audit report No. 2008-141, finding No. FA 07-019, we disclosed that FDOE had
not adhered to its monitoring schedule that was established to ensure that all
subgrantees would be monitored at least once during each five year cycle. We
reported that FDOE completed on-site monitoring in only 4 of the 15 counties that
were scheduled for compliance monitoring reviews during the 2006-07 fiscal year.

Our current review disclosed that FDOE had not conducted any on-site monitoring
activities during the 2007-08 fiscal year. Additionally, for the Career and Technical
Education Program, FDOE had not required the subgrantees to complete any
self-assessments. FDOE management indicated that actions had been taken to
hire a Director of Quality Assurance and to prepare policies and procedures, but
that corrective actions had not been fully implemented.

Corrective actions planned and communicated by FDOE in response to the prior
audit had not been fully implemented during the 2007-08 fiscal year.

FDOE and USED had limited assurance that the subgrantees had administered
the grant supported activities in accordance with Federal and State requirements.

We recommend that FDOE finalize its implementation efforts and ensure that
on-site monitoring and self assessments are performed in a timely manner.

Due to a major organizational change in the Fall of 2006, Workforce Education
(previously included as a subdivision of the Division of Community Colleges)
became a separate Division and in March 2007, a Chancellor was appointed to
head the Division. Additionally, other personnel shifts within the newly created
Division led to the curtailment of on-site compliance visits. Other compliance
monitoring activities continued such as in-depth grant application reviews, desk
top reviews, review of single audit findings, and the provision of technical
assistance and training. Program managers continue to communicate with
individual agencies regarding the progress of the implementation of grant awards.
Additional actions have been taken by the Bureau of Grants Administration and
Compliance, Division of Workforce Education.

The need for a multi-dimensional and comprehensive system necessitated the
hiring of a compliance specialist with more in-depth compliance knowledge and
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experience. A Director of Compliance/Quality Assurance was hired on
August 22, 2007. The Director provides leadership and supervision in the
development, design and implementation of a Quality Assurance system to
address compliance and monitoring within the Division of Workforce Education.

A risk-based system was developed. The system is contained in the Monitoring
Policies, Procedures, and Protocols developed for each program, Adult Education
and Family Literacy and Career and Technical Education. Some of the agencies
that are demonstrating the lowest performance on core measures/indicators and
at higher risk based on a risk matrix will be visited on-site to monitor compliance
with applicable federal law and regulations, state statutes and rules. Additional
monitoring strategies were developed and may also be implemented including
such activities as the completion of a self assessment, the development of system
improvement plans or corrective action plans. The assigned monitoring strategy
for other agencies will be based on the results of a data review of performance
and other designated risk factors. On-site visits began in September 2008. As of
the date of this response, monitoring teams have completed six (6) of eleven (11)
scheduled on-site visits. Both Adult Education and Family Literacy and Career
and Technical Education programs are monitored. Monitoring takes place from
September through May.

Regarding the self assessment referenced in the finding, it should be noted that
there are two types of "self-assessments"” included in the overall compliance and
monitoring system - one is part of the subrecipient application process and the
other is part of the monitoring process. Self-assessment was not required in the
application process for Career and Technical Education programs; however,
based upon the discussions and recommendation of the auditor, it will be included
in the 2009-10 subrecipient application process. In order to distinguish this activity
from the self assessment that is an element of the monitoring process, it will be
included as a "self evaluation” in the application process.

The self assessment contained in the 2008-09 Quality Assurance Policies,
Procedures, and Protocols (monitoring) is a different tool and may be used as a
monitoring strategy for selected subrecipients. It is not intended to be required of
each subrecipient.

July 15, 2008 — Quality Assurance Policies, Procedures, and Protocols were
published

September 15, 2008 — Implementation of on-site monitoring visits

May 2009 - The "self evaluation" will be included in the 2009-10 application
process for Career and Technical Education

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-018

84.048

Career and Technical Education — Basic Grants to States (Perkins V)
Matching, Level of Effort, and Earmarking

Florida Department of Education (FDOE)

V048A070009 2007

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-027

As of June 30, 2008, FDOE had not fully resolved the issues initially disclosed in
audit report No. 2005-158, finding No. FA 04-031, regarding its ability to
demonstrate compliance with the matching and level of effort requirements for
State administration.

34 CFR 80.40(b)(1)(4), Annual Performance Report; 34 CFR 80.41 Financial
Status Report (FSR); 34 CFR 403.181, Cost sharing requirements; 34 CFR
403.182, Maintenance of fiscal effort requirement

In prior audits, we disclosed control deficiencies regarding documentation of
FDOE'’s efforts to meet the matching and maintenance of effort requirements. In
its Summary Schedule of Prior Audit Findings as of June 30, 2008, FDOE
management stated that, on May 27, 2008, FDOE received a Program
Determination Letter (PDL) from USED relative to finding No. FA 04-031. FDOE
successfully appealed the monetary determination of $209,046.50 in this PDL but
was to submit to USED appropriate corrective action plans for the remainder of
the determination. The remaining pending corrective actions pertained to FDOE's
internal controls and procedures for properly documenting its salary and other
costs that it allocates to meeting the matching and level of effort requirements for
the Program. More specifically, USED required FDOE to:

o Adopt new written policies and procedures for calculating and documenting its
non-Federal costs for State administration of grants under Perkins 1V, to show
FDOE'’s compliance with sections 112(b) and 323(a) of Perkins IV (Public Law
No. 109-270). USED required that the new policies and procedures generate a
revised level of effort worksheet that fully demonstrates compliance and that is
reconciled to supporting records and underlying processes.

e Adopt written policies and procedures related to positions considered to be
“dedicated functions”, and seek USED'’s approval before implementing.

e Amend its Personnel Activity Reporting (PAR) System, and seek USED’s
approval before implementing such amendments, to reflect FDOE’s current
cost objectives and organizational structure and to require PAR forms for
supervisors and clerical staff.

e Amend its level of effort procedures, and seek USED’s approval before
implementing such amendments, in part, to indicate that FDOE will not include
any State leadership costs in its non-Federal matching and level of effort
calculations unless an employee’s salary costs or a non-payroll cost is
supported as being allocable to both State leadership and State administration
in the same manner as required for costs charged directly to Federal grants.

Because the required corrective actions pertained to procedures and records to be
used for demonstrating compliance with the matching and level of effort
requirements for State administration, and no such conforming procedures and
records were in place for the fiscal year ended June 30, 2008, it was not practical
in the circumstances for us to test compliance with the Matching, Level of Effort,
and Earmarking Compliance Requirement in regard to State administration
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expenditures.

As noted in the Summary Schedule of Prior Audit Findings, FDOE did not agree
with the findings disclosed in the prior audit reports and had delayed corrective
actions pending a USED determination.

Procedural changes and records necessary to fully demonstrate compliance with
matching and level of effort requirements had not been implemented as of
June 30, 2008.

Once FDOE and USED resolve the issue as to the required corrective actions, we
recommend that FDOE implement the approved correction action.

On May 27, 2008, FDOE received a Program Determination Letter (PDL) from the
USED, Office of Vocational and Adult Education, regarding the original finding FA
04-031. It should be noted that the original finding addresses expenditures dating
back to 2001-02. FDOE responded to this PDL on August 7 and again on October
27, 2008. Subsequently, a telephone conference call was held on January 15,
2009, with representatives of the USED to clarify portions of the required
corrective actions. At that time, it was agreed that the various offices of USED
and FDOE would re-enter the Cooperative Audit Resolution Initiative (CAROI)
process to address the original finding as well as the related findings in
subsequent audit reports. Upon completion of the CAROI process, FDOE will
implement any agreed upon corrective actions that have not already been
implemented over the past several years.

Upon completion of CAROI process - to be jointly determined by USED and
FDOE.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-019

84.010

Title | Grants to Local Educational Entities
Subrecipient Monitoring

Florida Department of Education (FDOE)

S010A070009A 2007

Significant Deficiency

FDOE did not complete a follow-up review of documentation that evidenced the
implementation of the corrective actions taken by its subgrantees regarding areas
of noncompliance disclosed in monitoring reports.

34 CFR 80.40(a), Monitoring and reporting program performance; OMB Circular
A-133 §_.400(d), Pass-through entity responsibilities

FDOE Internal Operating Procedures Monitoring of Local Educational Agency
(LEA) Program (2007-2008 Technical Assistance Paper) provides in part that
upon finalization of a monitoring review, the subgrantee must develop and provide
a System Improvement Plan to FDOE acknowledging that findings of partial
compliance or noncompliance are correct and agreeing to correct the findings.
The System Improvement Plans are to serve as a comprehensive plan of action,
outlining the key components of the necessary system improvements that will
ensure compliance with Federal requirements. Evidence that each System
Improvement Plan from the previous year has been implemented must be
forwarded to FDOE.

During the 2007-08 fiscal year, seven LEAs submitted a System Improvement
Plan to address findings noted in the 2006-07 monitoring reports. However, with
the exception of one LEA, FDOE staff had not obtained and reviewed
documentation evidencing the implementation of the System Improvement Plans.

Personnel changes within FDOE contributed to staff's inconsistent level of
adherence to established procedures.

FDOE was unable to demonstrate that the subgrantees had taken corrective
actions that ensured full adherence to the Program requirements.

FDOE management should ensure that its procedures are followed.

FDOE has developed and implemented a system to track the receipt and approval
of System Improvement Plans. Once LEAs submit documentation, FDOE staff
approve the action taken and documentation provided as evidence that the LEA is
in compliance with federal requirements. The tracking system has been placed on
a shared drive, so that all program staff can track progress.

A template was also developed as a second means of assuring that follow-up
occurs. In October 2008, LEAs were required to list all System Improvement
Plans and the actions taken, and to provide supporting documentation. FDOE
reviewed and approved the information provided. The template will be sent to
LEAs quarterly, for an update on the progress of activities, and documentation.

FDOE is also conducting follow-up monitoring activities in February 2009, for two
LEAs found to have significant compliance deficiencies, to review activities and
supporting documentation to ensure that these districts come into compliance.

For the 2008-09 FDOE monitoring cycle, completion of the System Improvement
Plans was built in to the online monitoring system. For the 2009-10 monitoring
cycle, LEAs will actually upload the documentation into the system for FDOE
review and approval. This improved system is currently in production.
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All processes, with the exception of the 2009-10 online monitoring system that
requires LEAs to upload documentation, have been completed. The 2009-10
system will be operational in September 2009. All evidence that 2008-09 System
Improvement Plans were implemented is due to be submitted to FDOE with the
2009-10 Self-Evaluation Certifications in September 2009.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-020
84.126
Rehabilitation Services — Vocational Rehabilitation Grants to States (VR)
Allowable Costs/Cost Principles
Florida Department of Education (FDOE)
Division of Vocational Rehabilitation (DVR)
Division of Blind Services (DBS)
H126A070086 2007, H126A070087 2007, H126A080086 2008, and
H126A080087 2008
Significant Deficiency
Questioned Costs — $2,327.03 (H126A070086, $508.85; H126A070087, $304.00;
H126A080086, $719.18; and H126A080087, $795.00)

Report No. 2008-141, Finding No. FA 07-030

FDOE did not always authorize expenditures for client services in a timely manner
and in one instance authorized excess travel expenditures.

34 CFR 361.50(e), Written policies governing the provision of services for
individuals with disabilities. Authorization of Services

Section 112.061(7) Florida Statutes, Transportation

According to DVR written procedures related to the nature and scope of vocational
rehabilitation services, the authorization for such services is generally required to
be documented prior to or at the same time they are provided or purchased,
except in certain situations. Similarly, DBS written procedures state that services
must be authorized prior to service provision.

During the 2007-08 fiscal year, FDOE expended $79,065,787 for DVR client
services and $12,724,726 for DBS client services. We examined 30 client
services expenditures totaling $6,365.99 ($4,928.19 for 21 DVR-related
expenditures and $1,437.80 for 9 DBS-related expenditures). Our review
disclosed that invoices for 12 of these expenditures (9 for DVR and 3 for DBS)
totaling $1,852.68 were authorized or approved by the supervisor 1 to 56 days
after the services were provided or completed. For one additional invoice for
services to a DVR client, totaling $443.20, there was no date of authorization on
file.

We also examined 5 general expenditures totaling $605.86 and noted one
instance in which a DVR traveler claimed and received payment for excessive
mileage. Subsequent to audit inquiry, FDOE staff requested and received a
refund for the overpayment of $31.15. Total expenditures during the 2007-08
fiscal year for mileage reimbursements was $415,125.

Established procedures with regard to the authorization of client services and the
payment of transportation expenses were not followed by personnel.

Unauthorized services may be provided, absent approval and authorization prior
to or at the time of service delivery.

We recommend that FDOE ensure adherence to prescribed procedures regarding
the authorization and approval of client services. In addition, we recommend that
FDOE more closely monitor the accuracy of claims for reimbursement of
transportation costs.

The Division continues to address adherence to prescribed procedures for client
services authorizations at Supervisor Meetings, New Counselor Training, through
communication with area directors and counselor performance reviews. Area
Directors will be required to review monthly Financial Exceptions reports and
address patterns of error. The activities are ongoing.
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Instructions regarding the adherence to prescribed travel procedures were re-sent
to the field offices, with particular emphasis on map mileage claims.

Ongoing, regarding client services authorizations.

Instruction regarding the reimbursement of map mileage for travel was re-sent to
area field offices on February 9, 2009.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-021
84.126
Rehabilitation Services — Vocational Rehabilitation Grants to States (VR)
Eligibility
Florida Department of Education (FDOE)
Division of Vocational Rehabilitation (DVR)

Various

Other

As a result of a fire, DVR does not have complete case files.

34 CFR 361.41(b), Processing referrals and applications; 34 CFR 361.45(d)(3),
Development of the individualized plan for employment

In order to receive vocational rehabilitation services, individuals are to submit an
application and for the application to be considered, the individual or the
individual's representative, as appropriate, must have completed and signed the
agency application. Additionally, an individualized plan for employment (IPE) is to
be developed and implemented for each individual determined to be eligible for
vocational rehabilitation services. The IPE is to be agreed to and signed by the
eligible individual or the individual's representative, as appropriate, and approved
and signed by a qualified vocational rehabilitation counselor employed by the
FDOE.

During our examination of DVR case records, it was brought to our attention that
case files had been destroyed in a fire that occurred on December 21, 2007.
FDOE staff estimated that 330 active case files and 1,800 closed case files were
destroyed in the fire. Although DVR could provide eligibility-related information
from the Rehabilitation Information Management System (RIMS), this information
does not include the individual's signed application, the authorization for release of
information, and the IPE containing the signature of the eligible individual or the
individual's representative, as appropriate, and approval and signature of a
qualified vocational rehabilitation counselor.

Vocational Rehabilitation case records were destroyed by a fire on
December 21, 2007, which was ruled by the State Fire Marshall to have been
accidental.

To the extent that case files were destroyed by fire, Vocational Rehabilitation
records do not contain a complete application, authorization of the release of
medical information, or an executed IPE.

We recommend that FDOE consult with USED as to what actions should be
taken, if any, to replace the destroyed records.

FDOE has consulted with USED as to what actions should be taken when case
files are destroyed by a fire. As a result of the fire the case files do not contain the
individual's signed application, the authorization for release of information, and the
IPE containing the signature of the eligible individual or the individual's
representative, as appropriate, and approval and signature of a qualified
vocational rehabilitation counselor. FDOE is waiting for the USED response.

Upon receipt of response from USED

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-022
84.126
Rehabilitation Services — Vocational Rehabilitation Grants to States (VR)
Reporting
Florida Department of Education (FDOE)
Division of Blind Services (DBS)
Division of Vocational Rehabilitation (DVR)

H126A070086 2007 and H126A070087 2007

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-034

FDOE did not accurately report data listed on the Annual VR Program/Cost Report
(RSA-2).

Rehabilitation Services Administration Policy Directive RSA-PD-06-08, RSA 2 —
Annual Vocational Rehabilitation Program/Cost Report; 34 CFR 361.40, Reports

As the State agency responsible for administering the VR Program in Florida,
FDOE is required to submit the RSA-2 report to USED on an annual basis. Data
submitted on the RSA-2 report includes financial and program information and is
used by USED to administer and manage the Program. The RSA-2 report is to
include all expenditures made from obligations incurred during the specified period
from all Federal, State, and other rehabilitation funds, including Section 110
Federal funds and program income that were carried over from the previous fiscal
year. The RSA-2 report consists of five schedules:

Schedule | — Total Expenditures

Schedule Il — Number of Individuals Served and Expenditures by Service Category
Schedule Il — Person Years

Schedule IV — Expenditures from Title VI-B Funds and Other Rehabilitation Funds
Schedule V — Carryover Funds

The 2007 RSA-2 reports prepared by DBS and DVR included data obtained from
the Federal Financial Status (SF-269) Report, Florida Accounting Information
Resource Subsystem (FLAIR), and either the Accessible Web-based Activity and
Reporting Environment (AWARE) system for DBS or the Rehabilitation
Information Management System (RIMS) for DVR. AWARE and RIMS are case
management systems used by DBS and DVR, respectively, to manage client
services. Our examination of the 2007 RSA-2 reports completed by DBS and
DVR disclosed several misstatements and incorrect calculations. Specifically, our
examination disclosed that:

o For the DBS RSA-2 report, Schedule Ill, FDOE incorrectly reported the number
of Person Years. As defined in the RSA Policy Directive, Person Years means
the actual time that vocational rehabilitation jobs were filled during the period
covered by this report. For example, if a job is filled throughout a fiscal year, it
counts as one person-year; two jobs each filled half a year would count as one
person-year. In calculating the Person Years, DBS counted the positions filled
at a point in time that occurred after the reporting period. Consequently, the
reported Person Years totaling 264 was overstated by 18 Person Years. We
also noted that FDOE reported zero as the Fiscal Year Program Income
carried over to the next fiscal year in Schedule V, when it should have reported
$414,556.

e For the DVR RSA-2 report, Schedule I, FDOE misstated expenditure amounts
for Administration and Services Provided by State VR Agency Personnel.
FDOE overstated expenditures for Administration by $3,938,690 and
understated expenditures for Services Provided by State VR Agency
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Personnel by $3,938,690. On Schedule I, for “All Other,” the Number of
Individuals Served (10,670), FDOE did not include the number of individuals
receiving services within a group setting (for example, conference participants
provided with interpreter services). Additionally, as similarly noted above in
regard to the DBS report, based on DVR's stated methodology, the DVR report
may have incorrectly reported Person Years in Schedule Ill as totaling 932.
Person Years on Schedule Il consists of four categories with a total. It was
not practicable, at this time, to attempt to recalculate the correct Number of
Individuals Served or Person Years for the DVR RSA-2.

FDOE did not compare and verify that the Fiscal Year Program Income carried
over to the next fiscal year reported on the DBS RSA-2 agreed with that reported
on the DBS SF-269 and FLAIR.

FDOE did not have written policies and procedures to ensure that all calculations
were performed correctly and amounts reported on the DVR RSA 2 were
accurate.

With respect to the DVR report, FDOE utilized RIMS to obtain the Number of
Individuals reported as served under “ALL Other”, on Schedule II, although RIMS
is not used to account for individuals being served in group settings.

With respect to both the DBS and DVR reports, FDOE did not determine the
amount of time during the reporting period that positions were filled.

The failure to provide accurate reports may limit the ability of USED to properly
administer the Program.

We recommend that the FDOE ensure that amounts to be reported are reconciled
with the accounting records, the Federal Financial Status Reports, and the
applicable case management system. We also recommend that FDOE develop
written policies and procedures to facilitate the preparation of the DVR RSA-2.

We also recommend that FDOE revise its methodology to ensure that the Number
of Individuals served under “All Other”, on Schedule Il, include individuals being
served in group settings and that Number of Person Years is based on the amount
of time during the reporting period that the positions were filled.

FDOE has enhanced its written procedures in the collecting and reporting of the
RSA-2 to ensure that information is accurate and timely. Additionally, FDOE has
changed its methodology on the collection of data for Schedule Il (Number of
Individuals) to ensure that information is reported on actual time by filled positions.
Amounts to be reported are reconciled with the accounting records, the Federal
Financial Status Reports, and the applicable case management system.

Completed December 31, 2008.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-023
84.126
Rehabilitation Services — Vocational Rehabilitation Grants to States (VR)
Reporting
Florida Department of Education (FDOE)
Division of Blind Services (DBS)

H126A060087 2006

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-033

Our review of the final DBS Financial Status Report (SF-269) disclosed that
amounts were incorrectly reported.

USED Technical Assistance Circular

USED required the submission of the SF-269 report to monitor the financial status
of the Program and to assess compliance with the Program'’s fiscal requirements.
We noted that the DBS final SF-269 report for the Federal grant period
October 1, 2005, through September 30, 2007, had originally been filed on July
26, 2007, and then revised on August 8, 2008. In response to audit inquiry, FDOE
staff indicated that the original report contained errors and was resubmitted.

Our examination of the August 8, 2008, report disclosed errors in the reporting of
program income and indirect expense. FDOE reported $213,822, $1,631,542,
and $1,284,023 as the amounts for undisbursed program income, total indirect
expenses, and the Federal share of indirect expenses, respectively. However,
these amounts were overstated by $213,822 (undisbursed program income),
$543,590 (total indirect expenses), and $427,803 (Federal share of indirect
expenses). Subsequent to audit inquiry, FDOE staff resubmitted a revised report
on October 23, 2008, to correctly report the undisbursed program income and
indirect expense amounts.

The errors in the report were due to incorrect formulas in the spreadsheet that
FDOE used to collect the data and prepare the SF-269 report.

The usefulness of the Federal report is diminished when inaccurate information is
reported.

We recommend that FDOE correct the formulas in its spreadsheet and ensure
that SF-269 reports are accurate.

As noted in the "Condition," the errors were immediately corrected and a revised
report submitted to the USED. As evidenced by the submissions of the SF-269 for
the 2007 and 2008 federal awards, FDOE has enhanced its procedures to ensure
that the collection and reporting of fiscal data is accurate and timely.

Completed October 31, 2008.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-024
84.181 and 93.558
Special Education - Grants for Infants and Families
Temporary Assistance for Needy Families
Allowable Costs/Cost Principles and Subrecipient Monitoring
Florida Department of Health (FDOH)

University of Florida (UF)

H181A050099 2005, H181A060099 2006, and H181A070099 2007

Noncompliance and Significant Deficiency
Questioned Costs — $2,767,534 (CFDA No. 84.181, $1,880,927 and CFDA No.
93.558, $886,607)

Contrary to State law, FDOH made payments to a health science center affiliate
(component unit) of UF that was not a party to the contract under which the
payments were made.

OMB Circular A-87(C.1.c), which states that costs must “be authorized or not
prohibited under State or local laws or regulation;” and Florida Statute 287.058(2),
which states “The written agreement shall be signed by the agency head and the
contractor.”

OMB Circular A-133, 8 .400(d), Pass-Through Entity Responsibilities

A party as subrecipient under contract to administer Federal programs has a
responsibility to monitor the activities of entities receiving and expending such
funds on its behalf, as necessary, to ensure that performance goals are achieved
and Federal program funds are used for authorized purposes in accordance with
Federal, State, and other applicable laws and regulations, and the provisions of
contracts or grant agreements.

UF Directives and Procedures 5.1 and 5.3, Contracts and Grants Accounting,
Introduction and Contract Information (5.1), Activation of Gift, Grant, or Contract
(5.3); UF Office of Research Handbook, Contracts, Grants, and Cooperative
Agreements

FDOH entered into a contract not to exceed $8,745,651 with the UF Board of
Trustees for the Early Steps Program, for the period July 1, 2005, through June
30, 2008. However, contrary to the contract terms, FDOH disbursed grant funds
to UF Jacksonville Physicians, Inc. (UFJP), a component unit (CU) of UF, instead
of paying UF. Consequently, the grant funds were not processed through UF's
general accounting function.

Our examination of this contract at UF (contract no. COQJZ) disclosed that a UF
employee entered into the contract with FDOH, on behalf of the institution, without
the institution’s Division of Sponsored Research and Contracts and Grants
Accounting Services’ knowledge, contrary to institution policy. Contract services
were provided by the Shands College of Medicine, Department of Pediatrics in
Jacksonville. UFJP, served as fiscal agent. During the 2007-08 fiscal year
Federal expenditures by UFJP, pertaining to the Early Steps Program totaled
$2,767,534.

Although the contract was administered by UFJP, no formal agreements were
executed by UF with the CU. UF was, therefore, unaware that Federal funds were
being expended and the expenditures of those Federal funds were not subjected
to UF's internal control processes and general oversight. The risk of other
inappropriate contracting exists and errors and omissions may occur without
detection.
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The contract was not processed by the appropriate UF contracting authority which
resulted in an incorrect payment address that directed payments to UF's CU
instead of UF's DSR and Contracts and Grants Accounting Services.

FDOH did not monitor the contract and since established UF controls were
bypassed, the contract was not subject to monitoring by UF. Also, expenditures at
UFJP were not subject to audit as required by OMB Circular A-133. In addition,
UF's Schedule of Expenditures of Federal Awards (SEFA) data form was
understated by $2,767,534.

Failure to subject Federal contracts to oversight and controls increases the risk of
questioned costs, for which FDOH and UF, as the contracting parties, may be
liable. Without adequate review of invoices and supporting documentation
through monitoring and audit activities, there is reduced assurance that amounts
paid from Federal program funds were used for allowable activities and that
applicable costs were necessary, reasonable, and documented in compliance with
Federal regulations and State grant requirements.

FDOH should implement adequate procedures to ensure that payments for all
Federal contracts go directly to the party stated in the contract. Also, FDOH
should enter into a subaward agreement with the CU if it is necessary for the
funds to go directly to the CU.

UF should follow established directives and procedures to ensure that Federal
contracts for which UF has responsibility are executed by the appropriate
contracting authority and subjected to the institution’s oversight and controls.

Florida Department of Health

Concur. The payments were made erroneously to an affiliate of the University of
Florida.

FDOH will implement the following measures to further strengthen the payment
process of contracts:

1. Amend CMS contract to ensure that payments are made and sent to the
contractual entity name as specified in the contract.

2. Require contractual providers to submit a W-9 form to ensure that the name of
the legal entity and FEID number agrees.

3. Enhance existing procedures within the Contract Disbursements section to
ensure agreement between the remittance address and Contractual Entity Name.

June 30, 2009

Gary Mahoney
(850) 245-4149

University of Florida

The University will notify all UF contracting authorities of the established directives
and procedures.

February 1, 2009

Dr. Tom Walsh, Director
Division of Sponsored Research
(352) 392-3516
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U.S. DEPARTMENT OF EDUCATION

FA 08-025

84.357

Reading First State Grants

Allowable Costs/Cost Principles

University of Central Florida (UCF)

Florida Department of Education (FDOE)

481-2137A-7CP01 July 31, 2006 — September 30, 2007

481-2138A-8C001 July 27, 2007 — October 31, 2008

Noncompliance and Significant Deficiency

Questioned Costs — $21,646.05 ($4,825.09 grant No. 481-2137A-7CP01 and
$16,820.96 grant No. 481-2138A-8C001)

The institution’s time-and-effort reports were not adequate to meet Federal
reporting requirements.

OMB Circular A-21, Sections C., Basic Considerations and J. 10.c.(2),
Compensation for Personal Services

Federal regulations require that when an institution uses time cards or other forms
of after-the-fact payroll documents as original documentation for payroll and
payroll changes, such documents shall qualify as an acceptable method for payroll
distribution if they meet the requirements in subsections J.10.c.(2)(a) through(e)
which includes that reports will reflect an after-the-fact reporting. Additionally,
Federal regulations require that the after-the-fact time-and-effort reports
accurately reflect the actual time spent by the individual on each grant.

Payroll timesheets were utilized by the institution as after-the-fact time-and-effort
reports for employees that were compensated on an hourly basis. For 5 of 12
employees tested we noted the following:

e For two of the employees tested that reported time-and-effort using
timesheets, the time certified by the employees did not support the time spent
and amount charged by the employees on the grants ($4,748.46 on grant No.
481-2137A-7CP01 and $16,598 on grant No. 481-2138A-8C001). Based on
the Personnel Action Forms, both of the employees split their time 50 percent
to the Federal grant and 50 percent to a State funded grant. The timesheets,
however, showed 100 percent of the time worked pertained to the State grant
although grant personnel indicated that the two employees split their time 50
percent to each grant.

e Another employee received a salary increase; however, the total amount of
the increase was charged to the Federal grant instead of being split between
the Federal and State grant resulting in an overcharge of $76.63 to grant No.
481-2137A-7CPO1.

e For two hourly employees, timesheets for one pay period each, were signed
by the employees, and approved by their supervisors, prior to the end of the
pay period for which the certifications applied. The amount of time certified
prior to the days being worked for the two employees totaled 18.25 hours, at a
cost of $222.96 (grant No. 481-2138A-8C001).

Employees did not always follow the institution’s procedures requiring separate
timesheets for multiple projects or activities to comply with Federal regulations for
after-the-fact time-and-effort reporting. Additionally, timekeeping procedures for
hourly employees allowed for the reporting of estimated hours to be worked prior
to the end of the pay period without adequate supervisory follow-up to ensure that
hours reported agreed to actual hours worked.
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The information on the time-and-effort reports may not be valid due to the early
certification of time for hourly personnel. Consequently, salary expenditures may
be inappropriately charged to grants and go undetected. Time-and-effort reports
that do not accurately reflect the employee’s actual time spent on the grant do not
support the salary charges incurred by the grant and result in questioned costs.

The institution should enhance its procedures to ensure that separate timesheets
are completed for each grant and cost center to which employees provide
time-and-effort. The $76.63 overcharge to grant No. 481-2137A-7CP01 should be
corrected and procedures should be implemented for monitoring accurate charges
to Federal grants. Also, the institution should enhance their timesheet processing
procedures to include after-the-fact supervisory certification of any estimated
hours by hourly employees.

The university agrees the timesheets from two employees did not indicate the time
spent on multiple activities. We agree the one pay period salary increase ($76.63)
for one employee was incorrectly prorated to the Federal grant. We also affirm two
employees certified a total of 18.25 hours ($222.96) prior to the end of the pay
period.

Corrective Action Plan - Split-Line Employees:

The university will retrieve actual timesheet and payroll data for the two
employees and require the supervisor to re-certify their split-line assignments. The
university will reconcile the re-certified timesheets with the payroll assignments.

The university will develop and implement a supplemental time sheet for
sponsored activity that accepts hours worked on multiple assignments. The
university will develop an enhanced timesheet monitoring program to ensure
split-lined employees are properly certifying their assignments.

Corrective Action Plan - Incorrect Salary Increase Assignment:

The University will transfer the $76.63 salary increase assignment overcharge off
of Grant No. 481-2137A-7CPO1.

Corrective Action Plan - Timesheet Certification Prior to the End Date:

The university will retrieve actual timesheet and payroll data for the two
employees and require their supervisor to re-certify the 18.25 hours as required.
The university will provide supplemental after-the-fact timesheet training to
employees and departmental personnel identified in the audit. For clarity, the
university will design and implement a monthly timesheet report for
employee/supervisor after-the-fact certification in addition to the bi-weekly
timesheet. The university will develop an enhanced timesheet monitoring program
to ensure timesheet completion reflects after-the-fact certification.

The university will perform re-certification for the four employees on or before
January 30, 2009. Supplemental training will be completed by January 30, 2009.
The university will implement the monthly timesheet report for after-the-fact
certification and enhanced timesheet monitoring program by March 30, 2009. The
university will implement the supplemental timesheet for split-line assignments on
or before August 1, 2009.

Dr. Thomas O'Neal, Associate Vice President for Research
Office of Research and Commercialization
(407) 882-1120
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U.S. DEPARTMENT OF EDUCATION

FA 08-026

84.365

English Language Acquisition Grants
Matching, Level of Effort, and Earmarking
Florida Department of Education (FDOE)

T365A070009 2007

Opinion Qualification, Material Noncompliance, Material Weakness, and
Significant Deficiency
Report No. 2008-141, Finding No. FA 07-040

Subsequent to our prior audit, FDOE initiated changes to its allocation
methodology to set aside moneys for the Immigrant Children and Youth Program
for the 2007-08 fiscal year; however, these moneys were not available to the
subgrantees during the 2007-08 fiscal year.

20 USC 6824(d) - Within-State allocations - Required reservations; USED
Correspondence from the Office of English Language Acquisition, Language
Enhancement, and Academic Achievement for Limited English Proficient
Students, dated July 14, 2005 - The funds distributed under Section 3114(d)(1),
the Title Il Immigrant Children and Youth Program, must be awarded to
subgrantees that have experienced a significant increase in the percentage or
number of immigrant children and youth within the last two years. States are
required to reserve up to 15 percent of their Title Il grants for this purpose. At a
minimum, States must reserve under Section 3114(d), an amount of money that is
large enough to make at least one grant of sufficient scope and size to meet the
purposes of this part of the statute. Funds distributed under the Title 11l Immigrant
Children and Youth Program should also be tracked separately from the regular
State formula funds awarded under Section 3114(a).

For the 2007-08 fiscal year, USED awarded FDOE $40,669,322 for the English
Language Acquisition Grants Program. Of this amount, FDOE set aside
$5,795,378 for the Immigrant Children and Youth Program. In March 2008, FDOE
developed the district allocation methodology, and in May 2008, FDOE sent the
Immigrant Requests for Application via e-mail to qualifying subgrantees. In June
2008, FDOE revised the district allocation schedule after correcting for
misreported data. In June and July 2008, the subgrantees submitted their grant
applications to FDOE and by August 29, 2008, all applications received by FDOE
had been approved.

Although FDOE was revising its procedures to ensure that funds received under
Section 3114(d)(1) of the Title Il Children and Youth Program were awarded to
the applicable subgrantees, the implementation of the procedures was not
completed by June 30, 2008.

Immigrant children and youth may not have received the enhanced instructional
opportunities during the 2007-08 fiscal year that would otherwise have been
available had the Immigrant funds been distributed.

We recommend that FDOE ensure that funds for services to immigrant children
and youth are provided to subgrantees in a timely manner.

Pursuant to the prior audit finding (FA 07-040), the USED attached conditions to
the July 1, 2008, Title 1, English Language Acquisition Grant, awarded to Florida.
The condition related to this audit finding stated, “By August 1, 2008, evidence
that Florida made immigrant children and youth subgrant(s) in school year
2007-2008, and a written explanation for Florida’'s failure to make subgrants
required under section 3114(d) in prior years. FDOE submitted the required
evidence and explanation and on December 18, 2008, the USED Office of English
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Language Acquisition released FDOE from the conditions, stating in part, “Based
on the information provided by your State, the Department is pleased to remove
the conditions on your State's 2008 Title 1l grant award.” Steps that FDOE has
taken in regard to the prior and current audit findings include but are not limited to:

Establishment of an online application process and associated tracking system
to streamline the grants administration process

Use of a new process for identification of immigrant children and youth

Development of a detailed written methodology for clear delineation of the
process for allocation of funds

Identification of a staff member to oversee the immigrant subgrants and
cross-training of all program staff to ensure that there are no interruptions in
the grant administration process

Actions intended to reduce the time between submission of applications and
final project award notifications

Additional technical assistance to school district staff relative to the grant
application process

All actions identified above have been completed. Several, such as efforts to
streamline the grants administrative process and increased technical assistance,
are ongoing.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-027

84.365

English Language Acquisition Grants
Subrecipient Monitoring

Florida Department of Education (FDOE)

T365A070009 2007

Noncompliance
Report No. 2008-141, Finding No. FA 07-041

Although progress had been made, FDOE had not fully implemented an effective
and efficient monitoring system during the 2007-08 fiscal year.

34 CFR 80.40(a), Monitoring and reporting program performance; OMB Circular
A-133, 8§ .400(d), Pass-through entity responsibilities

Our current review revealed that as part of its monitoring process, FDOE had not
completed sufficient monitoring procedures to ensure adequate oversight of the
subgrantees administering the Program. On May 12, 2008, FDOE required
subgrantees to submit self-monitoring working papers for the 2007-08 school year
to its Bureau of Academic Achievement through Language Acquisition by
June 16, 2008. However, as of June 30, 2008, only 29 of the 47 sets of
self-monitoring working papers had been received by FDOE, and FDOE staff
reviews and district notifications had not been completed.

FDOE's implementation actions were not completed during the 2007-08 fiscal year
and have carried over to the 2008-09 fiscal year.

FDOE and USED have limited assurance that the subrecipients have
administered the Federal program in accordance with Federal and State
requirements.

We recommend that FDOE continue its efforts to implement effective monitoring
procedures.

The FDOE put forth a concerted effort to collect all sets of self-monitoring work
papers, by follow-up emails, letters and phone calls to the district entitlement
directors. By the beginning of August, 2008 every district had submitted their
documents. The FDOE has reorganized staff and has in place a more effective
tracking plan. The responsible Bureau is working in conjunction with other federal
program offices to maintain a systematic approach to monitoring.

Completed August 1, 2008

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-028

84.367

Improving Teacher Quality State Grants
Cash Management

Florida Department of Education (FDOE)

S367A060009 2006 and S367B060010A 2006

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-018

As noted in the prior year audit, FDOE did not have procedures in place to ensure
that amounts were accurately reported in the Cash Management Improvement
Agreement (CMIA) Annual Report to the Florida Department of Financial Services
(FDFS).

The Cash Management Improvement Act of 1990; 31 CFR Part 205 § .26,
Preparing Annual Reports, and §_.27, Calculation of interest costs

FDOE is required to annually report to FDFS drawdown data related to the receipt
of Federal funds for Direct Program Costs, Direct Administrative Costs, Payroll
Costs, and Indirect Costs Components. Such information is to be utilized in
calculating the State’s CMIA interest liability. FDOE submitted the report on
October 31, 2007, for the 2006-2007 fiscal year. Our review of the report
disclosed that for CFDA No. 84.367 — Improving Teacher Quality State Grants the
reported costs totaled $135,940,464.30. However, we noted the occurrence of
several mathematical errors that resulted in an understatement of the amount
reported by a total of $1,350,389.45. Specifically, the calculations for various
amounts required the inclusion of consolidated administration pool values (agency
grant numbers 1185A, 1186A, and 1187A) which were inadvertently not included
in the totals.

FDOE indicated in the Summary Schedule of Prior Audit Findings that the prior
audit finding related to having adequate procedures to ensure the accuracy of the
CMIA Annual Report was fully corrected; however, as described above, we
continued to note instances where errors occurred and were not detected through
FDOE procedures.

The level of review performed was not adequate to detect the mistakes.

Although the error amount was not material to the Program, absent adequate
procedures that ensure the accuracy of the data reported to DFS, errors may
occur in the State’s interest liability calculation.

FDOE management should enhance controls over its reporting procedures to
provide for an adequate review prior to submitting the report.

As noted in the "Effect," the finding amount was immaterial and did not cause DFS
to miscalculate the State’'s interest liability, DOE has enhanced its review
procedures to ensure that all appropriate expenditures are reported accurately
and timely on the CMIA.

Completed November 30, 2008

Martha K. Asbury, Director
Administrative Services

(850) 245-0420
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U.S. DEPARTMENT OF EDUCATION

FA 08-029

84.367

Improving Teacher Quality State Grants
Subrecipient Monitoring

Florida Department of Education (FDOE)

S367A070009A 2007 and S367B070010A 2007

Significant Deficiency

FDOE did not complete a review of corrective actions taken by its subgrantees to
address the deficiencies noted in monitoring reports.

34 CFR 80.40(a), Monitoring and reporting program performance; OMB Circular
A-133, 8 .400 (d), Pass-through entity responsibilities

FDOE Internal Operating Procedures Monitoring of Local Educational Agency
(LEA) Program (2007-2008 Technical Assistance Paper) provides in part that
upon finalization of a monitoring review, the subgrantee must develop and provide
a System Improvement Plan to FDOE acknowledging that findings of partial or
noncompliance are correct and agreeing to correct these findings. The System
Improvement Plans should serve as a comprehensive plan of action, outlining the
key components of the necessary system improvements that will ensure
compliance with Federal requirements. Evidence that each System Improvement
Plan from the previous year has been implemented must be forwarded to FDOE.

We examined FDOE records and determined that two monitoring reports
disclosed findings for which corrective actions were required to be taken by the
subgrantee no later than March 2007, and May 2008, respectively. Further,
FDOE was required to perform follow-up no later than June 30, 2008. We
inquired of FDOE as to the documentation to support the corrective actions taken
by the subgrantee, as well as, the follow-up made by FDOE regarding the audit
findings. FDOE management indicated that they did not receive any follow-up
documentation from either of the subgrantees.

FDOE management indicated that the employee responsible for performing
follow-up had left FDOE and management had not realized the follow-up was not
completed for the 2006-07 reports.

FDOE had not demonstrated that corrective actions were taken to ensure
adherence to Program requirements.

FDOE management should ensure that its procedures are followed.

FDOE has developed and implemented a system to track the receipt and approval
of System Improvement Plans. Once LEAs submit documentation, FDOE staff
approve the action taken, and documentation provided as evidence that the LEA
is in compliance with federal requirements. The tracking system has been placed
on a shared drive, so that all program staff can track progress.

A template was also developed as a second means of assuring that follow-up
occurs. In October 2008, LEAs were required to list all System Improvement
Plans, the actions taken, and to provide supporting documentation. FDOE
reviewed and approved the information provided. The template will be sent to
LEAs quarterly, for an update on the progress of activities, and documentation.

FDOE is also conducting follow-up monitoring activities in February 2009, for two
LEAs found to have significant compliance deficiencies, to review activities and
supporting documentation to ensure that these districts come into compliance.

For the 2008-09 FDOE monitoring cycle, completion of the System Improvement
Plans was built in to the online monitoring system. For the 2009-10 monitoring

73



MARCH 2009

REPORT NO. 2009-144

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

cycle, LEAs will actually upload the documentation into the system for FDOE
review and approval. This improved system is currently in production.

All processes, with the exception of the 2009-10 online monitoring system that
requires LEAs to upload documentation, have been completed. The 2009-10
system will be operational in September 2009. All evidence that 2008-09 System
Improvement Plans were implemented are due to be submitted to FDOE with the
2009-10 Self-Evaluation Certifications in September 2009.

Martha K. Asbury, Director
Administrative Services
(850) 245-0420
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FA 08-030

Various (See Condition)

Various (See Condition)

Other

Florida Department of Health (FDOH)
Significant Deficiency

FDOH procedures for preparing the Schedule of Expenditures of Federal Awards
(SEFA) data form were not sufficient to ensure amounts reported were accurate.

OMB A-133 § .310(b), Schedule of Expenditures of Federal Awards requires
that a SEFA be prepared for the same period of time covered by the financial
statements.

OMB Circular A-133 § .205(a), Determining federal awards expended
provides that Federal Awards are expended when the activity related to the award
occurs.

To reasonably ensure the accuracy and completeness of the State’s SEFA, the
Florida Department of Financial Services (FDFS) prepared SEFA Instructions
which required State agencies to prepare a SEFA data form and certify its
accuracy. FDFS accumulated the information reported on the agencies’ SEFA
data forms to prepare the State’s SEFA.

FDOH initially reported on its SEFA data form total expenditures of
$1,195,406,351 and subgrants to non-State entities totaling $271,896,172. Our
examination of the amounts reported on the FDOH SEFA data form for the State’s
major Federal programs disclosed the following misstatements:

o FDOH did not adjust for prior year accrual transactions paid in the current year
when determining total expenditures to report. These errors resulted in an
$8,988,972.43 overstatement of total expenditures reported on the SEFA data
form for the major Federal programs.

e FDOH did not exclude contracts with vendors, State universities, and
community colleges when identifying subrecipients for which expenditures
subgranted to non-State entities should be reported. As a result, FDOH
overstated amounts subgranted to non-State entities for the major Federal
programs by $39,829,716.

The misstatements noted above are related to the following major Federal
programs:

10.558 — Child and Adult Care Food Program

84.181 — Special Education — Grants for Infants and Families

93.069 — Public Health Emergency Preparedness

93.268 — Immunization Grants

93.566 — Refugee and Entrant Assistance — State Administered Programs
93.767 — State Children’s Insurance Program

93.889 — National Bioterrorism Hospital Preparedness Program

93.917 — HIV Care Formula Grants

97.067 — Homeland Security Grant Program

We noted an additional misstatement in regard to the National Bioterrorism
Hospital Preparedness Program (CFDA No. 93.889). FDOH recorded in the
State’s accounting records and reported on the SEFA data form accounts payable
totaling $17.8 million for the Program, but subsequently paid only $16.6 million of
the payables ($1.2 million difference). We examined $8 million of the $16.6 million
in payments and noted that $2.5 million were for goods and services received
after June 30, 2008. In total, FDOH overstated Program expenditures initially
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reported by $3.7 million.

In response to our inquiries, FDOH prepared and submitted to FDFS a revised
SEFA data form, which reduced SEFA expenditures reported by a total of
$13,893,193 for all programs and expenditures subgranted to non-State entities
by a total of $39,829,719.

In determining amounts to report on the SEFA data form, FDOH personnel used
financial and contract-related reports that were not complete and accurate.

FDOH did not follow established procedures and recorded accrual transactions for
the National Bioterrorism Hospital Preparedness Program (CFDA No. 93.889)
based on contract balances as of June 30, 2008, instead of using a methodology
that identified or reasonably estimated fiscal year-end accruals.

Inaccurately reporting expenditures on the SEFA could affect decisions made by
grantors, oversight officials, and others.

We recommend FDOH ensure its procedures for determining amounts to report
on the SEFA data form include use of complete and accurate financial and
contract information.

Additionally, FDOH should ensure that the methodology used to determine
accounts payable accrual amounts at fiscal year-end provides a reasonable
estimate of actual amounts due for goods and services received prior to July 1.

Concur. FDOH is making every effort to enhance and improve the automation
process used to generate data for the SEFA report.

1. Review procedures to determine amount reported on SEFA is accurate and
complete.

2. Re-evaluate the automation process and its methodology to prevent future
reoccurrence.

June 30, 2009

Gary Mahoney
(850) 245-4149
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FA 08-031

Various

Various

Other

Florida Department of Community Affairs (FDCA)
Significant Deficiency

Report No. 2008-141, Finding No. FS 07-010

FDCA's procedures for reconciling the Schedule of Expenditures of Federal
Awards (SEFA) data form to financial statement records were not adequate to
ensure that differences were appropriately identified and resolved.

OMB Circular A-133 §  .310(b), Schedule of Expenditures of Federal Awards,
requires that a SEFA be prepared for the same period of time covered by the
financial statements. To reasonably ensure the accuracy and completeness of the
SEFA, agencies preparing a SEFA data form should reconcile the SEFA
information to their financial statements or the State accounting system (FLAIR)
underlying the financial statements.

Florida Department of Financial Services (FDFS) Schedule of Federal Awards
Agency Instructions require reconciliations to be performed between the amounts
reported on the SEFA data form and related amounts reported for financial
statement purposes and made available on request. In order to assist agencies
with the reconciliation, FDFS provided a reconciling template.

FDCA reported $819,966,515.62 of Federal expenditures on the SEFA data form
submitted to FDFS. Our examination of FDCA's reconciliation of the SEFA data
form to the financial statements disclosed that the reconciliation was not accurate
and documentation was not available to support certain items included in the
reconciliation. Specifically,

e The amount used in the reconciliation as the SEFA expenditures,
$819,468,173.02, did not agree with the amount reported on the SEFA data
form. The difference totaled $498,342.60.

o FDCA's reconciliation identified net reconciling differences of $144,660,308.06.
While the reconciliation identified individual differences included in the net
differences, FDCA did not document its consideration of the impact of the
differences on the amounts presented on the SEFA.

e FDCA did not maintain documentation linking the amounts shown by the
reconciliation as having been taken from the financial statement records to the
FDCA's financial statement records. Subsequent to our audit inquiry, FDCA
management provided us with copies of financial statement records; however,
the linkage between the reconciliation and the amounts shown by the financial
statement records remained unclear.

FDCA's SEFA data form included activity pertaining to the following major Federal
programs:

14.228 — Community Development Block Grants/State’s Program

93.568 — Low-Income Home Energy Assistance Program

97.004 and 97.067 — Homeland Security Cluster

97.036 — Disaster Grants — Public Assistance (Presidentially Declared Disasters)
97.039 — Hazard Mitigation Grant

FDCA used the reconciliation template provided by FDFS without modifying it for
the specific needs of FDCA.
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Federal Grantor Agencies and others that utilize SEFA data lack assurance that
the data is accurate and complete.

We recommend that FDCA modify template documents to accommodate the
operations of FDCA. Additionally, FDCA should ensure that the amount shown by
the reconciliation for the SEFA expenditures agrees with the amount reported on
the SEFA data form. Further, FDCA should provide explanations for reconciling
differences to clearly demonstrate whether the SEFA expenditures are complete
and accurate. We also recommend FDCA maintain supporting documentation
linking the financial statement amounts shown by the reconciliation to FDCA'’s
financial records.

In the future, we will provide supporting documentation by CFDA that will link the
expenditure amount on the SEFA to the year end FLAIR report and to the amount
reported on the reconciliation. Written procedures will be developed and training
will be provided to staff for this process.

Submission of the June 30, 2009, SEFA report

Karen Peyton
(850) 922-1646
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FA 08-032

Various

Various

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Cash
Management, Eligibility, Period of Availability of Federal Funds, Procurement and
Suspension and Debarment, Reporting, and Subrecipient Monitoring

Florida Department of Health (FDOH)

Various

Significant Deficiency

In audit report No. 2009-018, dated October 2008, we disclosed deficiencies
related to FDOH information technology controls. The deficiencies described in
finding Nos. 1, 2, and 4 relate to general, application, or security control
weaknesses that we consider to be significant deficiencies. Details of the findings,
including descriptions of criteria, condition, cause, and effect, as well as FDOH
management’s corrective action plan, are included in that report.

The audit included a review of information technology controls for the shared
resources center and various information systems. The information systems
included AIDS Drug Assistance Program, Children’s Medical Services Vendor
Payment System, Children’s Medical Services Case Management Data System,
Management Information and Payment System, APl Imaging System, Asset
Manager System, and Florida Accounting Information Resource Subsystem.

The systems were used in administering the following FDOH major programs:

10.558 — Child and Adult Care Food Program

84.181 — Special Education — Grants for Infants and Families
93.069 — Public Health Emergency Preparedness

93.268 — Immunization Grants

93.889 — National Bioterrorism Hospital Preparedness Program
93.917 — HIV Care Formula Grants
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FA 08-033

Various (See Condition)

Various (See Condition)

Allowable Costs/Cost Principles
Florida Department of Health (FDOH)

Various (See Condition)

Noncompliance
Questioned Costs — $4,758,485

Report No. 2008-141, Finding No. FA 07-044

FDOH continued to utilize contracts to acquire staff to administer FDOH grant
activities, although the statutory authority for doing so had not been clarified.

OMB Circular A-87 Attachment A, Subsection C., Basic Guidelines — To be
allowable under Federal awards, costs must be authorized and not prohibited
under State laws or regulations.

Sections 216.262(1) and 216.2625, Florida Statutes — Except for positions funded
by county health department trust funds or the United States Trust Fund, the total
number of authorized positions for FDOH is limited to the number of positions
provided in the appropriations acts.

As similarly noted in prior audit reports, FDOH had six contracts for the purpose of
acquiring staff to perform grant-related activities in lieu of using agency-authorized
positions. Although FDOH did not enter into any additional staffing contracts
during the 2007-08 fiscal year, FDOH renewed two of the six contracts in June
2008, for the period July 1, 2008, through June 11, 2011. Generally, under the
terms of the contracts, the contract providers recruit personnel who are
interviewed, hired, and supervised by FDOH personnel and housed at FDOH
offices. Contractual services payments to the contract providers are made
monthly or quarterly for payroll costs of staff placed in FDOH offices and for
administrative expenses of the contract provider. FDOH payments during the
2007-08 fiscal year relative to staffing contracts totaled approximately $10.8
million. Approximately $6.7 million of which was charged to Federal programs
including $4,758,485 to the major Federal programs. Charges to the major
Federal programs during the 2007-08 fiscal year were:
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Program Title

Federal Grant Number

Amount

84.173

Special Education -
Preschool Grant

378-2678A-8CP01

$286,563

84.181

Special Education -
Grants for Infants and
Families

H181A060099
H181A070099

$392,479

93.069

Public Health Emergency
Preparedness

5U90TP417006-08

$2,583,013

93.268

Immunization Grants

2H231P422511-06

$32,293

93.558 | Temporary Assistance for | G-0702FLTANF $46,210
Needy Families G-0802FLTANF
93.767 | State Children’s 05-0705FL5021 $45,961
Insurance Program 05-0805FL5021
93.889 | National Bioterrorism 6U3REP070010-01-00 | $1,105,353
Hospital Preparedness 6U3RHS07570-01-02
Program
93.917 | HIV Care Formula Grant | 2X07HA0057-18 $226,908
6X07HA0057-17

DS-5-5N-13-00-13-328 $39,705

97.067 | Homeland Security
Cluster

In prior audits, we have questioned whether governing State laws clearly
authorized FDOH to, in substance, employ staff through staffing contracts, and in
our most recent prior audit, recommended that FDOH seek a legal opinion from
the State Attorney General. Such an opinion had not been requested by FDOH.

Subsequent to the issuance of our prior audit, the USDHHS Inspector General's
Office addressed the use of staffing contracts in two audit reports: A-04-07-01046
(Allowability of Costs Claimed for Reimbursement Under Florida’s Bioterrorism
and Emergency Preparedness Programs for the Period August 31, 2004 through
August 30, 2006) and A-04-07-01048 (Allowability of Costs Claimed for
Reimbursement Under Florida’s Bioterrorism Hospital Preparedness Programs for
the Period September 1, 2004 through August 31, 2006). USDHHS reports stated
that, absent some provision of law that permits the State agency to exceed the
total number of authorized positions that are provided in the State’s appropriation
acts, approximately $3.6 million and $1.2 million, expended for the costs of
acquiring staff for the Emergency Preparedness and Hospital Preparedness
Programs, respectively, may be unallowable. USDHHS requested that FDOH
determine, as a matter of law, whether the initiation of staffing contracts bypassed
the position limitations imposed by the Florida Legislature.

In response to the USDHHS Inspector General audit reports, FDOH management
indicated that FDOH is pursuing this issue with the Florida Department of
Management Services (FDMS) and corrective action is pending interpretation of
law by FDMS.

FDOH management continues to assert that Chapter 287, Florida Statutes
provides the legal authority to purchase contractual services and is seeking an
opinion from FDMS.

The absence of State laws and Federal regulations clearly authorizing these
contracts may result in the disallowance of costs by the Federal grantor agency.
Also, the State record characterization of these expenditures as contractual
services does not accurately present their substance.
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We recommend that FDOH obtain the legal interpretation from the Florida
Department of Management Services, and provide it to the USDHHS Inspector
General's office for consideration. We will review subsequent Program
Determination Letters in regard to the resolution of this and prior audit findings.

Concur. Legal interpretation was received from the Department of Management
Services. A copy was provided to the Auditor General’s office.

Coordinate with US Department of Health and Human Services and other Federal
agencies to secure a final resolution to satisfactorily close the prior year findings.

April 30, 2009

Gary Mahoney
(850) 245-4149
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FA 08-034

Various

Various

Allowable Costs/Cost Principles and Reporting
Florida Department of Health (FDOH)

Various
Other

FDOH used the Other Cost Accumulator (OCA) field as an essential control for
identifying and recording revenue and expenditures in the State’s accounting
system relative to specific activities. To account for Federal grants, the FDOH
maintains the Other Cost Accumulator Management System (OCAMAN) that
provides a description of the activities and the funding source for each OCA.

In audit report No. 2006-152, finding No. FA 05-040, we noted that FDOH
procedures for identifying accounting codes associated with Federal Programs
should be improved. We recommended that FDOH review the data recorded in
OCAMAN to ensure its accuracy and ensure that it is properly maintained.
Additionally, in audit report No. 2007-110, dated February 2007, we indicated that
FDOH had not corrected inaccurate and incomplete information in OCAMAN.

FDOH reported on the Summary Schedule of Prior Audit Findings that the prior
audit finding was partially corrected.

During the 2007-08 fiscal year, FDOH used OCAMAN to administer various
Federal Programs including the following major programs:

10.558 — Child and Adult Care Food Program

84.181 — Special Education — Grants for Infants and Families
93.069 — Public Health Emergency Preparedness

93.268 — Immunization Grants

93.889 — National Bioterrorism Hospital Preparedness Program
93.917 — HIV Care Formula Grants

FDOH management indicated that they are in the process of redesigning the
OCAMAN system. We recommend that FDOH establish and implement
monitoring procedures to ensure that OCAMAN is accurately maintained.

Concur. The Bureau of Revenue Management committed additional staff to assist
with the upkeep of OCAMAN. The system was redesigned to include more query
capabilities and improve the navigation experience and data output. The bureau
is working with the Division of Information Technology to provide a new link for
department wide access. The Master Grant Listing document was reassigned to a
person to maintain and to ensure better accuracy and timeliness of the file upload
to the department’s Intranet site.

Complete - OCAMAN redesign was tested and operational 6/30/2008.
June 30, 2008

Gary Mahoney
(850) 245-4149
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Finding

FA 08-035

Various (See Finding)

Various (See Finding)

Allowable Costs/Cost Principles, Eligibility, Reporting, Special Tests and
Provisions

Florida Department of Children and Family Services (FDCFS)

N/A

Significant Deficiency

The Florida On-line Recipient Integrated Data Access (FLORIDA) System is a
Statewide system operated and maintained by FDCFS to assist in public
assistance program eligibility determination and benefit issuance. In the
Information Technology (IT) audit report No. 2008-197, dated June 2008, we
disclosed in findings Nos. 3 through 5 deficiencies related to the public assistance
component of the FLORIDA System regarding exception reporting, application
controls, and system security that we consider to be significant deficiencies.
Details of the findings and recommendations, as well as, FDCFS management’s
response are included in that report.

The FLORIDA System is used in administering aspects of the following programs:

10.551 and 10.561 — Food Stamp Cluster

93.558 — Temporary Assistance for Needy Families

93.563 — Child Support Enforcement

93.566 — Refugee and Entrant Assistance — State Administered Programs
93.778 — Medical Assistance Program
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FA 08-036

93.268

Immunization Grants

Eligibility

Florida Department of Health (FDOH)

5H23IP422511-05 (January 1, 2007 — December 31, 2007)
2H23IP422511-06 (January 1, 2008 — December 31, 2008)

Significant Deficiency

Certain access security controls were not in place to prevent and timely detect any
unauthorized changes to the database and data files of the Florida State Health
Online Tracking System (SHOTS).

42USC 300aa.25, Recording and reporting of information

Florida Department of Management Services Rule 60DD-2.004, Logical and Data
Access Controls, Florida Administrative Code, provides that each user of a
multiple-user information resource shall be assigned a unique personal identifier
or user identification that shall be authenticated before access is granted.

FDOH Policy DOHP 50-10-07-Information Security and Privacy Policy, Security
Policy 4, Acceptable Use and Confidentiality Agreement. This policy stipulates the
following: Workers will be given a user account to access FDOH information
technology resources; users shall have unique user accounts; and workers must
not share their agency account passwords.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT
4.1):
DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

SHOTS is a Statewide, centralized online immunization registry used by FDOH,
health care providers, schools, clinics, and county health departments to access
immunization records and track progress in completion of the series of childhood
immunization vaccinations. FDOH also uses SHOTS data when monitoring
county health departments to verify vaccine inventory. Our review of the status of
SHOTS access control deficiencies noted in audit report No. 2008-015, dated
September 2007, disclosed control deficiencies that continued to exist, at
June 30, 2008:

e Two employees within FDOH’s Office of Planning, Evaluation and Data
Analysis shared a user ID and password account that was used to assign,
delete, or modify staff access to software used for extracting data from and
updating the database. Additionally, two employees within FDOH's Division of
Information Technology shared a user ID and password account that allowed
access to system utility programs and updating of production data.

e Five contracted program developers had user IDs and passwords for three
different accounts that allowed access to 1) data extraction software, 2) utility
software, and 3) updating of production data. Individuals having access to all
three of these accounts creates a lack of separation of duties in that application
programmers should not have access to production data and programs.

e Additional deficiencies were noted in FDOH security controls in the areas of
user authentication and monitoring of system activity. Specific details of the
issues are not disclosed in this report to avoid the possibility of compromising
FDOH security. Appropriate FDOH personnel have been notified of the issues.
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FDOH did not follow its policies and procedures regarding the sharing of log-on
accounts. FDOH staff indicated that the sharing of user IDs and passwords would
be remediated in the next software release scheduled for October 2008.

Developers are granted temporary access to perform investigations pertaining to
production system issues. FDOH did not have a policy to ensure the roles of the
developers and system administrators were clearly delineated. In correspondence
dated March 20, 2008, in regard to audit report No. 08-015, FDOH indicated that
procedures had been implemented to clarify the roles of the developers and
system administrators. However, our follow-up indicated that the procedures had
not been implemented as of June 30, 2008.

The security issues noted in the third bullet were primarily the result of FDOH
using an older version of database software. FDOH management indicated that
they are planning to upgrade the software to a newer version that includes
updated security features.

The absence of strong user identification and password controls whereby each
user is assigned a unique user ID and password increases the risk that FDOH
management will not be able to trace SHOTS activity to the responsible individual.
Allowing staff with application programming duties to have update access to the
production database increases the risk that unauthorized changes may be made
to the production database and not be timely detected. The use of outdated
software prevents FDOH management from having the benefits of the updated
security and tracking technology and increases the risk of unauthorized access to
SHOTS programs and data.

We recommend that FDOH management enforce the use of unique user IDs and
passwords. We also recommend that FDOH management continue to pursue
updating outdated Cache software and implementing appropriate actions to
strengthen its security control features. FDOH should periodically review the
ongoing appropriateness of access capabilities for SHOTS programs and data to
ensure that there is appropriate separation of duties regarding access to
production data and programs.

The findings of this audit with regard to shared accounts have been resolved.
Separate user accounts exist for all developers and maintenance and operations
staff as well as IT staff, and there are no shared accounts or passwords. The
findings for this audit with regard to the Cache upgrade are the same as prior year
findings in which the bureau responded that the security limitations of the current
Cache product used by Florida SHOTS would be remedied with migration to the
2008.x version. Due to the high demand for system enhancements placed on
Florida SHOTS resources and the complexities of migrating to the Cache
upgrade, there have been delays in implementing the upgrade. A complete
analysis is currently in progress to determine the work effort for the Cache
upgrade.

The upgrade is now scheduled tentatively for late August 2009 but completion
may be sooner once the work effort is determined. Since the newer release of
Cache replaces a much older version, the analysis and work effort for the
migration is extensive. In the interim, the bureau follows a policy for clearly
defined roles and responsibilities between developers and other staff. No
developers have access to production data or production systems. Any system or
application issues that need to be diagnosed and require the technical skills of
developers are first managed through the test environment, which is extensive
and robust but does not match production completely due to resource shortages.
On rare occasions where issues cannot be diagnosed in the test environment,
highly controlled access to production may be granted to a developer on a
temporary basis as approved by the business office to ensure rapid diagnosis of
problems that may develop.

Once the upgraded version of Cache is complete and better tools for system
management and access are available (included with upgrade), access to the
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various areas of Florida SHOTS will be further identified by roles with pertinent
permissions assigned.

Implement Cache upgrade to 2008.x by date indicated. Ensure access policy is
communicated to and followed by project staff.

August 2009

Susan Lincicome
(850) 245-4444, Ext. 2381
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FA 08-037

93.558

Temporary Assistance for Needy Families (TANF)

Eligibility

Florida Department of Children and Family Services (FDCFS)
G-0702FLTANF 2007

Noncompliance
Questioned Costs — $761

FDCFS made TANF benefit payments without appropriately documenting eligibility
and did not always pay the correct benefit amount.

TANF State Plan, Eligibility for TANF Funded Assistance and Non-Assistance;
TANF Policy Manual 2020.0400 Relative Caregiver Program (TCA); 45 CFR
206.10(a)(1)(ii)y Application, Determination of Eligibility and Furnishing of
Assistance

During the 2007-08 fiscal year, FDCFS made TANF cash assistance benefit
payments totaling $153,762,429. Our test of eligibility for 40 clients (cases), for
which TANF benefits of $10,152 were selected for testing, disclosed the following:

¢ Benefits totaling $761 were paid during the 2007-08 fiscal year for one case
for which an application was not on file. The case was opened in 2005.

e A relative caregiver was paid $242 per month for a child over 5 years old.
However, for children ages 6 to 12 years of age, the relative caregiver should
have received $249 per month on the child’s behalf. The monthly payment
should have increased to $249 a month on October 26, 2007, but was not
increased until March 2, 2008, resulting in an under payment of $35.

Employee error or insufficient oversight may have led to these errors.

TANF assistance payments may have been made to clients whose eligibility was
not appropriately documented. Additionally, certain payments were in an incorrect
amount.

We recommend that FDCFS ensure that client eligibility documentation is properly
maintained. We also recommend that FDCFS enhance oversight to ensure that
benefit payments are properly determined.

1. In the one instance that an application was not on file, the eligibility
re-determination was completed through an Interim Contact form which was not
located. The local service center was asked to reconstruct the case.

2. In the one instance that resulted in an underpayment, the Circuit responsible
for the error was requested to restore benefits to the recipient. Training
emphasizing the importance of addressing expected changes in Relative
Caregiver cases was requested for the local service center where the error
occurred.

1. March 31, 2009
2. March 31, 2009

Cindy Mickler
(850) 488-5342
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FA 08-039

93.563

Child Support Enforcement (CSE)

Reporting and Special Tests and Provisions — Enforcement of Support Obligations
Florida Department of Revenue (FDOR)

0804FL4004 2007-08

Material Weakness and Significant Deficiency

During the 2007-08 fiscal year, FDOR procedures, as implemented, did not
ensure adequate oversight and monitoring of State Disbursement Unit (SDU)
collection and disbursement of child support payments and the reporting thereof.

Title 42, Section 654b., United States Code, requires states to establish an SDU
for the collection and disbursement of child support payments. The SDU must be
operated by the state IV-D agency or a contractor directly responsible to the
agency.

Section 61.1826, Florida Statutes, directed FDOR to contract with the Florida
Association of Court Clerks, Inc., (FACC) to provide for the operation and
maintenance of SDU services. FACC awarded a subcontract to Lockheed Martin
IMS, Inc., (Lockheed Martin) on March 11, 1998, to develop, operate, and
maintain the Florida SDU. On November 1, 2001, Lockheed Martin sold its
Information Management Services Division to Affiliated Computer Services State
and Local Solutions (ACS). Effective August 31, 2005, the contract was assigned
by FACC to FDOR.

Included in the contract effective August 31, 2005, between the FDOR and ACS
for the operation and maintenance of the SDU, was a requirement for an annual
audit of ACS to be performed by a certified public accounting (CPA) firm and
provided to FDOR, with ACS responses. The contract also required ACS to
provide its own internal audit and quality assurance function to ensure the integrity
of the collection and disbursement functions and provide FDOR with reports of the
audits performed along with the results of the audits within 15 business days after
completion of the audit.

For the 2007-08 fiscal year, FDOR reported child support collections totaling
approximately $1.6 billion on the Quarterly Reports of Collections (OSCE-34), the
majority of which was collected at the SDU. The SDU receives child support
payments and transmits the collection information to the CSE Component of the
FLORIDA System. The CSE Component of the FLORIDA System determines the
distribution allocations for the collections and transmits the information to the
SDU. The SDU then disburses the collections. FDOR utilized information from
the FLORIDA System, which in part was provided by the SDU, to prepare the
Quarterly Reports of Collections.

We noted that during the 2007-08 fiscal year, FDOR management did not enforce
contractual provisions requiring the SDU contractor to provide an annual audit and
reports of internal quality assurance efforts. FDOR staff indicated that certain
FDOR internal monitoring and review procedures, as described below, provided
oversight and monitoring of the SDU function, some of which were applied
intermittently during the 2007-08 fiscal year:

¢ FDOR staff indicated that two staff from the FDOR Remittance and Distribution
Process Unit were on-site at the SDU to assist SDU staff with operational
issues, monitor the SDU call center, assist with customer service, and provide
e-disbursement function assistance.

e In January 2008, Remittance and Distribution Process Unit staff implemented a
monthly oversight and monitoring function. FDOR management indicated that
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due to staffing changes and vacancies, the monthly oversight and monitoring
activities were placed on hold after four monthly reviews were completed, but
resumed in November 2008.

e FDOR Contract Management Sub-Process Unit staff conducted a formal
review at the SDU on July 2-3, 2007. This internal review was based in part on
the U.S. Department of Health and Human Services, Office of Child Support
Enforcement, Office of Audit's Guide for Auditing State Disbursement Units.
FDOR management indicated that while evaluating the strengths and
weaknesses of the first formal review, the quality assurance coordinator left the
monitoring team and these monitoring activities were suspended.

While intermittent monitoring and reviews may have provided limited assurance,
they cannot substitute for a comprehensive, ongoing effort to monitor SDU
operations.

According to FDOR staff, after the assignment of the contract to FDOR in 2005,
FDOR requested the quality assurance reviews but the contractor declined to
provide them, citing the proprietary nature of the reports.

Absent consistent monitoring of SDU operations, FDOR had limited ability to make
a determination of the extent of the contractor's compliance with governing
contract provisions and of the related reporting requirements.

To ensure the integrity of the collection and disbursement functions at the SDU,
we recommend that FDOR enhance its monitoring and oversight efforts.
Specifically, we recommend that FDOR consider requiring that the SDU contractor
provide an annual audit of SDU operations made in accordance with U.S. Auditing
Standards applicable to audits of service organizations. Such an audit, commonly
referred to as a SAS 70 audit, would provide FDOR with information as to the
effectiveness of internal controls over collections and disbursements as
implemented by the SDU contractor.

The Florida Department of Revenue agrees it would be beneficial to have an
annual audit of State Disbursement Unit operations to obtain information on the
effectiveness of internal controls implemented by the State Disbursement Unit
contractor.

The State Disbursement Unit contract was amended effective October 1, 2008,
and extended until August 31, 2014, in accordance with Chapter 2008-153, §24,
Laws of Florida. The amended contract does not require the contractor to perform
an annual audit. However, the contractor is required to provide full access to
State Disbursement Unit records and facilities to State and Federal officials for
audit purposes.

The Department will ask the contractor to quote a price for an annual audit of
State Disbursement Unit operations. Once the quote is provided, the Department
will determine if a Legislative Budget Request is required to obtain funding. In
addition, the Department will contact the State’s Chief Financial Officer and the
Auditor General to determine whether either office is able to provide the required
auditing services.

As mentioned in the Condition Section above, the Department resumed its
oversight and monitoring activities in November 2008.

Mel Hedick, Process Manager
(850) 413-0605
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FA 08-040

93.563

Child Support Enforcement (CSE)

Reporting and Special Tests and Provisions — Enforcement of Support Obligations
Florida Department of Revenue (FDOR)

0704FL4004 2006-07 and 0804FL4004 2007-08

Other
Report No. 2008-141, Finding No. FA 07-048

Matters disclosed in the prior audit regarding FDOR procedures for reconciling
SDU-maintained information to information maintained in the FLORIDA System
continued to exist during the 2007-08 fiscal year.

The collection and disbursement process requires multiple automated systems to
work together. Those systems include various systems within the State
Disbursement Unit (SDU), such as the State Disbursement Unit Repository
System (SDUR) and the Automated Centralized Collection Receipt Deposit
System (ACCoRD), and the CSE Component of the FLORIDA System. The SDU
receives child support payments and transmits the collection information to the
CSE Component of the FLORIDA System. The CSE Component of the FLORIDA
System determines the distribution allocations for the collections and transmits the
information to the SDU. The SDU then disburses the collections.

Our audit determined that FDOR did not perform a full reconciliation of the data in
the CSE Component of the FLORIDA System to the receipts and disbursements
data in the SDU systems. Utilizing data from the CSE Component of the
FLORIDA System, FDOR reported collections totaling approximately $1.6 billion
on the Quarterly Reports of Collections (OSCE-34A) submitted for the 2007-08
fiscal year.

FDOR management indicated that it is nearing completion of detailed work flows
of current operations and will soon start developing “to be” work flows to support
full reconciliation of all collection data. These work flows will be used in the design
and development of the Child Support Enforcement Automated Management
System (CAMS) Phase I, which is projected for implementation in March 2011.
The development will include a comprehensive reconciliation component that will
enable FDOR to perform timely and complete reconciliation of all data providing
adequate detail and documentation to allow for adjustments to Federal reports
and accounting records.

We recommend that FDOR include the development of a comprehensive
reconciliation component in its design and development of CAMS Phase II.

The Florida Department of Revenue concurs with the recommendation and is
currently finalizing system requirements for the CAMS Phase |l system.
Reconciliation is a key component of the system requirements.

June 2011

Mel Hedick, Process Manager
(850) 413-0605
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FA 08-041

93.563

Child Support Enforcement (CSE)
Subrecipient Monitoring

Florida Department of Revenue (FDOR)

0804FL4004 2007-08

Noncompliance and Significant Deficiency

FDOR did not have procedures in place to ensure compliance with all Federal
requirements relating to subrecipient monitoring.

OMB Circular A-133 §__.320 (a); §___.400 (d)(1), (d)(4), Report Submission and
Pass-through entity responsibilities, respectively

During the 2007-08 fiscal year, FDOR entered into agreements with 69
subrecipients and one State Attorney to perform various services for the CSE
Program.

Contrary to Federal requirements, FDOR did not identify the Federal awarding
agency or include the CFDA number and title in the uniform cooperative
agreements FDOR used for subgrants with the 67 county court clerks for local
depository services. Additionally, we noted that the standard contract FDOR used
for subgrants for full CSE services and for a healthy marriage grant did not identify
the Federal awarding agency or include the CFDA title.

Our audit also disclosed that during the 2007-08 fiscal year, FDOR did not have
procedures in place to ensure that required single audits were performed and
submitted to FDOR within the required nine months after the end of the
subrecipient’s fiscal year. Our audit disclosed that for five of the ten subrecipient
agreements tested, the subrecipient had not submitted its single audit to FDOR in
a timely manner. Those single audits were submitted from 1 to 119 days after the
due date. Our audit also disclosed that for those five, FDOR did not make
inquiries about the possibility of potential or actual audit findings relating to CSE or
have procedures in place for imposing sanctions should the subrecipient be
unable or unwilling to have the required audit performed or submit the report in a
timely manner.

FDOR had not developed and implemented formal policies and procedures for
communicating identifying Federal award information and audit requirements to
subrecipients. Additionally, while FDOR had developed a Review Checklist used
by the Contract Manager in reviewing the single audits of each of the Clerks of the
Court, FDOR had not developed and implemented formal policies and procedures
to instruct staff on the requirements and processing of subrecipient audits,
including appropriate follow-up on late audit reports.

Failure to provide required Federal award information may result in subrecipients
not correctly identifying Federal funds for financial reporting and accountability
purposes. Also, absent timely receipt and review of audit reports, FDOR had
limited ability to detect subrecipient noncompliance with laws, regulations, and
provisions of contracts and ensure that prompt, appropriate corrective actions
were taken.

We recommend that FDOR revise the standard award and contract documents to
identify the Federal awarding agency and include the CFDA number and title, as
appropriate. We also recommend that FDOR develop and implement
comprehensive, formal policies and procedures with regard to obtaining,
reviewing, and following up on subrecipient audits.
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The Florida Department of Revenue concurs with the finding and
recommendation. The Department will include the Federal awarding agency and
CFDA numberttitle in an attachment to the subrecipient contracts.

Further, the Department concurs with the recommendation requiring the
Department to develop and implement comprehensive policies and procedures for
obtaining, reviewing, and following up on subrecipient audits, formalizing our
current protocols.

Corrective Actions include:

1. Develop an attachment to the FDOR standard contract that identifies the
Federal awarding agency and CFDA numberttitle.

2. Develop policies and procedures for obtaining, reviewing, and following up on
subrecipient CSE-related audit findings.

June 30, 2009

Mel Hedick, Process Manager
(850) 413-0605
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FA 08-042

93.563

Child Support Enforcement (CSE)

Special Tests and Provisions — Securing and Enforcing Medical Support
Obligations

Florida Department of Revenue (FDOR)

0704FL4004 2006-07 and 0804FL4004 2007-08

Noncompliance, Material Weakness, and Significant Deficiency

Our tests disclosed that where medical support had been ordered, FDOR did not
always request the necessary information from the responsible parents to
determine whether health insurance was reasonably available or take
enforcement action to secure medical support.

42 USC 654(15)(A), State plan for child and spousal support, requires a process
for an annual review of and report to the Secretary of the Department of Health
and Human Services on the State CSE program operated under the State
approved plan, including such information as may be necessary to measure
compliance with Federal requirements.

45 CFR 303.31, Securing and enforcing medical support obligations, requires that
in cases where medical support is ordered, the State is to verify that it was
obtained or take steps to enforce the health insurance coverage unless it is
determined that health insurance is not available at a reasonable cost.

45 CFR 308.2(e), Annual State Self-Assessment Review and Report — Required
program compliance criteria, requires States to have and use procedures for
securing and enforcing medical support orders in at least 75 percent of the cases
reviewed.

Our test disclosed that for 2 of the 11 CSE cases tested where medical support
had been ordered, FDOR did not send a notice to the responsible parents of their
obligation to provide medical support and request the necessary health insurance
information to determine whether health insurance was reasonably available or
take enforcement action to secure medical support.

FDOR reported in its Annual Self Assessment Report (SAR) dated March 2008
that for the period July 1, 2006, through June 30, 2007, the State achieved a 69.9
percent efficiency rate for securing and enforcing medical support orders, with 84
percent of the out-of-compliance cases having resulted from FDOR’s failure to
determine if health insurance was reasonably available. The corrective action
plan, included in the SAR, stated that a decision was made by FDOR in June
2007 to begin limited implementation of medical support enforcement in the CSE
Automated Management System (CAMS) Phase |. Specifically, the limited
implementation included noticing the noncustodial parent of the obligation to
provide medical support. For the period June 2007 through February 2008, FDOR
noticed approximately 5,000 noncustodial parents each week. However, the
noticing stopped in March 2008, due to a higher priority being assigned to the
software upgrade in CAMS Phase |. The regular noticing of noncustodial parents
did not occur during the remainder of the 2007-08 fiscal year.

In addition to the shift in priorities to the software upgrade in CAMS Phase |,
FDOR management also indicated that the functionality included in CAMS Phase |
for enforcing medical support compliance needed enhancement.

Absent adequate procedures to obtain health insurance information, FDOR has
limited ability to verify that medical support obligations have been met, where
required.
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Pending the enhancement of medical support compliance functionality in CAMS,
we recommend that FDOR implement procedures to obtain the necessary
information from the responsible parents and take enforcement action to secure
medical support.

The Florida Department of Revenue agrees with the finding associated with
Securing and Enforcing Medical Support Obligations.

The Child Support Enforcement Program is undertaking the following corrective
actions to implement the recommendation:

1. Review existing procedures and training documents to identify appropriate
sections for update to ensure a clear message to staff regarding the correct entry
of data identifying the responsible party in both the FLORIDA and the CAMS
systems.

2. Finalize and implement procedures and job aids providing staff with the
information needed to efficiently identify cases eligible for creation of the CS-EF17
Request for Health Care Coverage Information or the CS-EF18/19 National
Medical Support Notice.

3. Continue with efforts already in progress to enhance CAMS Phase | system
functionality, thus allowing the Program to automatically identify and enforce
cases determined noncompliant with the order to provide health insurance.

October 1, 2009

Mel Hedick, Process Manager
(850) 413-0605
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FA 08-043

93.563

Child Support Enforcement (CSE)

Special Tests and Provisions — Provision of Child Support Services for Interstate
Cases

Florida Department of Revenue (FDOR)

0704FL4004 2006-07 and 0804FL4004 2007-08

Noncompliance and Significant Deficiency

FDOR did not timely refer initiating interstate cases to the responding states’
interstate central registries for action within the required time frame.

45 CFR 303.7(b), Provision of services in interstate IV-D cases — Initiating State
IV-D agency responsibilities; and 45 CFR 308.2(g)(1)(i)), Required program
compliance criteria — Interstate services, provide that except when using the
State’s long-arm statute for establishing paternity, if referral is appropriate, the
IV-D agency must within 20 calendar days of determining that the noncustodial
parent is in another state, and if appropriate, receipt of any necessary information
needed to process the case, refer any interstate IV-D case to responding states’
interstate central registries for action.

Our test of interstate cases disclosed that for 6 of 21 initiating interstate cases
reviewed, FDOR did not timely refer the cases to the responding states’ interstate
central registries for action within the required time frame of 20 calendar days of
determining that the noncustodial parent was in another State and, if appropriate,
receipt of any necessary information needed to process the case. The number of
days in excess of the required 20 calendar days for referral ranged from 3 to 126
days.

FDOR'’s utilized a process management approach for initiating interstate cases.
The process management approach did not provide a tracking mechanism to alert
staff of impending deadlines for referral of initiating interstate cases to responding
states’ interstate central registries for action.

FDOR'’s untimely referral of initiating interstate cases to responding states may
delay the processing of child support enforcement orders by the responding state
and may further delay the initiation of enforcement actions.

We recommend that FDOR strengthen its procedures for initiating interstate cases
to ensure initiating interstate cases are processed and referred within the required
time frame to the responding states’ interstate central registries for action.

The Florida Department of Revenue agrees with the finding. The following
corrective action will be taken to improve the timely initiation of initiating interstate
actions:

1. Review existing interstate procedures to ensure instructions regarding required
federal timeframes are clear, including identifying the definition of when the 20
calendar day timeframe required under 45 CFR 303.7(b)(2) begins.

2. Review existing interstate training documents to ensure instructions regarding
required federal timeframes are clear, including identifying the definition of when
the 20 calendar day timeframe required under 45 CFR 303.7(b)(2) begins.

3. Direct communication to region supervisors and region staff responsible for
processing interstate initiating transmittals regarding the importance of meeting
the federal timeframes. This communication will occur via regularly scheduled
teleconferences with region staff on a variety of program issues.
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4. Direction to region supervisors of staff who process interstate initiating
transmittals to review their internal case processing, related to specific process
step assignments to staff, to identify ways to improve compliance with the federal
timeframes.

5. Review proposed interstate initiating process design for Phase Il of CAMS to
ensure the federal timeframes are accommodated. Completed.

Actions to implement the corrective action plan will commence during March 2009
and should be completed by July 2009.

Mel Hedick, Process Manager
(850) 413-0605
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FA 08-044

93.566

Refugee and Entrant Assistance — State Administered Programs (REAP)
Eligibility

Florida Department of Children and Family Services (FDCFS)
G-08AAFL4100 2007-08

Noncompliance
Questioned Costs — $190

FDCFS provided REAP benefits to one individual for whom FDCFS could not
provide documentation supporting eligibility.

45 CFR 400.43, Requirements for documentation of refugee status; 45 CFR
400.75, Registration for employment services, participation in employability
service programs and targeted assistance programs, going to job interviews, and
acceptance of appropriate offers of employment; FDCFS REAP State Plan

During the 2007-08 fiscal year, FDCFS made Refugee Cash Assistance (RCA)
and Refugee Medical Assistance (RMA) payments totaling $31,367,479.39. We
reviewed RCA and RMA payments, totaling $12,855.67, made to 60 clients during
the 2007-08 fiscal year to determine whether the clients met the categorical and
financial requirements of the Program. Our review disclosed one instance in
which case records did not document that the client met the work registration
requirements. RCA benefits totaling $190 were paid to the client.

In addition, our review disclosed that in two instances, dates of entry were entered
incorrectly into the case management system used by FDCFS. Although the
errors noted did not result in questioned costs for the 2007-08 fiscal year, the
possibility exists that, without accurate date of entry information, benefits would
not be terminated in accordance with the program requirements. REAP Program
benefits are time limited to eight months from the date of entry.

FDCFS did not always follow policies and procedures established to document
eligibility.

REAP benefits were used to provide assistance to individuals for whom FDCFS
could not provide documentation supporting eligibility.

We recommend that FDCFS strengthen its efforts to ensure that appropriate
documentation is maintained for individuals receiving benefits and that dates of
entry are correctly recorded in the case management system.

A Benefit Recovery referral will be made in the one instance where there was no
documentation that the work registration requirement was met.

May 1, 2009

Eileen Schilling
(850) 414-5643
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FA 08-045

93.566

Refugee and Entrant Assistance — State Administered Programs (REAP)
Reporting

Florida Department of Children and Family Services (FDCFS)

GO6AAFL4100 2005-06, GO7AAFL4100 2006-07, GOBAAFL4100 2007-08

Significant Deficiency

The Refugee Assistance Program Office does not have in place supervisory
review procedures to verify the accuracy of data generated by the Refugee
Services Database System. Additionally, we noted that the ORR-11
State-of-Origin Report for the quarter ended September 30, 2007, contained
inaccuracies and was not always supported by the Refugee Services Database
System used to compile the data in the report.

45 CFR 400.28(b), Maintenance of records and reports and ORR-11 Instructions
for Refugee State-of-Origin Report (OMB Control No. 0970-0043)

States are required to submit an ORR-11 Report annually. The Refugee Services
Database System was used to prepare the ORR-11 State-of-Origin Report. The
FDCFS Office of Refugee Services maintains the Refugee Services Database
System and makes it available to providers to input demographics and the type of
services obtained by clients. We noted that FDCFS did not have in place
procedures requiring a supervisory review of the data generated from the system.

We tested the records of 20 clients for whom demographics and services were
included in the ORR-11 State-of-Origin Report and the following discrepancies
were noted:

e For 2 of 20 client files, the date of birth in the Refugee Services Database
System did not agree with data recorded in the Florida On-line Integrated Data
Access (FLORIDA) System which is used by FDCFS to maintain client
information and to document eligibility.

e For 1 of 20 client files, the date of entry in the Refugee Services Database
System was not in agreement with data recorded in the FLORIDA System.

FDCFS management indicated the above-noted errors were due to incorrect data
entry and lack of supervisory review procedures to verify the accuracy of data
generated by the Refugee Services Data System.

Absent the receipt of an accurate report, the U.S. Department of Health and
Human Services (USDHHS) may lack the information needed to properly
administer the program and provide accurate refugee population data to other
parties. Failure to provide accurate data may result in delay, suspension, or
termination of grant support.

We recommend that FDCFS enhance procedures for the review of required
Federal reports and the underlying data to ensure that reports filed with USDHHS
include accurate information.

Refugee Services (PDRS) has implemented a process to compare data from the
Refugee Services Database System (RSDS) and FLORIDA system to identify and
correct discrepancies. PDRS will run a monthly query identifying any records
wherein alien numbers, entry dates or birth dates do not match. PDRS will
research the records, correct errors immediately in the RSDS and provide
information to the FLORIDA system on the discrepancies. ACCESS will correct
errors in the FLORIDA system.
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March 31, 2009

Jason Atwood
(850) 410-3062

-101-



MARCH 2009

REPORT NO. 2009-144

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

FA 08-046

93.568

Low-Income Home Energy Assistance Program (LIHEAP)

Allowable Costs/Cost Principles, Matching, Level of Effort, and Earmarking,
Reporting

Florida Department of Community Affairs (FDCA)

Various

Material Weakness and Significant Deficiency

FDCA management had not established appropriate internal controls regarding
user access and systems development and management for the Grants
Administration System (GAS).

45 CFR 96.30(a), Fiscal control and accounting procedures

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates each user of a
multiple-user information resource shall be assigned a unique personal identifier
that shall be authenticated before access is granted. Additionally, user's access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

Florida Department of Management Services Rule 60DD-2.005 Data and System
Integrity, Florida Administrative Code, stipulates that test functions shall be
separate from production functions and that all program changes shall be
approved before implementation to determine whether they have been authorized,
tested, and documented.

Florida Department of Management Services Rule 60DD-2.008 Personnel
Security and Security Awareness, Florida Administrative Code, stipulates that
agencies shall provide an ongoing awareness and training program in information
security.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT

4.1):

DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

Al7.6 Testing of Changes — Changes should be tested independently prior to

migration to the operational environment.

P08.2 IT Standards and Quality Practices — Standards, procedures and

practices for key IT processes should be identified and maintained.

National Institute of Standards and Technology Building an Information Security
Technology Awareness and Training Program, Special Publication 800-50.

FDCA procedures required subgrantees to use GAS to electronically transmit
Requests for Reimbursement for review and approval by the LIHEAP Contract
Manager prior to the Requests being sent to Finance and Accounting for payment.
FDCA staff also used GAS to account for and support LIHEAP subgrantee
expenditures entered into the State’s accounting system (FLAIR) and to
demonstrate compliance with earmarking requirements. During the 2007-08 fiscal
year, $31,808,689 was processed through GAS for payment to 43 subgrantees.

FDCA procedures for granting access to GAS were not adequate to ensure that
access was properly approved, monitored for appropriateness given the
employee’s job duties, and timely removed when no longer necessary. We also
noted that there were no written policies and procedures for the systems
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development and maintenance process, assigning and removing user IDs, or
monitoring access privileges to the GAS application. Specifically, we noted the
following:

e Access to GAS was not timely removed for two employees of the contractor
that maintained GAS. Subsequent to our audit inquiry, FDCA personnel
terminated access for these two employees who no longer worked with GAS.

e We noted one employee granted GAS access who did not require access to
GAS to perform her job duties. Subsequent to our inquiry, FDCA personnel
terminated the employee’s access.

e Changes to GAS programming code were made directly into the production
environment by a contractor and thus were not subject to user testing prior to
being placed in production.

e Additional aspects of FDCA security controls in the area of user access
needed improvement. Specific details of the issues are not disclosed in this
report to avoid the possibility of compromising FDCA security. Appropriate
FDCA personnel have been notified of the issues.

FDCA staff indicated that FDCA management determined that security access
levels initially established within GAS caused inefficiency in the approval process
and were ultimately removed.

Absent appropriate security and change management procedures, the integrity of
the data contained within GAS is subject to increased risk of compromise.

We recommend FDCA implement appropriate system security controls and
procedures to ensure that access to the system is properly reviewed, approved,
and monitored. Additionally, we recommend that FDCA implement change
management procedures to ensure that changes to GAS are appropriately
approved, documented, and tested prior to being placed in operation.

Written procedures will be developed to ensure that the Department's GAS
administrator will be responsible for periodically maintaining security and access
control. The User/Security screen is only accessible for editing by management
and only necessary Community Assistance Section staff will have access to the
GAS. Implementation of user access “passwords” will be considered to provide
additional security. Also, the contractor performing maintenance and changes will
be provided access only when required to perform installations.

Although there has been a change management process followed since the
inception of the GAS, written procedures have not been formalized. These
procedures will be developed. The contractor has a functional beta system
environment which is utilized to create changes and test compatibility. The change
is then presented to management in the beta environment for review and
approval. Upon approval, the contractor is granted access to the GAS and
performs the upload. Department staff then process transactions in the production
system environment to ensure that it is functioning properly and no errors are
occurring in relation to the change.

March 1, 2009

Paula Lemmo
(850) 922-1844
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FA 08-047

93.568

Low-Income Home Energy Assistance Program (LIHEAP)
Period of Availability of Federal Funds, Reporting

Florida Department of Community Affairs (FDCA)

07B1FLLIEA 2007

Noncompliance and Significant Deficiency — Period of Availability of Federal
Funds

Significant Deficiency — Reporting

Questioned Costs — $1,679,589.48

FDCA's procedures for calculating the grant amount to be carried over were
ineffective to ensure that the carryover was within the limit established by Federal
regulations. Consequently, FDCA carried over funds totaling $1,679,589.48 in
excess of the ten percent limitation.

42 USC 8626 Payments to States, fiscal year requirements respecting availability,
etc.; 45 CFR 96 Subpart H Low-Income Home Energy Assistance; 45 CFR
96.80/96.81 Scope and Carryover and Reallotment, and Subpart B — General
Procedures; Section 2607(b) of the Low-Income Home Energy Assistance Act,
Title XXVI of Public Law 97-35, the Omnibus Budget Reconciliation Act of 1981,
as amended; Simplified Instructions for Timely Obligation of LIHEAP Funds and
Reporting Funds for Carryover and Reallotment

Pursuant to Federal regulations, FDCA could have held available ten percent of
the 2007 LIHEAP grant award, for obligation in the second Federal fiscal year of
the grant (October 1, 2007, through September 30, 2008). Funds in excess of the
ten-percent computation were to be made available to USDHHS for reallotment.
FDCA’s 2007 grant award totaled $27,969,958, exclusive of leveraging funds
which are not subject to the carryover limitation. Consequently, ten percent of the
2007 grant award totaled $2,796,995.80. FDCA records indicated that funds
totaling $4,476,585.28 were carried over, or $1,679,589.48 more than the
ten-percent limitation.

Our review of FDCA's carryover calculations identified several errors, which
included but were not limited to, the exclusion of funds available under a
contingency award totaling $1,442,486 and administrative costs totaling $524,836,
which were not obligated at September 30, 2007. FDCA excluded the $1,442,486
on the basis of the award’s issuance three business days prior to the end of the
grant’s first Federal fiscal year. Additionally, FDCA based its computation, in part,
on the September 30, 2007, Financial Status Report. Consequently, deficiencies
in reporting procedures, as described in finding No. FA 08-067 would affect
decisions made based on reported amounts.

FDCA inaccurately reported the financial status of grant funds on its
September 30, 2007, Financial Status Report, submitted on October 15, 2007,
and did not make $1,679,589.48 available to USDHHS for reallotment as required.

We recommend that FDCA management review its procedures and revise them
as necessary to ensure that excess funds are made available to the USDHHS for
reallotment as required.
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State Agency Response and The Department has revised its procedures to report only documented obligations
Corrective Action Plan on the SF-269 report. This change in reporting procedures will ensure that the
Department will adhere to the ten percent carry over limitation of the grant award.

Any amount in excess of the ten percent limitation will be made available to
USDHHS for reallotment as required.

The current SF-269 report has been completed correctly and submitted.
However, the first opportunity to submit a correct report was September 30, 2008,
which fell outside the timeline for this review.

Estimated Corrective September 30, 2008
Action Date

Agency Contact and Paula Lemmo
Telephone Number (850) 922-1844
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FA 08-048

93.568

Low-Income Home Energy Assistance Program (LIHEAP)
Period of Availability of Federal Funds, Reporting

Florida Department of Community Affairs (FDCA)

06B1FLLIEA 2006

Significant Deficiency
Questioned Costs — $71,472.63
Report No. 2008-141, Finding No. FA 07-052

FDCA reported obligations totaling $71,472.63 for the 2006 grant award that were
not documented as obligations occurring during the period of availability.

45 CFR 96.14, Time period for obligation and expenditure of grant funds; Federal
Financial Status Report (SF-269) instructions

45 CFR 74.2, (HHS Common Rule) defines obligations as the amounts of orders
placed, contracts and grants awarded, services received, and similar transactions
during a given period that require payment by the recipient during the same or a
future period. While the Common Rule is not applicable to LIHEAP, the term
obligations is not further defined within the Program-specific regulations. Absent
an alternative definition, it is reasonable to apply the Common Rule definition of
obligations to LIHEAP.

Pursuant to Federal regulations, FDCA was required to obligate funds for the 2006
grant award by September 30, 2007, the end of the second year of the award
period. The 2006 grant award totaled $49,790,178. FDCA reported on its Federal
Financial Status Report (SF 269) dated October 15, 2007, for the period ended
September 30, 2007, that the full amount of the grant award had been expended
or was obligated, except for $5,280. This amount pertained to a reallotment of
2006 LIHEAP funds that USDHHS indicated was not required to be obligated until
September 30, 2008. Our review of documentation supporting the $122,847.30
reported as the Federal share of unliquidated obligations indicated that
$71,472.63 was not supported by documents evidencing that the moneys had
been obligated.

FDCA staff indicated that the remaining unobligated grant balance of $71,472.63
was reported as obligated as was FDCA practice. According to the Summary
Schedule of Prior Audit Findings, corrective action in response to a similar prior
audit finding would not have been taken until July 1, 2008, subsequent to the
preparation of the SF 269 for the period ended September 30, 2007.

FDCA inaccurately reported the financial status of grant funds and improperly
retained the opportunity to expend grant funds that were not documented as
obligations incurred during the period of availability.

We recommend that FDCA identify obligations occurring during the period of
availability and report as such on the Financial Status Report.

Beginning with the September 30, 2008 reporting period, the financial status
reports submitted for this program only reflected obligations that were identified in
the state accounting system. We will continue this process for all future reports.
Written procedures will be developed and training will be provided to staff for this
process.

September 30, 2008 with written procedures and formal training by April 1, 2009
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Agency Contact and Karen Peyton
Telephone Number (850) 922-1646
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FA 08-049

93.575, 93.596

17.207, 17.801, 17.804

17.258, 17.259, 17.260

CCDF (Child Care and Development Fund) Cluster,

Employment Service (ES) Cluster, WIA (Workforce Investment Act) Cluster
Allowable Costs/Cost Principles; Eligibility; Matching, Level of Effort, and
Earmarking; and Reporting

Florida Agency for Workforce Innovation (FAWI)

Various

Significant Deficiency

Contrary to its security policy, FAWI did not develop a security plan and did not
complete security certification and accreditation of the Enhanced Field System
(EFS) and the One Stop Management Information System (OSMIS).

FAWI Information Systems Security Program, Policy No. 5.02, established
responsibilities and operating policies and procedures for ensuring an adequate
level of information security for all information collected, created, processed,
transmitted, stored, or disseminated on FAWI information systems. This policy
includes by reference Federal Information Processing Standards (FIPS) and
National Institute of Standards and Technology (NIST) Special Publication (SP)
800 Series, which provide standards applicable to Federal information systems.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT
4.1):
DS5.5 Security testing, Surveillance and Monitoring — IT security should be
reaccredited in a timely manner to ensure that the approved information
security baseline is maintained.

National Institute of Standards and Technology Guide for the Security
Certification and Accreditation of Federal Information Systems, Special
Publication 800-37.

FAWI and the State’s 31 early learning coalitions (ELCs) used EFS to administer
the CCDF Cluster. EFS is integral to CCDF Program compliance as it is used for
enroliment, eligibility determination, client management, reporting, and provider
payments. EFS is a vendor-owned distributed data system, with FAWI the owner
of the enhancements. Controls related to EFS security and access are based on
user roles assigned by the ELCs. Security guidelines related to EFS passwords
are also assigned by each ELC.

FAWI and the Regional Workforce Boards (RWBs) used OSMIS in the
administration of the ES Cluster and WIA Cluster Programs. OSMIS is a
FAWI-owned Web-based system that provides for the financial management of all
grants received, allocated, approved and expended by the RWBs on Federal
workforce development programs.

FAWI security policy requires all FAWI major information systems to have an
approved security plan and complete a security certification and accreditation (i.e.,
security authorization process). Although FAWI identified EFS and OSMIS as
major information systems, FAWI did not develop a security plan and did not
perform a certification and accreditation for EFS and OSMIS.

FAWI records made available to us during our audit did not provide an indication
as to why FAWI did not apply its security policy in these instances.
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Absent an approved security plan, FAWI management cannot demonstrate that
they have summarized information security requirements for the system and
described the security controls in place or planned for meeting those
requirements. Also, absent a completed security certification and accreditation,
FAWI has limited assurance that security controls are implemented correctly,
operating as intended, and producing the desired outcome with respect to meeting
the security requirements for EFS and OSMIS.

We recommend that FAWI, in compliance with its established security policy,
develop and approve a security plan and complete a security certification and
accreditation for EFS and OSMIS.

AWI is currently developing system security plans (SSP) for both EFS and
OSMIS. Each business unit is scheduled to have the documents completed and
signed by March 1, 2009.

Upon approval of each SSP, the business units will begin the Certification and
Accreditation process for both EFS and OSMIS which is scheduled to be
completed by October 1, 2009.

October 1, 2009

Scott Stewart
(850) 245-7305
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FA 08-050

93.575, 93.596

17.258, 17.259, 17.260

CCDF (Child Care and Development Fund) Cluster,

WIA (Workforce Investment Act) Cluster

Allowable Costs/Cost Principles, Eligibility, Reporting, and Subrecipient Monitoring
Florida Agency for Workforce Innovation (FAWI)

Various

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-054

FAWI monitoring procedures did not include monitoring subrecipient-established
Enhanced Field System (EFS) and One Stop Management Information System
(OSMIS) security policies and controls during the 2007-08 fiscal year.

OMB Circular A-133, § .400(d) Pass-through entity responsibilities, § .300(f)
Auditee Responsibilities

45 CFR 98.11(b)(6),(8), Administration under contracts and agreements

20 CFR 667.400, Who is responsible for oversight and monitoring of WIA title |
grants? and 20 CFR 667.410, What are the oversight roles and responsibilities of
recipients and subrecipients?

Section 411.01(4)(l), Florida Statutes, requires FAWI to monitor and evaluate the
performance of each early learning coalition (ELC) in administering Federal and
State programs. These monitoring and performance evaluations must include, at
a minimum, on-site monitoring of each ELC’s finances, management, operations,
and programs.

FAWI Information Systems Security Program, Policy No. 5.02, established
responsibilities and operating policies and procedures for ensuring an adequate
level of information security for all information collected, created, processed,
transmitted, stored, or disseminated on FAWI information systems. This policy
includes by reference Federal Information Processing Standards (FIPS) and
National Institute of Standards and Technology (NIST) Special Publication (SP)
800 Series, which provide standards applicable to Federal information systems.

FAWI and the State’s 31 ELCs used the EFS to administer the CCDF Cluster.
EFS is integral to CCDF Program compliance as it is used for enrollment, eligibility
determination, client management, reporting, and provider payments. EFS is a
vendor-owned distributed data system, with FAWI the owner of the
enhancements. Each ELC establishes security policies and controls related to
EFS at the local level, e.g., access privileges are assigned by the ELCs. Relative
to this process, FAWI included in the 2007-08 ELC grant agreements a provision
that required ELCs to demonstrate due diligence in safeguarding information
resources by establishing policies and procedures for information systems security
that contain criteria and standards as set forth in AWI's security policy.

OSMIS is a FAWI-owned Web-based system that provides for the financial
management of all grants received, allocated, approved, and expended by the
Regional Workforce Boards (RWBs) on Federal workforce development programs,
including WIA Cluster Programs. Provisions in the 2007-08 master cooperative
agreements between the RWBs and FAWI require each RWB to comply with all
FAWI directives and policies. Therefore, FAWI management indicated that the
RWBs are required to comply with FAWI's security policy.

During the 2007-08 fiscal year, subrecipient monitoring was performed at the
ELCs and RWBSs, including internal control reviews and financial monitoring
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reviews. These reviews were conducted by independent contractors utilizing
monitoring tools developed by FAWI. FAWI enhanced its on-site monitoring tools
for the 2007-08 fiscal year reviews to address certain information systems security
controls as identified in NIST SP 800-53. For example, recommended security
controls within selected areas of access controls, system and information integrity,
and contingency planning. However, other areas of security controls, as identified
in NIST SP 800-53, were not addressed on the monitoring tool. For example,
security awareness and training and system and communications protection,
specifically, protecting the confidentiality of transmitted information.

FAWI management indicated that at the ELC and RWB level, multiple information
technology (IT) systems, e.g., EFS, OSMIS, and financial accounting systems, are
utilized to conduct business on a daily basis. For the 2007-08 monitoring cycle,
FAWI made a decision to focus primarily on testing IT security controls of the local
financial accounting systems based on an assessment of risks. Although FAWI
management had identified EFS and OSMIS as major information systems, EFS
and OSMIS security controls were not evaluated.

FAWI management indicated that FAWI staff had developed a monitoring tool for
the annual CCDF Program eligibility monitoring, that included EFS data system
review for compliance with FAWI's security policy; however, the use of this tool
was not implemented until July 2008.

FAWI management indicated that the observations and recommendations related
to IT security controls made in its monitoring of the local financial accounting
systems were made on a global level so that the ELCs and RWBs could apply the
information provided to all IT systems including EFS and OSMIS. FAWI
management also indicated that it was not feasible nor was it required to test
security controls for each of the IT systems in a single year. However, FAWI had
not demonstrated through its assessment of risk how EFS and OSMIS security
controls were considered and determined either to not be significant for
consideration during the monitoring of its subrecipients, or when the monitoring
would occur.

Absent effective monitoring of EFS and OSMIS security policies and controls
established by each ELC and RWB, CCDF and WIA Cluster Programs data may
not be adequately safeguarded and any unauthorized system use or data loss
may not be timely detected.

We recommend that FAWI ensure that its monitoring process includes ELCs and
RWBs system security policies and controls and the implementation of FAWI's
security policy.

FAWI financial staff carefully planned the scope of its 2007-08 monitoring
activities. Factors considered during the planning process included state and
federal requirements and an assessment of risks. The Agency recognized the
risks associated with information technology (IT) security controls and
incorporated testing of these controls into the 2007-08 monitoring plan.

At the RWB and ELC level, multiple IT systems are utilized to conduct business on
a daily basis. These systems include EFS, OSMIS and various accounting
systems. The Agency recognized that it was not feasible nor was it required to
test security controls for each of these systems in a single year. Therefore, for the
2007-08 monitoring cycle, the Agency made a decision to focus primarily on
testing IT security controls of the local financial accounting systems based on an
assessment of risks. For example, in the RWBs, detailed accounting data is
initially captured in local accounting systems and then summary information is
entered into OSMIS. The monitoring process specifically tested security controls
of the local accounting systems and then tested that OSMIS data agreed to the
local accounting system data at each RWB.

Although the accounting systems were the primary focus for testing of IT security
controls in 2007-08, observations and recommendations related to these controls
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were made on a global level so that the RWBs and ELCs could apply the
information provided to all IT systems including EFS, OSMIS and the accounting
systems. The IT security control recommendations from the 2007-08 monitoring
activities clearly demonstrate the global nature of the recommendations made
relative to IT security controls.

In summary, FAWI fully recognizes the importance of its role in monitoring the
activities of its subrecipients. Countless hours are spent each year planning,
assessing risks, reviewing what other states are doing, and developing the tools
for monitoring. The Agency believes the approach taken in 2007-08 with regard to
monitoring IT security controls was reasonable and provided excellent
recommendations to the RWBs and ELCs for improving security controls in all the
IT systems used by these entities including EFS and OSMIS.

June 30, 2009

Kevin Thompson
(850) 245-7335
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FA 08-051

93.659

Adoption Assistance

Activities Allowed or Unallowed and Eligibility

Florida Department of Children and Family Services (FDCFS)

0701FL1407 2007 and 0801FL1407 2008

Noncompliance and Significant Deficiency

Questioned Costs — $23,905.10 (Federal Share $12,175.31) (Federal Grant
Award Number 0701FL1407 - Federal Share $2,288.51, and Federal Grant Award
Number 0801FL1407 - Federal Share $9,886.80)

Report No. 2008-141, Finding No. FA 07-056

FDCFS made Adoption Assistance payments on behalf of children who were not
eligible or in amounts in excess of program limits.

42 USC 673, Adoption Assistance Program; Foster Care and Adoption Assistance
State Plan

FDCFS has responsibility for determining Adoption Assistance eligibility.
Community-Based Care agencies (CBCs) provide documentation and maintain
the case files supporting client eligibility. Adoption Assistance Program assistance
payments during the 2007-08 fiscal year totaled $76,452,299. We examined 40
case files of children receiving Adoption Assistance subsidy payments during the
2007-08 fiscal year to determine if eligibility requirements were met and
documented. We noted one instance in which the initial adoption agreement was
signed and became effective in February 2006, subsequent to the final adoption
decree in July 1999. Under this condition, the client would not be eligible to
receive benefits under the Program. In this instance, benefits paid during the
2007-08 fiscal year totaled $364.

Our audit procedures disclosed instances in which the CBCs made incorrect
payments. Specifically, we noted the following:

e The Adoption Assistance Program may reimburse up to $1,000 in nonrecurring
expenses related to the adoption of a child. Monitoring these payments to
ensure specified limits are not exceeded is a manual process and is the
responsibility of the case worker. We performed analytical procedures on case
files which reported nonrecurring expenses. We noted that two circuits did not
comply with the $1,000 nonrecurring expenses limit. The two circuits incurred
overpayments of $11,089.63 (14 instances) and $9,630.10 (12 instances),
respectively, for a total overpayment of $20,719.73.

e The Adoption Assistance Program may provide adoption assistance to the
adoptive parents for the support and maintenance of an eligible child until the
18" birthday of such child. Determining when payments should end based on
the age of the child is a manual process and is the responsibility of the child’s
case worker. We performed analytical procedures to determine if payments
were made beyond the 18" birthday of an eligible child. We noted 11
instances in 5 districts in which FDCFS did not timely enforce the age limit.
Subsequent to our inquiry, FDCFS discontinued the maintenance payments for
these cases; however, maintenance payments were made for 8 to 22 days
after the 18" birthday in 10 instances and for 87 days for one instance. These
11 instances resulted in overpayments of $2,821.37 during the 2007-08 fiscal
year.

The payment of $364 on behalf of an ineligible child was due to a case worker
moving the child from a Federal assistance program, under which the child was
eligible to receive benefits, to the Adoption Assistance Program in error.
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Additionally, manual processes were not always effective in ensuring that limits on
payments were not exceeded.

Adoption Assistance Program funds were used to pay benefits for children who
were not eligible to receive Program services or were paid in excess of Program
limits.

We recommend that FDCFS consider implementing electronic edits or other
procedures to periodically monitor adoption assistance benefit payments to ensure
payments are made only on behalf of eligible children and are within Program
limits.

The Department concurs with the finding. The Office of Family Safety will take the
following actions to address the finding and recommendation.

The relevant regions, circuits, and Community-Based Care (CBC) lead agencies
will be immediately instructed to recoup error payments no later than 6/30/09.

Training and technical assistance will be provided on eligibility policy and
appropriate claiming within program limits. Each region, circuit, and CBC with
error payments will be asked to develop and implement a corrective action plan
that includes a system of checks and balances to ensure that payments are paid
from the correct fund source.

The Office of Family Safety will institute a redesigned federal funding monitoring
process. The process is designed to conduct analytical procedures on specific
program requirements such as the $1,000 limit and cessation upon the 18th
birthday.

As problematic areas are identified through the monitoring process, monthly
revenue maximization conference calls will be used as a forum for training and
technical assistance.

In addition, implementation of Florida Safe Families Network (FSFN) release 2b in
2009 should be more effective than manual processes in ensuring payment limits
are not exceeded.

June 30, 2009

Mukweso Mwenene
(850) 922-0510
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FA 08-052

93.767

State Children’s Insurance Program (SCHIP)

Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Florida Department of Health (FDOH)

05-0705FL5021

Significant Deficiency
Questioned Costs — $253.78
Report No. 2008-141, Finding No. FA 07-058

FDOH procedures were not adequate to ensure that Children’s Medical Services
(CMS) payments were accurate and made on behalf of eligible individuals.

OMB Circular A-87, Attachment A, Section C, Basic Guidelines

FDOH receives SCHIP funds through the Florida Agency for Health Care
Administration (FAHCA) for the provision of services to eligible children with
special health care needs. Providers of CMS services are generally paid based
on Medicaid reimbursement rates established by FAHCA. The FDOH Case
Management Data System (CMDS) determines the reimbursement amount to be
paid to the provider. In this system, the reimbursements are determined based on
a table of Medicaid reimbursement rates by fee code number.

We tested 40 expenditure transactions, 30 of which related to CMS payments.
We noted two instances in which CMS payments to the providers were not proper.
In one instance, $70 was paid for medical services for an individual ineligible for
SCHIP. In the other instance, a provider was paid at an enhanced Medicaid
reimbursement rate for medical services although the provider was not eligible for
the increased rate. The excess reimbursement to this provider totaled $183.78
during the 2007-08 fiscal year.

In regard to the ineligible client, the medical services provided were coded
incorrectly in the CMDS causing the SCHIP to be charged in error.

In regard to the payment of the incorrect reimbursement rate, the physician
practice was coded with the specialty code in the FDOH CMDS that allowed the
enhanced Medicaid reimbursement rate. However, the particular physician
providing the service was not eligible for the enhanced Medicaid reimbursement
rate. The payment to the provider was based on the specialty code for the
physician practice rather than physician providing the service.

Improper payments for medical services were made.

We recommend that FDOH CMS enhance procedures to ensure that payments
are for services to SCHIP-eligible clients and in the correct amount.

Concur. CMS has submitted a Legislative Budget Request for FY 2009-2010 to
develop an automated solution to increase accuracy in the SCHIP client
payments.

Each CMS Area Office is responsible for identifying provider's status in order to
enter it into CMDS. Area Offices have two automated systems that are used as
reference to obtain required information without having to contact providers.
There is a lookup feature in the CMS Provider Panel system (internet based).
Area Office staff may also research provider information in the Florida Medicaid
Management Information System (FMMIS) since most physicians approved for
CMS participation are Medicaid providers.

At this time, we believe the department has exhausted all the tools possible to
improve the existing manual process. The CMDS software is at least 20 years old
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and is not capable of automated to interface with either of the two external
systems. CMS depends on the local Area Offices to research and enter this
information into CMDS.

Until such time that CMS is able to procure new business software it will continue
to rely heavily on the quality of manual processes.

CMS will continue to re-enforce the need to accurately reflect provider status in
the CMDS.

December 31, 2010

Randy Wilcox
(850) 245-4214
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State Agency Response and

Corrective Action Plan

FA 08-053
93.767
State Children’s Insurance Program (SCHIP)
Allowable Costs/Cost Principles
Florida Department of Health (FDOH)
Florida Agency for Health Care Administration (FAHCA)

05-0705FL5021

Other
Report No. 2008-141, Finding No. FA 07-057

FDOH implemented corrective actions to resolve issues noted during prior audits
regarding capitation payments charged to SCHIP; however, the cash balance for
the SCHIP capitation account remained high at June 30, 2008. We also noted
that FAHCA and FDOH were working with Federal officials to resolve related prior
audit findings.

OMB Circular A-87, Attachment A, Section C, Basic Guidelines - In determining
reasonableness of a given cost, consideration shall be given to whether the
transaction represents arms-length bargaining.

FDOH receives SCHIP funds through a capitation agreement with the Florida
Agency for Health Care Administration (FAHCA), whereby FAHCA pays FDOH a
fixed monthly rate per client enrolled in the Children’s Medical Services
component of SCHIP. In prior audits, we reported that FDOH received SCHIP
funds that exceeded FDOH costs and had accumulated a large cash balance
(residual). We also reported that a portion of the residual in the capitation account
was used for purposes that were not appropriate charges to SCHIP. (See audit
report Nos. 2005-158 and 2006-152, finding Nos. FA 04-065 and FA 05-073,
respectively.)

Our current review of FDOH activity disclosed that corrective actions had been
initiated, in part, through a decrease in the capitation rates from $518.24 to
$446.52, effective July 1, 2007; however, the balance in the SCHIP capitation
account remained high. FDOH records indicated that during the fiscal year ended
June 30, 2008, expenditures exceeded capitation revenues and the cash balance
for the SCHIP capitation account was $29.9 million as of June 30, 2008, a
decrease of $1.5 million from that reported at June 30, 2007.

In response to a demand letter dated July 2, 2008, from the U.S. Department of
Health and Human Services, Centers for Medicare and Medicaid Services (CMS),
FAHCA management indicated that $7,269,098.24 of expenditures erroneously
charged to SCHIP during the 2003-04 fiscal year would be refunded to SCHIP.

The high cash balance in the capitation account was a result of FDOH capitation
revenues exceeding capitation account expenditures in prior years because the
capitation rates were set at an amount higher than that required.

A residual balance in excess of Program needs has been accumulated.

We recommend that FAHCA and FDOH continue to monitor capitation rates to
determine whether additional reductions are needed to prevent the accumulation
of excess cash and work with CMS to promptly resolve other prior audit findings.

Florida Department of Health

FAHCA and FDOH in collaboration with the Executive office of the Governor and
the staff of the House and Senate Appropriation Committees agreed to return $7.2
million to the Federal CMS related to the previous Florida Auditor General findings
regarding the Florida appropriation of excess cash for non-SCHIP purposes.
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Steps are implemented to monitor and manage the Capitation account, current
cash balance as of December 31, 2008 reflects a total of $8,932,923.52. The
program cash balance is now less than 10% of projected annual expenditures.
This is within the authorized amount as referenced in Florida Statute
391.026(16)(a)

Completed, CMS will continue monitoring cash balances and recommend
Corrective Action Plan Premium adjustments as indicated thru the KidCare
Estimating Conference.

December 31, 2008

Randy Wilcox
(850) 245-4219

Florida Agency for Health Care Administration

The KidCare Social Services Estimating Conference is the group that reviews the
CMS capitation. DOH presents to the KidCare Social Services Estimating
Conference the Title XXI Children's Medical Services expenditure history, current
enrolliment, projected cost, projected enrollment and cash balance to reach
consensus on this information. DOH/CMS staff work with AHCA staff on
preparation of the materials used for the KidCare Social Services Estimating
Conference. AHCA provides the medical cost inflationary information used for
projecting future cost based on projected Medicaid cost forecasts. DOH/CMS
uses this information to project future cost trends. AHCA pays DOH/CMS based
on the rate set by the SSEC and as authorized in the General Appropriations Act
for each enrolled child. DOH agreed with the repayment of $7,269,098.24. A
legislative transfer of funds to support activities that were not restricted to Title XXI
activities did occur in SFY 2003/04. Such transfers did not occur before that fiscal
year or after that fiscal year.

Next KidCare Social Service Estimating Conference is scheduled for February 13
2009. The KidCare Social Services Estimating Conference is usually held at least
twice a year, in February and October.

Gail Hansen, Medicaid Services
(850) 922-7890
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FA 08-055

93.767

State Children’s Insurance Program (SCHIP)

Reporting

Florida Agency for Health Care Administration (FAHCA)

05-0705FL5021

Noncompliance and Significant Deficiency

On the March 31, 2008, CMS 21 report, FAHCA overstated collections and
understated net SCHIP expenditures by the amount of $1,040,694.24.

42 USC 1397ee(c)(5) Offset of receipts attributable to premiums and other
cost-sharing

Federal requirements provide that SCHIP expenditures be reduced by the amount
of any premiums and other cost-sharing received by the State. These premiums
are to be reported as collections on line 29 of the CMS-21 report and reduce the
total program expenditures reported. FAHCA staff incorrectly included
$1,040,694.24 in premiums collected for a State program within the $2,084,230
reported as total collections on the March 31, 2008, CMS 21 report. On the
CMS-21 report, these collections were netted against total expenditures, which
resulted in an understatement of SCHIP expenditures by the same amount.

When recording premiums for the State program in the State’s accounting system
(FLAIR), FAHCA staff incorrectly used the object code established for the SCHIP
premiums.

Inaccurate records and reports may impact the ability of FAHCA management and
the Federal grantor agency officials to properly administer the Program.

Subsequent to our audit inquiries, FAHCA staff corrected FAHCA accounting
records and correctly reported premiums on the June 30, 2008, CMS-21 report.
We recommend that FAHCA review its procedures for recording transactions in
FLAIR to ensure that premiums are appropriately coded.

We concur. Management is monitoring the FLAIR entries to ensure correct
account code information is being used.

Implemented

Paula Shirley
(850) 922-8452
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FA 08-056

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Activities Allowed or Unallowed

Florida Agency for Health Care Administration (FAHCA)

05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Noncompliance and Significant Deficiency
Questioned Costs — $4,001,108.06 (Federal Share $2,293,814.63, Federal Grant
Nos. 05-0705FL5028 $608,452.70, 05-0805FL5028 $1,685,361.93)

Internal controls were not sufficient to ensure that certain medical service claims
were paid in accordance with established Medicaid policy.

42 CFR 430 - Grants to States for Medical Assistance Programs, 42 CFR 433
Subpart C — Mechanized Claims Processing and Information Retrieval Systems,
42 CFR 447 Subpart B — Payment Methods: General Provisions

Medicaid Provider Coverage and Limitations Handbooks and Medicaid Fee
Schedules

Approximately 76,000,000 claims totaling $13.6 billion were processed for
Medicaid services during the 2007-08 fiscal year. We examined a sample of 200
claims paid by the Florida Medicaid Management Information System (FMMIS)
during the 2007-08 fiscal year and totaling $69,065.29 to determine whether the
payments were processed in accordance with established Medicaid policies and
procedures and were only for allowable activities. Our tests disclosed that 7 of the
200 claims paid did not adhere to established Medicaid policy. Six of these claims
were paid at rates that exceeded the maximum allowable rate for the service type,
resulting in a total overpayment of $135.76. The remaining claim for $190.01 was
for an unallowed service, based upon our review of the Medicaid policy.
Specifically, our review disclosed the following:

e For one claim, physician services were paid at a rate of $1 per unit of service
rather than the authorized rate of $.33 per unit of service, resulting in an
overpayment of $6.70. In another instance for the same claim, physician
services were paid at a rate of $101.12 per unit rather than the authorized rate
of $48.21 per unit of service, resulting in an overpayment of $105.82.

e For one claim, radiology services were paid at a rate of $3.68 per unit of
service rather than the authorized rate of $3.40 per unit of service, resulting in
an overpayment of $.28.

e Two capitation payments to the applicable Health Maintenance Organization
(HMO) on behalf of two Medicaid recipients were made at incorrect rates. In
both instances, the rate paid was not the correct rate for the service area
where the recipient resided. In the first instance, the rate paid was $83.23
rather than $79.99. This resulted in an overpayment of $3.24. In the second
instance, the rate paid was $107.08 rather than $106.36. This resulted in an
overpayment of $.72.

e For two claims, laboratory services were paid at incorrect rates. The rates paid
ranged from $4 to $28 per service. In the first instance, the claim payment
totaled $101 rather than the correct amount of $90.90. This represents an
overpayment of $10.10. In the second instance, the claim payment totaled $89
rather than the correct amount of $80.10. This represents an overpayment of
$8.90.

e For one claim, an outpatient hospital visit was billed as a stand-alone service.
Payment for this service is allowable only with certain other medical services.
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The claim totaled $190.01.

We also performed queries of FMMIS data for claims paid during the 2007-08
fiscal year for certain types of home health services, dental services, and
Developmental Disabilities Waiver services to determine whether unallowable
claims were paid. Total payments for the claims queried totaled $194,240,970.58
during the 2007-08 fiscal year. Our queries disclosed instances in which
payments totaling $4,000,782.29 were made for selected service types that were
not in accordance with established Medicaid policy. Specifically, we noted the
following:

e According to the Medicaid Provider Coverage and Limitations Handbook for
Home Health Services, personal care service and private duty nursing service
claims are not to be billed for less than two hours of service. Additionally these
services are required to have prior authorization for reimbursement. Our
gueries disclosed 134 claims totaling $1,251.31 for personal care services and
1,983 claims totaling $48,775.53 for private duty nursing services that were
paid for claims with less than two hours of service. Additionally, our queries
disclosed 179 claims totaling $8,985.50 for personal care services and 9,834
claims totaling $2,435,513.29 for private duty nursing services that were
reimbursed without prior authorization.

e According to the Medicaid Provider Coverage and Limitations Handbook for
the Developmental Disabilities Wavier Services Special Medical Home Care,
services are to be provided in a licensed group home and prior authorization is
required from the Florida Agency for Persons with Disabilities. Our queries
disclosed 690 claims totaling $1,505,707.66 that were paid for Special Medical
Home Care services that had a place of service code indicating Other Place of
Service rather than the service code for Group Home. Also, there was no
evidence of prior authorization for these services.

e The Medicaid Provider Coverage and Limitations Handbook for Dental
Services requires that for periodontal services, certain types of services could
not be billed on the same date of service, for the same recipient, by the same
provider. Our queries disclosed that contrary to this policy, one claim totaling
$159 for gingivectomy or gingivoplasty — four or more contiguous teeth or
bounded teeth and gingivectomy or gingivoplasty — one to three contiguous
teeth or bounded teeth were claimed together for the same date of service for
the same recipient, by the same provider. Likewise, eight claims totaling $390
for periodontal scaling and root planning — four or more teeth per quadrant and
periodontal scaling and root planning — one to three teeth per quadrant were
claimed together for the same date of service for the same recipient by the
same provider, contrary to Medicaid policy.

The specific internal control deficiencies resulting in the above-noted instances of
noncompliance were not apparent from our examination.

Absent appropriate controls, erroneous claims may be processed and paid, and
may remain undetected by FAHCA personnel.

We recommend that FAHCA ensure that appropriate electronic or manual controls
are in place and operating effectively to ensure that Medicaid claims are
accurately and properly processed by FMMIS.

The Agency Medicaid Services bureau will coordinate with the Medicaid Contract
Management bureau to ensure that appropriate modifications are made to the
FMMIS for the noted discrepancies between how FMMIS processed certain claims
and what is recorded in policy handbooks for the noted claim types.
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October 2009

Alan Strowd, Medicaid Contract Management
(850) 922-2726

Beth Kidder, Medicaid Services
(850) 488-9347
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FA 08-057

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Activities Allowed or Unallowed

Florida Agency for Health Care Administration (FAHCA)

05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Questioned Costs — $3,789,801.30 (Federal Share $2,172,415.69 - Federal Grant
Nos. 05-0705FL5028, $568,468.30; 05-0805FL5028, $1,603,947.39)

Report No. 2008-141, Finding No. FA 07-060

Overpayments made to HMO plans on behalf of deceased clients were not timely
recouped.

42 CFR 438 — Managed Care

During the 2007-08 fiscal year FAHCA paid approximately $2.6 billion in fixed
monthly payments (i.e., capitation) to HMO plans. Audit queries of the Florida
Medicaid Management Information System (FMMIS) for these payments disclosed
payments totaling $4,592,914.27 in which HMO plans were paid on behalf of
Medicaid recipients subsequent to the recipient's date of death. FAHCA
contracted with a third-party vendor to identify and recoup this type of
overpayment. Generally, this process is completed quarterly and encompasses
five years of Medicaid paid claims. In response to our audit inquiry, FAHCA staff
indicated that during the 2007-08 fiscal year, the process of identifying
overpayments was only completed for the quarter ended March 31, 2008, and
would have included claims back to 2003. Likewise, our audit queries disclosed
that the overpayments were not always timely recouped. For example, HMO
overpayments for the month of July 2007 totaled $370,696.32. However, as of
June 30, 2008, only 15 percent of the July 2007 overpayments had been
recouped by FAHCA. The balance of HMO overpayments during the 2007-08
fiscal year not recouped as of June 30, 2008, totaled $3,789,801.30.

FAHCA staff indicated that HMO overpayments were not timely recouped because
of the transition between fiscal agents that occurred July 1, 2008. FAHCA staff
also indicated that as of November 1, 2008, a new provider will perform the date
of death recoupment projects.

Erroneous capitation payments were not timely recouped.
We recommend that FAHCA timely recoup claim overpayments.

The Agency executed a new Medicaid Third Party Liability (TPL) Contract
effective November 1, 2008. Through this contract, the new Vendor, ACS State
Healthcare, LLC will conduct the Date of Death Project. The first Date of Death
Project will include a five-year review to determine claims paid after the date of
death. ACS will conduct the Date of Death Project on a regular basis, each time
reviewing five years of paid claims data in order to help ensure timely recoupment
of Medicaid funds. As the new TPL Vendor, ACS is currently in the process of
receiving and converting to its system, five years of historical claims data. ACS
will also receive updated paid claims data on a regular basis. This data is needed
in order for ACS to conduct TPL activities as well as other recovery projects such
as the Date of Death Project.

July 1, 2009

Jennifer Barrett, Medicaid Program Analysis
(850) 487-0925
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FA 08-058

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Eligibility

Florida Department of Children and Family Services (FDCFS)
05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Opinion Qualification, Material Noncompliance, Material Weakness, and
Significant Deficiency

Questioned Costs $18,191.34 (Federal Share $10,377.04) Federal Grant Nos.
05-0705FL5028, $1,184.39; 05-0805FL5028, $9,192.65)

Report No. 2008-141, Finding No. FA 07-061

In a significant number of instances, FDCFS was unable to provide sufficient
documentation to support the eligibility determinations of individuals receiving
Medicaid. FDCFS was also unable to provide documentation that certain data
exchange requests had been performed as required. Additionally, data
exchanges responses received by FDCFS were not processed timely.

42 CFR 435.913 — Case Documentation; 42 CFR 435.907 — Written Application;
42 CFR 435.916 — Periodic Redeterminations of Medicaid Eligibility; 42 CFR
435.948 — Requesting Information

FDCFS Operating Procedures (CFOP) 165-22 Public Assistance Policy Manual
Chapters 0600 Application Processing, 1400 Technical Requirements, 1800
Income, 2000 Coverage Groups, and 2400 Budgeting Income

The Florida Agency for Health Care Administration expended approximately $12
bilion on Medicaid services provided during the 2007-08 fiscal year.
Approximately $5.1 billion of this amount was based on FDCFS determinations of
client eligibility to receive Medicaid services. We reviewed 40 case records for
individuals receiving Medicaid services to determine whether the records
demonstrated that the clients met the eligibility requirements for the Program. Our
tests disclosed that for 10 cases FDCFS did not fully document the eligibility of
individuals to receive Medicaid services during the 2007-08 fiscal year.
Specifically, our review disclosed the following:

e For six individuals, FDCFS did not sufficiently document that the individuals
met the income limits associated with their respective assistance category.

» In four of these instances, a client statement was taken as verification of
self-employment income. In two of these instances, the client statement
was in the form of a work calendar prepared by the individual. In all four
instances, there was no evidence that a temporary exemption from the
verification requirements had been applied for and granted in accordance
with FDCFS policy. Medicaid services totaling $11,231.65 were provided to
these individuals during the applicable eligibility periods.

= For one instance, the client rather than the employer had completed the
Loss of Income verification form, contrary to FDCFS policy. Medicaid
services totaling $1,576.44 were provided to this individual during the
applicable eligibility period.

= For one instance, the individual initially applied for the State Children’s
Health Insurance Program (SCHIP) and was referred to FDCFS for
consideration for Medicaid services. FDCFS policy states that income
verification for such individuals will be performed through data exchange. In
this instance, state wage information had been returned through data
exchange for three consecutive quarters that indicated a higher income than
reported by the client, the consideration of which would have had an
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adverse effect on the individual's eligibility status. Medicaid services
totaling $762.62 were provided to this individual during the applicable
eligibility period.

e For two individuals, FDCFS was unable to provide complete copies of the
application submitted by the individual. In one instance, FDCFS was unable to
provide a copy of the application. In the other instance, the application
provided by FDCFS was missing pages related to income, assets, and
household size. Medicaid services totaling $1,368.13 were provided to these
individuals during the applicable eligibility period.

e For one individual, FDCFS case records did not document United States
citizen or qualified noncitizen citizenship status. Medicaid services totaling
$927.65 were provided to this individual during the 2007-08 fiscal year.
Subsequent to audit inquiry, FDCFS provided evidence of qualifying citizenship
status.

e For one individual, FDCFS did not redetermine eligibility after the individual
had received Medicaid services for 12 months. As of June 30, 2008, Medicaid
services totaling $2,182.85 had been provided to the individual subsequent to
the close of the 12-month eligibility period.

In addition to the ten above-noted instances, FDCFS incorrectly calculated the
share of costs for one individual enrolled in a Medically Needy assistance
category. In this instance, an incorrect income amount was used in the calculation
of the individual's share of costs. This resulted in $142 of Medicaid services
charged to the Medicaid Program rather than to the individual.

Data Exchange. Federal regulations require FDCFS to verify certain eligibility
information through electronic data exchange with other State and Federal
agencies. One of the data exchange requirements is that earned income shown
for individuals by FDCFS eligibility records must be compared with State wage
information at least quarterly. FDCFS has also established time frames of 10 or
45 days, depending upon the type of data exchange, for processing the
information returned by data exchange procedures. Our review of 40 case
records for individuals receiving Medicaid services disclosed that:

e For 30 cases, FDCFS did not retain documentation evidencing that state wage
information had been requested at least quarterly. In connection with this
matter, we noted that the FDCFS had not negotiated an agreement with the
Florida Department of Revenue (FDOR) for the provision of State wage
information at the needed intervals. Such an agreement may better ensure the
timely availability of State wage information.

e For 15 cases, FDCFS did not process data exchange responses received by
FDCFS within the established time frames. For example, one data exchange
that should have been reviewed within 45 days after receiving the response on
January 31, 2008, had not been reviewed as of the date of our examination
222 days later. The untimely processing of data exchange responses is also
disclosed in finding No. 3 of audit report No. 2008-197.

Causes for the failure to document client eligibility were not apparent from FDCFS
records or our inquiries with FDCFS management and staff.

In response to audit inquiry, FDCFS staff indicated that documentation evidencing
that certain data exchanges had been requested was not retained because of
FDCFS archiving policy. FDCFS staff indicated that archived data exchange
requests were not restorable. FDCFS further indicated that, in response to our
prior audit, it is redesigning the archive retrieval process. In response to audit
inquiry during the audit field work for audit report No. 2008-197, FDCFS
management indicated that a large volume of unprocessed overdue data
exchange responses existed because of an insufficient number of staff.
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Medicaid services may have been provided to individuals for whom Medicaid
eligibility was not determined. Additionally, failure to appropriately use data
exchange information may preclude FDCFS from identifying changes in client
eligibility status.

We recommend that FDCFS enhance staff compliance with procedures
established to ensure that eligibility is fully documented. We also recommend that
FDCFS enter into an agreement with FDOR for the provision of wage information
at the required time frames. In addition, we recommend that FDCFS process data
exchange responses and any related eligibility status adjustments within the
established time frames.

1. Of the six cases that were cited for insufficient documentation of income, four
cases contained self-employment income.

a. In the two cases that had self-employment income verified by work calendars,
which is acceptable per Automated Community Connections to Economic
Self-Sufficiency (ACCESS) policy, there was no documentation that a temporary
exemption was granted. ACCESS will revise its policy manual to include an
expanded definition of business records and to exclude the need to gain a
temporary exemption to align with current business practices.

b. The six cases will be referred to benefit recovery. The regions will be asked
to do in-service training on verification of self-employment income.

2a. In the one instance that an application was not provided, the local service
center will be asked to reconstruct the case.

b. The one case cited for an incomplete application was missing pages related
to income, assets, and household size. The application met the minimum
acceptable criteria for a complete application per ACCESS policy; however, this
was a paper application and it is unclear if the missing pages were submitted by
the client.  Any missing information was obtained during the eligibility
determination process. A policy reminder will be issued to staff to scan paper
applications in their entirety, as submitted by the client.

3. One case was cited for failure to document qualified noncitizen status. As the
original documentation was not available in the ACCESS scanned imaging
system, a copy dated subsequent to the audit inquiry was provided to support the
qualified noncitizen status as reflected in the electronic record. The copy was
obtained from the Systematic Alien Verification for Entitlements (SAVE) system,
which does not retain a history of initial verification requests.

In 2008, a memo was distributed to staff reminding them of the importance of
obtaining U.S. Citizenship and Immigration Service (USCIS) documentation and
using Systematic Alien Verification for Entitlements (SAVE) to verify qualified
noncitizen status.

4. A child under age six received more than 12 months of Medicaid without a
review of eligibility. There was no change in the eligibility, even though a review
should have been done in 12/2007. An overpayment did not occur. Staff will be
reminded to complete eligibility reviews at the prescribed intervals.

5. In one case, the share of cost was calculated incorrectly. A referral to benefit
recovery will be made.

6. This is a repeat finding. As a corrective action for the original finding, the
ACCESS program office requested a system enhancement to improve the
availability and manner in which archived data exchange requests are retrieved.
In October 2008, a work order was completed to develop a procedure to store and
retrieve triggers posted on the data exchange requests screen.

The Department verified with the Agency for Workforce Innovation (AWI) that a
separate agreement to cover this type of data exchange is not needed. The
Department retained authority to have on-line access privileges to unemployment
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compensation data and unemployment tax (UT) data because of the Interagency
Agreement with AWI. Though the UT data is now maintained on the FDOR's
System for Unified Taxation (SUNTAX), a separate SUNTAX agreement with
FDOR is not required.

7. The Department agrees staff need to timely review data exchange alerts and
process any changes related to the information provided. Staff shortages and an
increase in workload have contributed to this issue. The Department is in the
process of authorizing overtime for ACCESS staff. ACCESS staff will be provided
a reminder to process alerts timely.

1. July 1, 2009
July 1, 2009
July 1, 2009
July 1, 2009
March 1, 2009
N/A

May 1, 2009

N o g wD

Florence Love (Items 1-5, 7)
(850) 413-6790

Carol Miller
(850) 922-3887

Kara O'Brien (Item 6)
(850) 410-3326

-128-



MARCH 2009

REPORT NO. 2009-144

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and

Corrective Action Plan

FA 08-059

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Special Tests and Provisions — Provider Eligibility

Florida Agency for Health Care Administration (FAHCA)

05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Noncompliance and Significant Deficiency
Questioned Costs — $3,522,776.21 (Federal Share $2,012,202.01 — Federal Grant
Nos. 05-0705FL028, $310,797.49; 05-0805FL5028, $1,701,404.52)

FAHCA procedures were not sufficient to ensure that Medicaid providers receiving
payments had a current provider agreement in effect.

42 CFR 431.107 — Required Provider Agreement

Florida Medicaid Provider General Handbook, Section 2 — Requires both
institutional and noninstitutional providers enrolled in the Medicaid program to
submit a signed and dated Provider Agreement.

Approximately 43,000 providers, excluding Health Maintenance Organizations and
other capitation payment plans, received Medicaid payments during the 2007-08
fiscal year. FAHCA contracted with a fiscal agent to provide the Florida Medicaid
Management Information System (FMMIS) that processed Medicaid claims
submitted by providers. The Medicaid fiscal agent also was responsible for
enrolling providers in the Medicaid Program and ensuring that all provider files
were complete. Among the documentation required to be submitted by the
provider was a Medicaid Provider Agreement, for a three-year term for an
institutional provider and a five or ten-year term for a noninstitutional provider.
The Medicaid Provider Agreements specify, among other things, that only a
person or entity with a provider agreement in effect can receive payments. The
Agreement also states that services performed must have actually been
performed for an eligible Medicaid recipient and must have been medically
necessary.

We reviewed documentation for 40 providers enrolled in the Medicaid Program
and that received payments during the 2007-08 fiscal year to determine whether
the provider met the eligibility requirements. Our review disclosed that the
Provider Agreement on file with FAHCA for eight providers had expired. The
expiration dates for these Provider Agreements ranged from December 31, 2004,
to April 15, 2008. Payments made to these eight providers totaled $3,522,776.21
for the period of time during the 2007-08 fiscal year after the Provider Agreement
had expired.

FAHCA staff indicated that renewed Provider Agreements were not obtained
because of delays in changing to a new fiscal agent. FAHCA management
indicated that there was a 12-month delay in the start of the new fiscal agent in
July 2008, during which time some provider agreements may have expired.

Failure to ensure that current Provider Agreements are in effect with Medicaid
providers could preclude FAHCA from demonstrating provider eligibility and
enforcing the provisions of applicable laws, rules, and regulations.

We recommend that FAHCA improve its monitoring of the fiscal agent to ensure
that provider files contain current information.

As noted by the Agency, there were unanticipated delays regarding the
re-enrollment processes, out of control of the Agency. Procedures are already in
place and effective regarding the re-enrollment procedures. The Agency will
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ensure the re-enrollment processes are initiated in a timely manner.

October 2009

Alan Strowd, Medicaid Contract Management

(850) 922-2726

Shawn McCauley, Medicaid Contract Management

(850) 922-2726

-130-



MARCH 2009

REPORT NO. 2009-144

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

FA 08-060

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Special Tests and Provisions - Provider Health and Safety Standards
Florida Agency for Health Care Administration (FAHCA)

05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Noncompliance and Significant Deficiency

FAHCA procedures were not sufficient to ensure that facilities receiving Medicaid
payments met the required health and safety standards.

42 CFR 431.610(c) — Relations with standard-setting and survey agencies

Florida Medicaid State Plan Section 4.11 - Designates FAHCA as the agency
having authority to establish and maintain health and nonhealth related standards
for private or public institutions that provide services to Medicaid recipients.

FAHCA Division of Health Quality Assurance Licensure and Certification Standard
Operating Procedures, Section 6-7 - Establishes time frames for the completion of
Life Safety Surveys. Hospitals, nursing homes, and intermediate care facilities for
the developmentally disabled (ICF-DD) are to receive a Life Safety Survey on an
annual basis, with new Life Safety Surveys conducted within 9 to 15 months of the
exit date of the last survey.

During the 2007-08 fiscal year, Medicaid payments to hospitals, nursing homes,
and ICF-DDs, all of which were required to have an annual Life Safety survey,
totaled approximately $6.5 billion. We reviewed documentation for 17 facilities to
determine whether FAHCA retained documentation evidencing that the facilities
met the required health and safety standards. We noted that for five hospitals,
FAHCA could not provide documentation evidencing that the hospitals had
received an annual Life Safety Survey within 9 to 15 months of the last survey. In
four of these instances, the Life Safety Surveys were completed from 1 to 14
months late. FAHCA made Medicaid payments totaling $128,699,654.75 to the 4
hospitals for the period of time during the 2007-08 fiscal year in which the
hospitals did not have a current Life Safety Survey certification. In the remaining
instance, the survey should have been completed by June 2008, but had not been
completed as of August 11, 2008. No payments were made to the hospital during
this period.

FAHCA indicated that the Bureau of Plans and Construction is responsible for
scheduling and completing the Life Safety Surveys. FAHCA also indicated that
the delays in conducting the Life Safety Surveys were due to staff shortages and
heavy construction workloads.

Failure to complete the required Life Safety Surveys could allow facilities to
provide Medicaid services without meeting applicable health and safety standards.

We recommend that FAHCA increase its efforts to ensure that staff conduct Life
Safety Surveys within the established time frames.

We will make the necessary rule, manpower availability and management review
changes necessary to assure that Life Safety Surveys are conducted within the
established time frames. The delay in surveying Doctors Memorial Hospital arose
from an internal miscommunication, which has since been resolved. The Office of
Plans and Construction performs fire life safety surveys annually on this hospital
except in the years when the area office provides the survey as part of the
certification process. The survey dates for the other four facilities were delayed by
manpower shortages. The Agency will address this problem through a
combination of rule revisions which will include the use of Joint Commission on
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Accreditation of Healthcare Organizations (JCAHO) accreditation surveys every
third year. We will modify the rule in Florida Administrative Code (FAC) 59A-3 to
accept JCAHO accreditation surveys every third year in lieu of the annual state
licensure survey. Additionally, modifying the rule in FAC 59A-5 to allow
ambulatory surgery centers to skip the year subsequent to the one in which they
receive a deficiency-free survey on the first visit will free up man-hours to focus on
the timely completion of required surveys of the remaining facilities. Management
will improve its scheduling and review of these surveys to ensure they are
conducted within the appropriate timeframes.

07/31/09

Skip Gregory
(850) 487-0713
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FA 08-061

93.775, 93.776, 93.777, 93.778

Medicaid Cluster

Special Tests and Provisions — Inpatient Hospital and Long-Term Care Facility
Audits

Florida Agency for Health Care Administration (FAHCA)

05-0705FL5028 (Federal 2006-07); 05-0805FL5028 (Federal 2007-08)

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-062

FAHCA had not developed policies and procedures to provide for the timely
review and release of cost report audits of Intermediate Care Facilities for the
Developmentally Disabled (ICF-DD) and nursing homes. The cost report audits
are performed to ensure that the institutions were paid at the appropriate rate.

42 CFR 447.253(g) — Audit Requirements

Payments for inpatient hospital services and long-term care facility services are
based on approved cost-based rates. To ensure the accuracy of those rates,
periodic audits of the supporting financial and statistical records of participating
providers are required. FAHCA contracted with certified public accounting (CPA)
firms to perform the periodic ICF-DD and nursing home cost report audits.
FAHCA staff were to review the audited cost reports and working papers prior to
releasing the audit reports.

Our audit disclosed that FAHCA had not developed policies and procedures to
ensure the timely review and release of ICF-DD and nursing home cost report
audits. Specifically, FAHCA had not established a methodology for the selection
of facilities to be audited or time frames within which the audits should be
conducted, reviewed, and released. We noted that the year in which a facility’s
audit was scheduled was oftentimes from one to three years after the fiscal year
selected for examination. Additionally, FAHCA's practice of reviewing the
supporting working papers for each CPA audit report may have impeded the
timely issuance of the audit reports.

As indicated by the following information, FAHCA's practices were not effective for
ensuring the timely performance and issuance of cost report audits:

e Of the 23 ICF-DD audit reports released during the 2007-08 fiscal year, 8 were
selected during the 2003-04 fiscal year, 11 during the 2004-05 fiscal year, and
4 during the 2005-06 fiscal year. None of the 14 ICF-DDs selected for audit in
the 2006-07 fiscal year had been released as of June 30, 2008. For the
ICF-DD audits released during the 2007-08 fiscal year, the average length of
time to complete and release an ICF-DD audit report, from the year selected to
the year released, was approximately 3.2 years.

e As of October 28, 2008, none of the 19 audits resulting in disclaimers of
opinion on the ICF-DD cost reports for the 2003-04 and 2004-05 fiscal years
had been released, nor had the issues been resolved through other means.
(See audit report No. 2008-141, finding No. FA 07-062.) FAHCA staff
indicated that they were performing additional work to resolve the reported
disclaimers of opinion.

e Of the 73 nursing home audit reports released during the 2007-08 fiscal year, 4
were selected for audit during the 2003-04 fiscal year, 9 during the 2004-05
fiscal year, 51 during the 2005-06 fiscal year, and 9 during the 2006-07 fiscal
year. For the nursing home audits released during the 2007-08 fiscal year, the
average length of time to complete and release a nursing home audit report,
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from the year selected to the year released, was approximately 2.1 years.

e The number of nursing homes selected for audit had decreased from 210
during the 2005-06 fiscal year to 125 in the 2006-07 fiscal year, a reduction of
40 percent. Decreasing the number of audits conducted annually will lengthen,
on average, the time between when a nursing home is paid and FAHCA’s
determination of the appropriate rate.

FAHCA staff indicated that the reasons for the delay in releasing ICF-DD and
nursing home audit reports may be the result of staff working on other tasks, such
as cost report audit appeals scheduled with the Division of Administrative
Hearings or management requests. FAHCA staff also indicated that they rely on
professional judgment to govern the scheduling, review, and release of nursing
home and ICF-DD audit reports.

Failure to timely release the ICF-DD and nursing home audit reports reduces the
effectiveness of efforts to ensure that these facilities are reimbursed at the
appropriate rate and limits FAHCA's ability to timely apply rate adjustments, if
necessary.

We recommend that FAHCA develop policies and procedures to assist in the
scheduling and release of nursing home and ICF-DD audit reports, including time
frames for the timely release of the audit reports. We also recommend that
FAHCA implement a quality assurance review process in which FAHCA staff
review the supporting working papers for a sample of CPA audit reports in lieu of
the current practice of reviewing the working papers for all audit reports.

The Agency acknowledges the amount of time the review process of Medicaid
nursing home and ICFD-DD audits takes and is taking steps to maintain maximum
staffing levels in order to provide the needed oversight in this process. In addition,
the Agency is requesting an additional audit analyst position through the
Legislative Budget Request process. The additional analyst would help increase
the ability to issue audits in a timelier manner and maintain the quality of the audit
oversight.

The Agency has established a system to audit Medicaid nursing home and
ICF-DD cost reports. The Agency selects cost reports based on risk criteria to be
audited and outsources the audit fieldwork through contract with independent CPA
firms. The Agency maintains the quality assurance of the audits through the
review process of all audit working papers to determine whether the contract audit
firm:

e Completed the examination program,

e Has performed and documented sufficient work to support the proposed
adjustments,

e Produced a report that includes all the proposed adjustments based on the
work,

o Applied appropriate program knowledge, and
e Has consistently applied Agency policy.

The purpose of the audits is to determine whether the costs included in the cost
reports are Medicaid allowable and supported. These costs are used to determine
the Medicaid per diem rate for each audited provider. The significance of
maintaining a rigorous quality assurance role is important as audit results are used
to determine any necessary rate changes for the nursing home and ICF-DD
providers. These rate changes are used to determine possible overpayments that
are recouped from the provider.

The Agency has determined cost reports to be potentially subject to manipulation
and has made a commitment to provide a rigorous level of oversight to ensure a
high degree of accuracy for these audits. Recent audits have shown that
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providers are including increasingly complex financial transactions that have to be
tracked through to conclusion and appropriate adjustments proposed. The
complexity of the audits has significantly increased the Agency’s review time, as
the evaluation process is systematic and careful to properly address the number
of issues. The significant dollar value of these adjustments to the Medicaid
program warrants that the Agency have the ability to identify and follow the
complex transactions.

As the audits represent Agency action, each cost report audit issued has appeal
rights under Section 120.57, Florida Statutes. The appeals are defended by the
same Agency analysts that perform the audit reviews, as they are the most
conversant about the issues that have been uncovered during the review process.
The Agency’s thorough review of the issues and adjustments are critical for the
ability to defend those adjustments. Without appropriate review of all audits, the
Agency is at risk to miss adjustments that may determine additional overpayments
to the providers.

The Agency has determined that it is at least nine months after assignment to the
audit firm before the working papers are submitted to the Agency for review. This
time may be much longer if issues develop at the audit firm level that need to be
brought to conclusion, before the audit can be submitted to the Agency for review.

Audit reviews are generally handled on a first-in-first-out basis and are usually
completed within six months to nine months. The review time may also vary along
with the complexities of the audit transactions and the number of audits from a like
chain.

Should the provider decide to appeal the issued audit, the provider has the option
of attempting to settle the issues or moving the issue to the Division of
Administrative Hearings for a legal hearing. Either of these courses of action
requires the audit analyst to incorporate this work in with the other audits
submitted for review. If an audit appeal does go to hearing, the timing of any other
assigned work is changed to meet the requirements of the hearing process. The
appeal process usually takes at least a year. The many unknowns presented
throughout this process make developing and keeping a timeline for issuing audits
difficult.

A reduction of the review process through review of a sample of the reports in
order to improve the timing of the issuance of the audit reports increases the risk
the Agency may not identify the potential provider overpayments and reduce the
ability to defend underdeveloped or overlooked audit adjustments. This reduced
review process may also allow for the inconsistent application of Agency policy
that might hinder or set precedent in defending the Agency’s position during an
administrative hearing or settlement process.

The importance of issuing audits in a timelier manner is acknowledged. However,
the importance of having defendable audits with well developed issues that may
reveal significant overpayments cannot be overlooked when it is the Agency’s
responsibility to ensure accountability in this process. The reduction in review
process does not take away the provider's Chapter 120 rights to appeal the audit
adjustments and may potentially require more time for the audit analyst to handle
the appeals.

The Agency acknowledges that reducing the level of oversight for these audits to
require a sample review of supporting working papers for CPA audit reports rather
than a review of working papers for all audit reports may increase the number of
audits issued in any given period. However, the provider has appeal rights under
Chapter 120.57, Florida Statutes, upon issuance of the report. Issuing reports
through a sample review of the working papers will not reduce, and may
potentially increase, the amount of time required to defend these audits in the
appeal process. Additional adjustments that may be added during the review
process would be a lost opportunity for audits not reviewed. The Agency believes
it is more prudent to ensure the accuracy of the reports due to the significant
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amount of overpayments this process produces.

Lisa Milton, Medicaid Program Analysis

(850) 487 1242
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Finding Number
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Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

FA 08-062

93.889

National Bioterrorism Hospital Preparedness Program
Allowable Costs/Cost Principles

Florida Department of Health (FDOH)

5U90TP417006-08, U90/CCU417006-07-7, 6U3RHS007570-01-02,
1U3REP070010-01-00

Noncompliance

Questioned Costs — $32,210.23

Contrary to Federal requirements, FDOH did not always maintain records to
support salary and benefits charged to the Program. Additionally, FDOH charged
a portion of the salary of one contract employee to the Program when the
employee’s job duties were related to another program.

OMB Circular A-87 Attachment B, Section 8.h., Support of Salaries and Wages

FDOH records indicated that during the 2007-08 fiscal year, expenditures for the
Program totaled $26,558,224.23. These expenditures included $565,470.55 in
salary and benefit costs for FDOH employees and $1,086,398.02 for payments to
contractors for contract employees.

We tested 40 expenditures charged to the Program during the 2007-08 fiscal year.
Of these expenditures, four were salary payments and three were payments to
contractors for contract employees to administer FDOH grant activities. As
described below, our test disclosed discrepancies in salary charges in three
instances.

e For one FDOH employee, salary and benefits were allocated and charged to
multiple programs; however, FDOH did not maintain time and effort records to
support the allocation of the employee’s salary and benefits costs totaling
$16,114.75 to several Federal programs. Salary and benefits costs for this
employee for the period June 15, 2007, through August 30, 2007, were
charged to the Program (Federal Grant Nos. 6U3RHS007570-01-02,
$5,373.88; 1TUSREP070010-01-00, $721.35), as well as, to CFDA No. 93.069
Public  Health Emergency Preparedness (Federal Grant No.
5U90TP417006-08, $1,082.04) and CFDA No. 93.283 Center for Disease
Control and Prevention - Investigations and Technical Assistance (Federal
Grant No. U90/CCU417006-07-7, $8,937.48).

e Salary costs attributable to one contract employee for two months totaling
$9,426.08 was charged to the Program; however, a certification was not on
file to evidence that the employee worked solely on the Program. (Federal
Grant No. 6U3RHS007570-01-02) Subsequent to our inquiry, a certification
was obtained for this employee.

e A portion of one contract employee’s salary for two months totaling $6,669.40
was charged to the Program when the employee’s job duties were related 100
percent to CFDA No. 93.283, Center for Disease Control and Prevention -
Investigations and Technical Assistance. (Federal Grant No.
6U3RHS007570-01-02)

FDOH staff indicated that they did not require 100-percent timekeeping for
employees who worked in multiple activities until August 15, 2007, when FDOH
policy DOHP 57-03-07 Bureau of Revenue Management Time Keeping
Requirements for Federal Programs was implemented.

A certification was not obtained for the contract employee who worked solely on
the program apparently due to an oversight.
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FDOH staff indicated that the contract employee’s salary charged to the Program
when the employee’s job duties were related to another program resulted from an
error on the applicable purchase order.

The Program was charged costs that were not substantiated by appropriate
records or costs for activities that did not benefit the Program.

We recommend that FDOH maintain time and effort records or payroll
certifications as appropriate for all employees that work on Federal programs. We
also recommend that FDOH restore to the Program, funds inappropriately charged
for the contract employee who did not work on that Program.

DOHP 57-03-07 Bureau of Revenue Management Time Keeping Requirements
for Federal Programs has been implemented for all employees working on Federal
programs. Additionally, a Direct Order for one employee’s salary was set up
incorrectly causing a portion of an employee’s salary to be charged to the
incorrect federal grant. The office of Public Health Preparedness will work with
DHHS to restore funds inappropriately charged to the incorrect program.

1. Implement DOHP 57-03-07 Time Keeping Requirement for Federal Programs.

2. The Office of Public Health Preparedness will contact DHHS to determine
whether funds charged to the incorrect program can be repaid from correct current
grant year program since services were directly related to the grant. The
Department will adhere to the final decision produced by the grantor agency.

1. Completed; 2. March 31, 2009

Victor Johnson
(850) 245-4444, Ext. 4346
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FA 08-063

93.889

National Bioterrorism Hospital Preparedness Program
Period of Availability of Federal Funds

Florida Department of Health (FDOH)

6U3RHS007570-01-02

Noncompliance
Questioned Costs — $9,449.20

FDOH charged the Federal grant award for obligations incurred prior to the grant
award period.

45 CFR 92.23, Period of availability of funds

FDOH charged $9,449.20 to the Federal grant award for the period
September 1, 2006, through August 31, 2008, for expenditures incurred prior to
the funding period. The expenditures were incurred during the 2004-05 Federal
fiscal year.

During grant close-out procedures in August 2007, FDOH staff discovered that a
vendor had not been paid. FDOH staff indicated that the vendor never notified
FDOH that the invoices had not been paid.

Expenditures incurred prior to the grant’'s funding period may be subject to
disallowance by USDHHS.

As this is an isolated instance, we recommend that FDOH consult with the Federal
grantor agency as to resolution of this matter.

Although the period of availability for these funds ended, the funds were used for
goods and/or services relating to the grant and should have been paid.

FDOH will implement a year end federal award review process that ensures
encumbrances for a given award period are fully expended within that award
period.

FDOH will consult with Department of Health and Human Services on process to
request approval for charging federal grant expenditures which occurred in a prior
period to a current period award. FDOH will document process for future should
this isolated instance occur.

March 31, 2009

Victor Johnson
(850) 245-4444, Ext. 4346
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State Agency Response and
Corrective Action Plan

FA 08-064

93.917

HIV Care Formula Grants (HIV Grants)
Allowable Costs/Cost Principles

Florida Department of Health (FDOH)

6 X07HA00057-17-05 2008 and 2 X07HA00057-18-00 2009

Noncompliance and Significant Deficiency
Questioned Costs — $78,146.34 ($77,388.48 Federal; $757.86 State Match)
Report No. 2008-141, Finding No. FA 07-063

FDOH had established procedures to document employee time and effort as a
basis for allocating salaries and benefits to multiple Federal programs or cost
objectives. However, the procedures were not consistently applied to pharmacy
employees, nor was an approved alternative method implemented for such
employees.

OMB Circular A-87 Attachment B, Section 8.h., Support of Salaries and Wages

We examined 40 HIV Grants and State matching expenditures, 19 of which were
salary payments. Two of the 19 salary payments tested pertained to one
pharmacy employee whose salary and benefits were allocated to multiple cost
objectives during the 2007-08 fiscal year. We noted that FDOH did not have time
and effort records for the employee, nor did FDOH maintain an approved
alternative regulatory compliant personnel activity report or other documentation to
support the salary allocation for this employee. FDOH charged salary and
benefits totaling $14,450 for this employee to HIV Grants during the 2007-08 fiscal
year. (Federal Grant Nos. 6 X07HA00057-17-05, $10,370.25;
2 X07HA00057-18-00, $4,079.75)

We identified six additional pharmacy employees whose salaries and benefits
were allocated to HIV Grants and other cost objectives during the 2007-08 fiscal
year. FDOH could not provide documentation to support the salary allocations for
five of these employees. FDOH charged salary and benefits totaling $63,696.34
for these five employees to HIV Grants during the 2007-08 fiscal year. (Federal
Grant Nos. 6 X07HA00057-17-05, $49,241.33; 2 X07HA00057-18-00, $13,697.15;
and State Match, $757.86)

In the instance identified in our sample, FDOH staff indicated that time and effort
reporting was not considered to be a viable method for allocating the pharmacy
employee’s salary. The employee’s supervisor estimated an amount based on his
observation of the time the employee spent to dispense prescriptions for the AIDS
Drug Assistance Program. In the other instances identified, FDOH timekeeping
procedures were not followed.

Absent the time and effort records required by OMB Circular A-87, FDOH had not
fully substantiated the salary costs charged to HIV Grants.

We recommend that FDOH maintain time and effort records as required by OMB
Circular A-87 or if deemed appropriate, seek USDHHS approval for an alternative
method.

FDOH will continue to maintain time and effort records as required by OMB
Circular A-87 or if deemed appropriate, seek USDHHS approval for an alternative
method.

The Bureau of HIV/AIDS will contact the pharmacy on a quarterly basis to confirm
that staff partially funded by the Ryan White grant are completing timesheets to
document the amount of time spent on Ryan White related activities.
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On-going

Sherry Riley
(850) 245-4420
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FA 08-065

93.917

HIV Care Formula Grants

Eligibility

Florida Department of Health (FDOH)
2 X07HA00057-18-00 2009

Noncompliance
Questioned Costs — $2,152.83
Report No. 2008-141, Finding No. FA 07-064

As reported on the Summary Schedule of Prior Audit Findings, FDOH conducted
technical assistance training and revised training materials to improve efforts to
maintain adequate documentation of client eligibility. However, our tests disclosed
one instance where client income documentation could not be provided.

42 USC 300ff-26(b) Provision of Treatment — Eligible Individuals; 42 USC
300ff-27(b) State Application — Description of Intended Uses and Agreements;
Determining Eligibility Staff Procedures Manual

During the 2007-08 fiscal year, FDOH expended $79,332,452.34 in AIDS Drug
Assistance Program (ADAP) funds to purchase drugs for subsequent distribution
to eligible clients. We reviewed records for 40 clients receiving AIDS Drug
Assistance Program (ADAP) assistance that were enrolled or reenrolled in the
Program during the 2007-08 fiscal year. For 1 of the 40 clients, FDOH did not
have adequate documentation to support eligibility to receive ADAP benefits.
Specifically, FDOH could not provide adequate income documentation, such as
pay stubs or self-declaration for the May 2008 re-enroliment period. This client
received drug benefits valued at $2,152.83 in May and June 2008.

The above-noted instance occurred during a transition period in which a County
Health Department assisted a subcontractor as it began providing core eligibility
determinations for the Program.

Drug benefits were provided to a client who may not have met the income
eligibility requirement.

We recommend that FDOH continue its efforts to obtain and properly maintain
documentation for eligibility determinations.

FDOH will continue to provide regular training venues and technical assistance
concerning client eligibility determinations.

The Bureau of HIV/AIDS will continue to conduct eligibility training and distribute
the eligibility manual to staff on a routine bases. Bureau staff will also provide
specific technical assistance to individual field staff as needed or requested.

On-going

Sherry Riley
(850) 245-4420
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FA 08-066

Various (See Condition)

Various (See Condition)

Procurement and Suspension and Debarment
Florida Department of Community Affairs (FDCA)

Various

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-067

Significant deficiencies regarding the verification of vendors had not been
corrected.

44 CFR 13.35, Subawards to debarred and suspended parties

2 CFR 180.320, provides that non-Federal entities are prohibited from contracting
with or making subawards under covered transactions to parties that are
suspended or debarred or whose principals are suspended or debarred.

FDCA management indicated in its Summary Schedule of Prior Audit Findings
that procedures were in place to ensure that all vendors were checked against the
Excluded Parties List System (EPLS) as of June 30, 2008, and certifications were
obtained from the vendors for contractual services contracts; however, the
procedures had not been added to FDCA's Policies and Procedures. Applicable
procurements for the 2007-08 fiscal year totaled approximately $51.3 million for
the Homeland Security Cluster (CFDA Nos. 97.004 and 97.067), Disaster Grants
— Public Assistance (Presidentially Declared Disasters) (CFDA No. 97.036), and
the Hazard Mitigation Grant (CFDA No. 97.039).

Our review of four Federal procurement transactions totaling $18.7 million
disclosed one transaction totaling $2,647,239.20 for which there was no
documented verification against EPLS or certification obtained from the vendor.
Although our review on October 2, 2008, disclosed that this vendor was not on
EPLS, the potential for not detecting excluded vendors continued to exist during
the 2007-08 fiscal year.

Additionally, we noted that while FDCA's procedures related to procurements
handled through MyFloridaMarketPlace (MFMP) required the vendor name to be
checked against EPLS, the procedures did not require FDCA staff to check EPLS
for the principals’ names. Approximately $17.4 million of the $51.3 million in
2007-08 fiscal year transactions related to MFMP procurements.

FDCA management indicated that staff turnover and existing vacancies had
contributed to continued problems in implementing procedures.

Contracts for goods or services may be procured from vendors that have been
debarred or suspended, resulting in charges subject to disallowance.

We recommend that FDCA develop and implement written policies and
procedures regarding the verification of vendors and the related principals.

The Department’s procedure has been enhanced to check the following sites
when a requisition is sent for approval:

1. Excluded Parties at:
https://lwww.epls.gov/ (The required list to check the principal names of vendors)

2. Florida Dept. of State, Division of Corporations at:

http://ccfcorp.dos.state.fl.us/scripts/corofflis.exe?action=OFFFWD&action_dir=F&p
rinc_comp_name=& (This site allows us to search a vendor no matter their name,
FEID number, fictitious name, judgment lien, certification of partnership, profit,
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nonprofit, etc.

3. Convicted-Suspended List at:
http://dms.myflorida.com/business_operations/state_purchasing/vendor_informati
on/convicted_suspended_discriminatory _complaints_vendor_lists (This site is
managed by DMS and it allows us to see past or current convicted or suspended
vendors.)

Also, the following statement is now added to all requisitions: “This vendor has
been verified against the Federal Excluded Parties List System and does not
appear to be disbarred or excluded from receiving Federal contracts”.

The Purchasing Analyst will also be checking the bid and single source requests
processed through the purchasing office. The state contracts and MBE vendors
will be checked periodically. However, the vendors on state contract are managed
by DMS; DMS should notify all the purchasing offices about any changes to a
vendor or a vendor’s inclusion on the convicted or suspended list. The minority
vendors are managed by Office of Supplier Diversity (OSD) through a certification
and recertification process. OSD or DMS would expectedly advise the purchasing
office if one of these vendors were not in compliance with the necessary
qualifications. Written procedures will be developed and training will be provided
to staff for this process.

April 1, 2009

Tammie Kuhn
(850) 922-1622
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U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-067

93.568, 97.004 and 97.067, 97.036, 97.039

Low-Income Home Energy Assistance Program (LIHEAP)

Homeland Security Cluster (HSC)

Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Hazard Mitigation Grant

Reporting

Florida Department of Community Affairs (FDCA)

Various (See Condition)

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-052

FDCA did not have sufficient procedures in place to ensure that financial reports
were accurate and complete.

44 CFR 13.20(b)(1), Financial reporting; 45 CFR 96.30(a), Fiscal control and
accounting procedures

Financial status reports for the Federal programs administered by FDCA and the
Florida Division of Emergency Management (FDEM) were centrally prepared
within FDCA'’s Office of Finance and Accounting. During the 2007-08 fiscal year,
FDCA was required to prepare and submit approximately 224 financial reports for
the LIHEAP, HSC, Disaster Grants, and Hazard Mitigation Grant Programs. Our
review of FDCA'’s procedures for preparing and reviewing the required Federal
financial reports disclosed that FDCA did not have written policies and procedures
regarding the preparation of the financial reports from FDCA'’s accounting records.
Additionally, FDCA did not have procedures in place to ensure that an appropriate
level of review was conducted and documented prior to submission of required
reports. FDCA management indicated that amounts on the financial reports were
traced to the supporting worksheets; however, the only documentation of the
review was the manager’s signature on the financial report. Additionally, FDCA
had no intermediate review to verify that amounts on the supporting worksheets
agreed with applicable FDCA accounting records.

Our review of Federal financial reports submitted during the period July 1, 2007,
through June 30, 2008, disclosed errors in amounts reported as described below.

e The LIHEAP Financial Status Report submitted for the period October 2006
through  September 2007, for Grant No. 2007G992201/G992212
G-07B1FLLIEA, reported $13,865,542.67 as the Federal share of unliquidated
obligations. However, the unliquidated obligations included $524,836 in
administrative costs that were not documented as obligated. This condition
was similarly disclosed in audit report No. 2008-141, finding No. FA 07-052.

e The Disaster Grants Financial Status Report submitted for the period October
2006 through June 2007, for Grant No. FEMA-1609-DR-FL, reported Federal
funds authorized totaling $1,508,239,028.24, while actual Federal funds
authorized totaled $1,527,753,684.71, a difference of $19,514,656.47.
Subsequent to FDCA's submission of the report, FEMA personnel detected the
error and required a revised report to be submitted. According to FDCA
management, the correct amount was available on the supporting record,;
therefore, the error should have been detected during management’s review of
the report.

e The HSC Financial Status Reports for Grant No. 2006GET60023 for the period
October 2007 through December 2007 and for Grant No.2004GET40010 for
the period January 2008 through March 2008, were identified as being
prepared on the accrual basis of accounting; however, FDCA prepared the
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reports on the cash basis.

FDCA management indicated that records used to derive amounts reported on the
supporting worksheets were only reviewed in special circumstances, such as
close-outs and revisions. Contrary to financial status report instructions, FDCA
management indicated that it was FDCA practice for LIHEAP reporting to report
the remaining unobligated grant balance as obligated on the financial status report
until the final report was submitted.

The failure to provide reports that are complete, accurate, and properly supported
may limit the ability of the USDHHS and USDHS to properly administer these
Federal programs.

We recommend that FDCA establish written policies and procedures for the
preparation of financial reports. Additionally, FDCA should enhance procedures
for the review of required Federal reports by requiring proper levels of review be
conducted and documented.

The FDCA will utilize the Federal guidelines to develop written internal procedures
regarding the preparation and review of financial reports for all Federal programs.
The Grants Director will review the reports and associated documentation, and
document that review before submission to the Federal agency.

June 30, 2009

Karen Peyton
(850) 922-1646
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-068

CFDA Number 97.004, 97.067

Program Title Homeland Security Cluster

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles
State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract
Number and Grant Year
Finding Type Opinion Qualification, Material Noncompliance, Material Weakness, Significant
Deficiency
Questioned Costs — $2,957,627.57 (2004-GE-T4-0010 - $289,982.52; 2005-GE-
T5-0035 - $2,423,926.82; 2006-GE-T6-0023 - $243,718.23)

2004-GE-T4-0010, 2005-GE-T5-0035, 2006-GE-T6-0023

Finding Our review disclosed instances in which FDEM did not maintain adequate
documentation to support the appropriateness of payments to subgrantees or
adhere to its established procedures, and where FDEM reimbursed subgrantees
for expenditures incurred after the end of the contract period. We also noted that
requests for reimbursement were submitted by the subgrantees and paid by
FDEM more than 30 days from the end of the contract period without adequate
explanation, and that closeout reports did not always include all reimbursements.

Criteria OMB Circular A-87, Attachment A, Section C.l1.j., Costs must be adequately
documented; 28 CFR 66.23, Period of Availability of Funds; 28 CFR 66.40,
Monitoring and Reporting Program Performance; USDHS OGT OGO Financial
Management Guide, Period of Availability of Funds, Monitoring Project
Performance

Pursuant to the instructions included on FDEM's close-out report, the report
should be completed and submitted to FDEM no later than 60 days after the
termination date of the agreement. According to FDEM guidance, final close-out
reports should not be submitted until final payment has been made and all final
expenditures have occurred. FDEM'’s final close-out report requires the
subgrantee to summarize expenses incurred during the project and specifically
acknowledge any cost overages or underages.

FDEM's subgrantee agreement extensions provide that, generally, payments may
or may not be made by FDEM after 30 days of the end of the contract period at
the discretion of FDEM.

Condition During the 2007-08 fiscal year, FDEM made payments totaling $21,542,081.50 to
98 subgrantees, primarily local governments. FDEM required subgrantees to
submit a Reimbursement Request Form and a supporting Detail of Claims
worksheet when requesting reimbursement. Additionally, effective April 2008,
FDEM required subgrantees to submit underlying documentation, such as copies
of invoices and cancelled checks, along with the Detail of Claims. FDEM had
established procedures requiring the review and approval of all Requests for
Reimbursement prior to payment. Our test of 20 payments to subgrantees totaling
$8,547,786.45, disclosed two payments totaling $2,672,932.34 that were not
supported by Details of Claims or documentation such as copies of invoices.
Additionally, we noted FDEM made these payments 164 and 353 days after the
end of the contract period. One of the two subgrantees submitted the final
close-out report for the grant prior to receiving payments totaling $289,982.52 in
the 2007-08 fiscal year and $4,935.50 in the 2008-09 fiscal year.

We also noted that FDEM had not established procedures to review
reimbursement requests to ensure that subgrantee expenditures were incurred
during the contract period. Additionally, procedures were not in place to ensure
that payments were made within 30 days of the end of the contract period or that
the basis for FDEM'’s decision to reimburse the subgrantee for expenditures
submitted subsequent to that time was documented. Our review of 20 subgrantee
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payments included payments to 12 subgrantees whose contract periods ended
during or prior to the 2007-08 fiscal year. We reviewed FLAIR records for
payments to these 12 subgrantees and noted 7 instances in which related
payment documentation indicated that FDEM had made payments for
expenditures incurred after the end of the contract period or more than 30 days
after the end of the contract period, as described below.

e FDEM reimbursed one subgrantee $40,977 in expenditures that were incurred
five months after the end of the contract period related to at least one of three
deliverables. Additionally, the subgrantee had submitted the final close-out
report for the grant prior to receiving the reimbursement.

e For another subgrantee, the subgrantee submitted a request for
reimbursement and FDEM paid $63,352.22 141 days after the end of the
contract period, of which $19,536.46 in expenditures were incurred after the
initial agreement ended January 31, 2008, and prior to the reinstatement of the
agreement on August 11, 2008. These expenditures were incurred during the
months of February and March 2008.

o FDEM made payments totaling $180,366.01 to four subgrantees more than 30
days after the end of the contract period without documenting the reasons for
paying subgrantees for requests for reimbursement submitted more than 30
days after the end of the contract period. These payments were made from 34
to 119 days after the end of the contract period. One of the subgrantees had
submitted the final close-out report prior to receiving a payment totaling
$89,610.

In addition, while payments were not noted subsequent to the end of the contract
period, we noted another two subgrantees whose close-out reports did not include
reimbursements totaling $308,388.20.

FDEM did not follow procedures requiring itemized Details of Claims, and did not
adhere to newly established procedures requiring detailed documentation, prior to
processing reimbursement requests from subgrantees. Also, FDEM did not
perform an adequate review and approval of closeout reports upon receipt from
subgrantees.

Absent adequate documentation and review thereof, there is reduced assurance
that amounts paid from Federal program funds were used for allowable activities
and that applicable costs were necessary, reasonable, and documented in
compliance with Federal regulations and State grant requirements. Also, FDEM
cannot demonstrate the appropriateness of expenditures charged to the Program.

Payments outside the period of performance are subject to disallowance by
USDHS. Untimely requests for reimbursement and subsequent payments to
subgrantees delay FDEM's closeout of subgrant agreements and, ultimately,
Federal grants.

The usefulness of subgrantee closeout reports is diminished when the reports
contain inaccurate or incomplete information. Also, FDEM had reduced
assurance of subgrantee compliance with applicable Program requirements and
achievement of performance goals.

We recommend that FDEM enhance its review of subgrantee Requests for
Reimbursement to ensure required documentation is submitted. As part of its
review, FDEM should also ensure that expenditures are incurred during the period
of performance. We also recommend that FDEM establish guidelines to ensure
that final subgrantee Requests for Reimbursement are submitted and paid within
the timeframes established by the subgrantee contracts and that reasons for
accepting and paying subsequently received Requests are documented. We
further recommend that FDEM grant managers and program staff perform a
review of closeout reports.
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State Agency Response and The Division has hired a writer to develop and finalize Standard Operating

Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

Procedures for all aspects of the Unit including review of requests for
reimbursement, close-out reports, and status reports. On August 13, 2008 the
Domestic Preparedness Unit completed a Department of Homeland Security
Grants Management Technical Assistance delivery. Once the SOP is complete,
we will request a second delivery of the Department of Homeland Security Grants
Management Technical Assistance to ensure all new staff have the same skill sets
as those that attended the initial training session.

The SOP will be complete by June 30, 2009, the Technical Assistance Delivery is
contingent upon DHS availability.

Tina Quick
(850) 413-9974
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-069

CFDA Number 97.004, 97.067

Program Title Homeland Security Cluster

Compliance Requirement Activities Allowed or Unallowed, Cash Management
State Agency Florida Department of Community Affairs (FDCA)

Florida Division of Emergency Management (FDEM)

Federal Grant/Contract
Number and Grant Year 2005-GE-T5-0035
Finding Type Noncompliance and Significant Deficiency

Questioned Costs — $166,636.40

Finding FDEM's procedures for advancing funds to subgrantees did not appear to be
effective in minimizing the time elapsing between the disbursement of funds and
their use by the subgrantee or ensuring that advances are offset against
subsequent reimbursements. Also, FDEM had not established procedures for
monitoring interest earned by subgrantees on advances. Additionally, FDCA did
not properly code the advance payment in the State’'s accounting system, Florida
Accounting Information Resource Subsystem (FLAIR).

Criteria 28 CFR 66.20, Standards for Financial Management Systems; 28 CFR 66.21(c),
Advances; 28 CFR 66.21(i), Interest earned on advances; 28 CFR 66.37(a)(4),
Subgrants

USDHS OGT Financial Management Guide provides that the State should keep in
mind that idle funds in the hands of subrecipients will impair the goals of sound
cash management. All recipients must develop procedures for the disbursement
of funds to ensure that Federal cash on hand is kept at a minimal balance.

FDEM'’s subgrantee agreement requires subgrantees to submit budget data and a
justification for advance. Pursuant to the terms of the agreement, funds may be
advanced in an amount up to three months of cash needs.

Condition Our review of 20 FDEM payments to subgrantees during the 2007-08 fiscal year,
identified one subgrantee advance totaling $150,000 in August 2007. FDEM
records did not indicate why it was necessary to provide funding for up to 90 days
in advance of when the cash would be needed by the subgrantee. Although
FDEM had identified the payment as an advance, FDCA did not code the payment
as an advance in FLAIR. FDEM made additional payments to the subgrantee
totaling $220,339.29 during the remainder of the 2007-08 fiscal year and in the
2008-09 fiscal year. Our review of records supporting the payments indicated that
FDEM did not offset the advance against these payments. Additionally, we noted
that FDEM did not obtain appropriate supporting documentation, such as invoices,
to support $16,636.40 in costs reimbursed to the subgrantee during the 2007-08
fiscal year.

Also, we noted that FDEM had not established procedures for offsetting advances
against subsequent reimbursements, monitoring interest earned by subgrantees
on advances, and ensuring that any interest earned by the subgrantees is
promptly remitted to FDEM as required by subgrantee contract terms. FDEM had
not determined whether interest was due for the advance payment described
above.

Cause FDEM procedures for advancing funds do not address adherence to cash
management requirements.

Effect Absent adequate controls, FDEM lacks assurance that subgrantees minimize the
time elapsing between the transfer of Federal funds and their disbursement by the
subgrantee and timely submit interest earnings as required. Additionally, failure to
consider applicable cash management requirements may result in FDEM placing
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Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

excess funds with subgrantees. Without proper recording of advances in FLAIR,
FDEM and FDCA management may have a limited ability to identify advances and
ensure that they are properly offset with subsequent subgrantee expenditures.

We recommend that FDEM enhance its procedures to ensure that advances are
appropriate based on the scope and length of the period of performance and
conform to Federal cash management requirements. We also recommend that
FDEM establish procedures to ensure that advances are properly offset against
subsequent reimbursements. Additionally, FDCA should ensure that advances
are properly coded in FLAIR.

Florida Department of Community Affairs

All advance payments received in the Fiscal Management unit that meet the
state’s statutory requirements and have received an approved waiver if applicable,
will be classified as an advance upon entry into FLAIR. All payments received in
the Fiscal Management unit that are classified as an advance payment but do not
meet the designated criteria will be returned to the appropriate program office to
correct the advance classification or until waiver approval documentation is
provided. Written procedures will be developed and training will be provided to
staff for this process.

April 1, 2009

Karen Peyton
(850) 922-1646

Florida Division of Emergency Management

The Division of Emergency Management has hired a writer to further refine and
finalize the Domestic Preparedness Unit's Standard Operating Procedures (SOPs)
as well as a Standard Operating Guide for each position. The SOP will include a
section focused on Advances as well as Cash Management to ensure the Unit
and Sub-Grantees stay in compliance with State and Federal guidelines.

June 30, 2009

Tina Quick
(850) 413-9974
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-070

97.004, 97.067

Homeland Security Cluster

Allowable Costs/Cost Principles

Florida Department of Law Enforcement (FDLE)

2005-GE-T5-0035, 2006-GE-T6-0023, 2007-GE-T7-0039
Questioned Costs — $245,609.86

Contrary to the terms of its agreement with the Florida Division of Emergency
Management (FDEM), FDLE charged indirect costs to the Homeland Security
Cluster (HSC) grants.

FDLE’s agreements with FDEM provide that FDLE may charge management and
administration costs directly related to the administration of the program; however,
the agreements do not provide for the charging of indirect costs. The agreements
further identify unauthorized expenditures to include items not in accordance with
the authorized equipment list or not listed as allowable costs. Indirect costs were
not identified as allowable costs.

During the 2007-08 fiscal year, FDLE expenditures for HSC grants totaled
$16,347,604.47. Our review of FDLE expenditure records disclosed that FDLE
charged indirect costs totaling $245,609.86 to HSC grants. FDLE management, in
response to our inquiries indicated that while indirect cost is not included within
FDLE's agreements with FDEM, indirect cost is an allowable cost under
Homeland Security guidelines published by USDHS.

FDLE relied upon Homeland Security guidelines in determining the allowability of
indirect costs, rather than the terms of the agreement with FDEM.

Unauthorized costs are subject to disallowance by USDHS.

FDLE should consult with FDEM regarding the allowability of indirect costs
charged to the grants during the 2007-08 fiscal year.

The Office of Finance and Accounting is seeking clarification from FDEM
regarding the questioned costs. Action will be taken to resolve the finding.

March 2009

Teddy F. Payne
(850) 410-7165
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number

CFDA Number

Program Title
Compliance Requirement
State Agency

Federal Grant/Contract
Number and Grant Year
Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-071

97.004, 97.067

Homeland Security Cluster (HSC)

Allowable Costs/Cost Principles

Florida Department of Law Enforcement (FDLE)

2005-GE-T5-0035, 2006-GE-T6-0023, 2007-GE-T7-0039

Noncompliance and Significant Deficiency
Questioned Costs — $177,385.22

FDLE did not have procedures in place to obtain certifications required by OMB
Circular A-87 for employees working solely on the Homeland Security Cluster.

OMB Circular A-87, Attachment B, Section 8.h.(3), Support of Salaries and Wages

During the 2007-08 fiscal year, FDLE expended HSC funds totaling
$16,347,604.47, including salaries and benefits totaling $599,105.21. Our audit
disclosed that FDLE did not have procedures in place to obtain payroll
certifications for employees working solely on HSC activities. Our review of ten
FDLE administrative expenditures included salary payments for three employees
who worked solely on HSC activities. Salaries and benefits for the three
employees totaled $177,385.22. FDLE could not readily identify other employees
who worked solely on HSC activities.

FDLE staff indicated that they were unaware that payroll certifications were
required for employees working on HSC activities.

Absent the periodic certifications required by OMB Circular A-87, FDLE had not
fully substantiated the salary costs charged to HSC.

We recommend that FDLE ensure that certifications are obtained from all
employees working solely on the HSC Program.

Procedures are being developed by the Office of Finance and Accounting (OFA)
to obtain the certifications. Semiannually (April and October), OFA will conduct
reviews and obtain the certifications for members who work solely on federal grant
programs. Certifications will be retained with each federal grant award file in OFA.
OFA is finalizing certifications for the period July 1, 2007, through September
30, 2008.

February 2009

Teddy F. Payne
(850) 410-7165
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-072

97.004, 97.067

Homeland Security Cluster

Allowable Costs/Cost Principles

Florida Department of Financial Services (FDFS)

2006-GE-T6-0023

Noncompliance and Significant Deficiency
Questioned Costs — $141,737.28

FDFS made payments to subgrantees for expenditures incurred prior to the
execution of a contract.

USDHS OGT OGO Financial Management Guide, Procurement

During the 2007-08 fiscal year, the FDFS Office of the State Fire Marshall made
payments totaling $2,816,447 to subgrantees. We tested eight payments to
subgrantees totaling $690,321.09. Our audit disclosed that for one subgrantee,
FDFS reimbursed the subgrantee for expenditures totaling $141,737.28 although
the expenditures were incurred outside the contract period. These expenditures
were incurred from three to ten months prior to the start of the contract period.

In response to our inquiry, FDFS staff indicated that subrecipients of the State Fire
Marshall were allowed to pursue projects under the auspices of the FDFS contract
with the Florida Division of Emergency Management even if a contract with the
subrecipient had not been executed. According to FDFS staff, this procedure was
discontinued.

Payments made prior to the contract period may be subject to disallowance by
USDHS.

We recommend that FDFS reimburse expenditures only when incurred under a
valid contract between the subrecipient and FDFS and during the contract period.

All future contracts with Homeland Security Cluster grant subrecipients will ensure
that the effective date of the agreement coincides with the effective date of the
corresponding agreement between DEM and DFS. In addition, the Department’s
Division of Administration has revised procedures to require requests for
payments to grant recipients be submitted to the Reconciliation Unit in the Bureau
of Financial and Support Services, instead of to the Disbursements Unit as is the
case for all other requests for payment. The Reconciliation Unit then verifies that
the payment is within the contract period. After verification, it is then sent to our
Disbursements Unit for processing.

Completed

Mike Bannister
Division of State Fire Marshal
(850) 413-3611

Robert E. CIift, Inspector General
(850) 413-4960
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State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition
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State Agency Response and
Corrective Action Plan

FA 08-073

97.004, 97.067

Homeland Security Cluster

Allowable Costs/Cost Principles
Florida Department of Health (FDOH)

2006-GE-T6-0023 and 2007-GE-T7-0039

Significant Deficiency
Questioned Costs — $1,100 (Federal Grant No. 2007-GE-T7-0039)

We noted one instance in which FDOH paid for goods prior to receipt and had not
subsequently documented in the procurement records that the goods were
received. Additionally, FDOH did not ensure that items were recorded in the
property records at the correct cost.

OMB Circular A-87, Basic Guidelines; OMB Circular A-87, Attachment B,
Equipment and other capital expenditures

Florida Department of Financial Services, Rule 691-72.001, Florida Administrative
Code, defines cost as the invoice price plus freight and installation charges less
discounts.

FDOH expenditures for the Homeland Security Cluster totaled $5,747,027.87 for
the 2007-08 fiscal year. FDOH equipment purchases totaled $818,929.30. Our
examination of ten expenditures totaling $1,711,585.82 disclosed one instance
where FDOH paid $1,100 for goods that had not been received at the time of
payment. FDOH used the State’s electronic procurement system,
MyFloridaMarketPlace, to record the receipt of the goods and approve payment.
Although the receiving report in MyFloridaMarketPlace documented that the goods
had not been received, FDOH approved payment for the full amount. Subsequent
to our audit inquiry, FDOH management provided a packing slip indicating the
goods were shipped and received approximately two weeks after the vendor was
paid.

Additionally, we noted that FDOH did not record the correct values in the property
records for three of four property items included in the expenditures we examined.
The property items were recorded in the property records with values totaling
$22,307; however, FDOH excluded freight charges totaling $520.46 from the costs
of these items.

FDOH records did not indicate why it paid for goods prior to receipt. According to
FDOH management, program office staff was unable to update information in the
procurement records to reflect the subsequent receipt of the goods. FDOH
procedure was to record property based on the purchase price.

Absent documentation of receipt prior to payment, FDOH may make erroneous
payments. Additionally, FDOH did not accurately account for property purchased
with Federal funds.

We recommend that FDOH ensure that payments are made only for goods
actually received. Additionally, FDOH should record property items at the
appropriate cost in the property records.

Documentation between the program office and the Department’'s Bureau of
Finance & Accounting reflect the items in question were received. Additionally,
prior to 10/06/2008, FDOH policies did not require the reporting of freight costs in
the acquisition of costs for property records.

1. Schedule training on procedures approval and payment of good using My
Florida Marketplace.
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Estimated Corrective
Action Date

Agency Contact and
Telephone Number

2. Implement FDOH Asset Management Policy as updated on 10/6/08.
1. Completed; 2. March 31, 2009

Victor Johnson
(850) 245-4444, Ext. 4346
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-074

97.004, 97.067

Homeland Security Cluster

Matching, Level of Effort, and Earmarking

Florida Division of Emergency Management (FDEM)

2004-GE-T4-0010, 2005-GE-T5-0035, 2006-GE-T6-0023, 2007-GE-T7-0039

Significant Deficiency

FDEM did not have procedures in place to track the allocation and expenditure of
management and administrative costs of the State and local jurisdiction
subgrantees.

Homeland Security Grant Program Guidance for FY 2004, 2005, 2006, and 2007

USDHS guidance provides that 3 to 5 percent of total amounts allocated to the
State may be used for Statewide management and administrative (M&A)
purposes, depending on the Federal grant year. For Statewide purposes, 3
percent is allowed for the 2004 and 2005 Federal grant years, and 5 percent is
allowed for the 2006 and 2007 Federal grant years. In addition, for the 2005
Federal grant year, local jurisdiction subgrantees may retain and use up to 2.5
percent of their subaward from the State for local M&A purposes (3 percent for
2006 and 2007). The State may pass through a portion of the State M&A
allocation to local subgrantees in order to supplement the percentage allowed on
subgrants. However, no more than 3 percent (5 percent for 2006 and 2007) of the
total subaward may be expended by subgrantees on M&A costs.

FDEM did not have procedures in place to track the allocation and expenditure of
M&A funds at the State level and local subgrantee level to ensure compliance with
the M&A cost limitations. Although M&A costs were allocated to both FDEM and
other State agencies at the State level, there were no procedures to ensure that
total Statewide expenditures do not exceed the amounts allowed. Also, FDEM did
not track M&A expenditures for local subgrantees for funds provided by FDEM
and provided by other State agencies.

We requested documentation from FDEM regarding compliance with the M&A
cost limitation for the 2004 and 2005 grant awards, which are scheduled to expire
during the 2008-09 fiscal year. FDEM could not provide documentation of how
FDEM monitored total M&A expenditures by the State and local subgrantees to
ensure that the maximum allowable percentages for the 2004 and 2005 Federal
grant awards were not exceeded.

In response to our inquiries, FDEM management indicated that they relied on
language and the budget included in the subgrant agreements. However, our
review of the budgets included in 13 agreements with local jurisdiction
subgrantees and other State agencies, disclosed inconsistencies between the
award agreement, budget detail, and proposed budget in 6 instances. In one
case, we noted that the total allocated for M&A costs in the proposed budget
exceeded the allowable M&A costs in the award amount due to including the State
portion in the calculation of the M&A costs in the local subgrantee’s award. This
resulted in an M&A cost allocation of 3.1 percent, contrary to Federal guidelines.
Additionally, we noted for one State agency the budget detail worksheet did not
include $2,834,058 of the total award amount. We also reviewed payments for
five agreements and noted one agreement where the total paid for M&A costs had
exceeded the M&A cost allocation by $515.96, with one year and $1.9 million
remaining on the agreement.
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Cause FDEM management relied on the allocation process to document compliance with
the requirement.

Effect Without adequate procedures to monitor actual M&A expenditures, FDEM cannot
ensure that amounts allocated and expended for management and administrative
costs are within Federal guidelines, both for the State and local subgrantees.

Recommendation We recommend that FDEM establish procedures to ensure that the allocation and
expenditure of management and administrative costs for each Federal grant
award at the State and local levels are in compliance with Federal requirements.

State Agency Response and The Domestic Preparedness Unit will incorporate management and administrative

Corrective Action Plan funds management and tracking processes into our new Standard Operating
Procedures at the recommendation of the Auditor General.
Estimated Corrective June 30, 2009
Action Date
Agency Contact and Tina Quick
Telephone Number (850) 413-9974
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-075

CFDA Number 97.004, 97.067

Program Title Homeland Security Cluster

Compliance Requirement Subrecipient Monitoring

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract

Number and Grant Year 2005-GE-T5-0035 and 2006-GE-T6-0023

Finding Type Noncompliance and Significant Deficiency
Prior Year Finding Report No. 2008-141, Finding No. FA 07-079
Finding FDEM again did not always document that subgrantee status reports were timely

obtained and reviewed. Additionally, FDEM review procedures were not adequate
to identify reports that were not properly completed. FDEM did not fairly state the
status of this finding in the Summary Schedule of Prior Audit Findings (SSPAF).

Criteria 28 CFR 66.40, Monitoring and Reporting Program Performance; USDHS OGT
OGO Financial Management Guide, Monitoring Project Performance
Condition During the 2007-08 fiscal year, FDEM made payments totaling $21,542,081.50 to

98 subgrantees. FDEM staff were required to document review of subgrantee
status reports through the completion of the Request for Review Routing Sheet for
quarterly and semiannual reports. FDEM did not have procedures in place to
document the review of close-out reports. Our review of FDEM records with
regard to 28 quarterly and semiannual reports and 4 close-out reports required of
10 subgrantees disclosed:

e For seven quarterly status reports, FDEM could not provide Request for
Review routing sheets. Additionally, the seven reports were not dated by the
subgrantee or date-stamped upon receipt by FDEM; therefore, we could not
determine the time period covered by the report or whether the reports had
been submitted timely.

e For four subgrantees, documentation was not available to evidence that nine
status reports were prepared at the appropriate frequency, submitted timely, or
contained all required information in accordance with contract provisions.

e The four close-out reports did not contain documentation evidencing review by
FDEM. During our review of the four reports, we noted that one close-out
report had been submitted without being signed or dated by the subgrantee.
The purpose of the subgrantee’s signature and date is to certify that the costs
reported are true and accurate.

In its SSPAF as of June 30, 2008, FDEM indicated the finding was fully corrected;
however, as described above, we continued to note instances where FDEM did
not obtain or review subgrantee reports. FDEM did not have in place procedures
governing the review of status reports. FDEM management provided us with draft
Standard Operating Guidelines dated June 6, 2008, that were not implemented
during the 2007-08 fiscal year. These guidelines addressed procedures for
reviewing quarterly reports, but not semiannual or close-out reports.

Cause FDEM management attributed the problems with reviewing reports to staff
turnover. The absence of written review procedures during the audit period also
contributed to the status report review issues.

Effect Absent timely monitoring, FDEM had limited assurance of compliance with
applicable Program requirements and achievement of performance goals.

Recommendation We recommend that FDEM include in its Standard Operating Guidelines
procedures for reviewing quarterly, semiannual, and close-out reports.
Additionally, we recommend that FDEM document that required status and
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close-out reports are timely obtained and reviewed.

State Agency Response and The Division has hired a writer to develop and finalize Standard Operating

Corrective Action Plan Procedures for all aspects of the Unit including review of Requests for
Reimbursement, Close-Out Reports, and Status reports. The Standard Operating
Guide for Grant Managers will include a step to document that required status and
close-out reports are timely obtained and reviewed. Documentation will be
reflected on the grant manager’s spreadsheet as well as in the sub-grant file.

Estimated Corrective June 30, 2009
Action Date

Agency Contact and Tina Quick
Telephone Number (850) 413-9974
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-076

97.004, 97.067

Homeland Security Cluster

Subrecipient Monitoring

Florida Division of Emergency Management (FDEM)

2005-GE-T5-0035

Significant Deficiency

FDEM monitoring procedures were not adequate to ensure that subgrantees were
selected for on-site monitoring visits based on documented risk factors and that
the identified subgrantees were monitored. Additionally, FDEM did not have
procedures in place to ensure that the results contained in FDEM monitoring
reports were supported by the monitoring instruments.

OMB Circular A-133, §  .400(d), Pass-through entity responsibilities include
monitoring activities of subrecipients and OMB Circular A-133 Compliance
Supplement requires monitoring during-the-award activities.

28 CFR 66.40, Monitoring and Reporting Program Performance; USDHS OGT
OGO Financial Management Guide, Monitoring Project Performance

During the 2007-08 fiscal year, FDEM expended HSC funds totaling
$55,821,242.57 of which FDEM provided $21,542,081.50 to subgrantees and
$31,780,659.70 to State agencies. FDEM staff monitors its subgrantees through
reviews of required reports and through on-site monitoring. FDEM did not have a
documented risk assessment or selection methodology for determining the
subgrantees to be monitored. FDEM provided a monitoring schedule; however, it
covered the period May 2007 through December 2007 and no subsequent
schedules were provided. Also, our review of the schedule showed that FDEM
scheduled on-site visits for both open and closed contracts. During the 2007-08
fiscal year, FDEM staff monitored only 2 of 98 local subrecipients. Absent an
overall monitoring plan, it was not apparent whether monitoring was conducted on
a reasonable time frame and gave appropriate attention to during-the-award
activities.

FDEM had not established written procedures for the review of financial and
programmatic monitoring checklists, supporting documentation, and completed
monitoring reports that would ensure completeness, consistency, or
documentation of supervisory review. Supervisory review allows FDEM an
opportunity to detect errors in the monitoring report. For example, our
examination of one of the two completed site visits disclosed inconsistencies
between the monitoring tool used during the visit and the completed report.
Specifically, FDEM staff noted during the monitoring visit that the subgrantee did
not maintain course rosters and conducted training that was not approved,;
however, these matters were not included in the report. Also, FDEM staff included
a recommendation in the report for an area where related issues were not noted
on the monitoring instrument.

According to FDEM management, emphasis was placed on monitoring other State
agencies rather than local agencies. Additionally, FDEM management attributed
the site visit deficiencies to the visit being one of the first FDEM conducted.

Absent comprehensive monitoring procedures, FDEM management’s ability to
detect inefficient and ineffective uses of HSC funds and noncompliance with laws,
regulations, and provisions of contracts is limited.
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Recommendation We recommend that FDEM ensure that the selection of subgrantees is based on a
documented risk assessment and that monitoring visits are conducted as
scheduled and include during-the-award activities. We also recommend that
FDEM establish procedures to provide for a supervisory review of checklists and
supporting documentation to ensure that monitoring reports contain all significant
findings noted during the on-site visit.

State Agency Response and The Domestic Preparedness Unit currently has a Monitoring Procedure which
Corrective Action Plan includes frequency criteria. At the recommendation of the Auditor General, the
Unit will take into consideration further bolstering of the procedure and

incorporating it into the Standard Operating Procedure.

Estimated Corrective June 30, 2009
Action Date

Agency Contact and Tina Quick
Telephone Number (850) 413-9974
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-077

97.004, 97.067

Homeland Security Cluster (HSC)

Subrecipient Monitoring

Florida Department of Law Enforcement (FDLE)

2004-GE-T4-0010, 2005-GE-T5-0035, 2006-GE-T6-0023, 2007-GE-T7-0039

Noncompliance and Significant Deficiency

FDLE did not receive audit reports from subrecipients within the time frame
established through single audit requirements or document its efforts to obtain the
audit reports. Additionally, FDLE did not have adequate procedures in place to
ensure that subgrantee audit reports were timely reviewed and deficiencies were
properly identified for corrective actions.

OMB Circular A-133, 8 .400(d), Pass-through entity responsibilities

FDLE provided HSC subgrants to 212 subrecipients during the 2007-08 fiscal
year. According to FDLE records, 53 subrecipients expended at least $500,000
and were required to submit audit reports for the fiscal year ended
September 30, 2006, by June 30, 2007. Our review of FDLE’s records regarding
these reports disclosed that 52 of the 53 (98.11 percent) reports were not received
timely. These reports were received from 40 to 530 days after the date of the
auditor’s report. Pursuant to Federal regulations, audit reports are due from the
subrecipients within 30 days of receipt of the auditor’s reports or nine months after
the end of the audit period, whichever is earlier. While 7 of the 53 reports were
not prepared until after the June 30, 2007, due date, the remaining 46 reports had
been timely prepared. According to FDLE management, letters were sent to
subrecipients when reports were not received timely; however, copies of those
letters were not retained, nor were the dates the letters were sent recorded in
FDLE's tracking system (SIMON).

We also noted that FDLE did not review 40 of the 53 audit reports within 180 days
of receipt as required by Federal regulations. According to FDLE records, FDLE
initiated its review of the reports from 1 to 603 days subsequent to receipt and
finalized its reviews from 17 to 612 days subsequent to receipt. For these 40
reports, the completion of the review process averaged 363 days after receipt.

We reviewed FDLE records substantiating its review of three subrecipient audit
reports. We noted that, for two audit reports, FDLE did not identify and follow up
on findings that could affect the administration of HSC subgrants. According to
FDLE management, FDLE staff thought that the Summary of Auditors Results
contained within the audit report was inclusive of all findings and, therefore, did
not review the remainder of the report or the management letter for additional
findings.

FDLE procedures were not adequate to ensure that subrecipient audit reports
were obtained and reviewed timely. Additionally, FDLE staff reviewed only the
Summary of Auditors Results for potential audit findings.

Absent timely receipt and review of subrecipient audit reports, FDLE management
lacks assurance that subgranted funds were used in compliance with controlling
laws, rules, and regulations and that any deficiencies identified in subgrantee audit
reports were properly resolved.

We recommend that FDLE improve its procedures to ensure that audit reports are
timely obtained from subrecipients, reviewed, and findings followed up in regard to
necessary corrective actions. FDLE should fully document its efforts to obtain
subrecipient audit reports that are not timely received.

-163-



MARCH 2009

REPORT NO. 2009-144

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FDLE has reviewed the procedures regarding audit reports and has amended
them to require that Management Letters and Summary of Audit Findings be
reviewed within 180 days of receipt. Copies of deficiency letters, e-mails and
notes documenting telephone conversations with subrecipients are being
maintained in the audit file. In addition, summaries of action taken on individual
subgrants are being noted in the comments section of Subgrantee Audit module in
the Subgrant Information Management ON-line (SIMON) System. Monthly
reviews/meetings will determine the status of receipt of audit reports, reviews of
audit reports, and follow-up on findings.

December 10, 2008

Clayton Wilder
(850) 617-1250
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-078

97.004, 97.067

Homeland Security Cluster (HSC)

Subrecipient Monitoring

Florida Department of Law Enforcement (FDLE)

2004-GE-T4-0010, 2005-GE-T5-0035, 2006-GE-T6-0023, 2007-GE-T7-0039

Significant Deficiency

FDLE procedures for selecting subrecipients for on-site monitoring were not
documented. Additionally, FDLE did not adhere to its monitoring schedule or
ensure that during-the-award activities were monitored. Additionally, monitoring
reports were not always complete.

OMB Circular A-133, §  .400(d), Pass-through entity responsibilities include
monitoring the activities of subrecipients and OMB Circular A-133 Compliance
Supplement requires monitoring during-the-award activities.

During the 2007-08 fiscal year, FDLE expended HSC funds totaling
$16,347,604.47 of which FDLE provided $11,540,475.23 to 212 subgrantees.
FDLE staff monitors its subgrantees through reviews of required reports and
subrecipient audits and through on-site monitoring. We reviewed FDLE’s
procedures for on-site monitoring and noted the following:

e FDLE did not have a documented risk assessment or other systematic
selection methodology for determining the subgrantees to be monitored.
According to FDLE staff, at the beginning of the fiscal year, staff decided which
subgrantees to monitor based on the contract amount and area of the State.
During the 2007-08 fiscal year, FDLE completed monitoring visits for 26 of the
41 subgrantees scheduled for monitoring. Of the 26 subgrantees monitored,
15 were monitored for activities related to closed grants rather than activities
during the award. Absent an overall monitoring plan, it was not apparent
whether monitoring was conducted on a reasonable timeframe and gave
appropriate attention to during-the-award activities.

e Our review of five completed monitoring reports disclosed that for three of the
reports, elements of the report were inconsistent with the supporting
documentation. One report noted that all expenditure reports had been
submitted, although on the date of the monitoring visit, one expenditure report
had not been submitted and was 178 days delinquent. In two cases, sole
sourced acquisitions were not noted on the monitoring instrument, although
other documentation at FDLE indicated that the subgrantees had sole sourced
acquisitions. FDLE’s monitoring instrument included a specific element for
sole sourced acquisitions, which required prior approval by FDLE.

FDLE did not have comprehensive monitoring procedures in place during the
2007-08 fiscal year.

Absent comprehensive monitoring procedures, FDLE management’s ability to
detect inefficient and ineffective uses of HSC funds and noncompliance with laws,
regulations, and provisions of contracts is limited.

We recommend that FDLE base the scheduling of subgrantee monitoring on a
documented risk assessment. We also recommend that FDLE ensure that
monitoring visits are conducted as scheduled and include during-the-award
activities, and that greater care is taken during the monitoring reviews to identify
deficiencies and areas of special interest.
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State Agency Response and FDLE will monitor our subgrantees by using desk audits and on-site monitoring
Corrective Action Plan visits. The scheduling of these will be based on factors, such as previous reviews,
award amounts, geographical areas, and special areas of interest. Monthly
reviews/meetings will be held to determine the status of desk and on-site

monitoring.
Estimated Corrective February 2009
Action Date
Agency Contact and Clayton Wilder
Telephone Number (850) 617-1250
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-079

97.004, 97.067

Homeland Security Cluster

Subrecipient Monitoring

Florida Department of Financial Services (FDFS)

2006-GE-T6-0023

Significant Deficiency

FDFS did not have written procedures for monitoring subgrantees and reviewing
subgrantee audit reports. Additionally, during the 2007-08 fiscal year, FDFS did
not perform on-site subgrantee monitoring.

USDHS OGT OGO Financial Management Guide, Monitoring Project
Performance; OMB Circular A-133, 8§  .400(d), Pass-through entity
responsibilities

During the 2007-08 fiscal year, FDFS expended HSC funds totaling $3,608,203.
Expenditures for subgrants during the 2007-08 fiscal year totaled $2,816,447 (78
percent of total expenditures). Our review disclosed that FDFS had not
established written procedures for conducting site visits, reviewing subgrantee
quarterly and close-out reports required by its subgrantee agreements, or
reviewing subgrantee audit reports.

Additionally, we noted that FDFS did not perform on-site monitoring of
subgrantees during the 2007-08 fiscal year. In June 2008, FDFS contracted with
a vendor to perform site visits and provide monitoring evaluations of subgrantees.
However, these evaluations were not completed until September 2008.

In response to our inquiries regarding written procedures, FDFS management
stated that they were in the process of establishing and updating procedures,
which include ensuring that subgrantees obtain audits in a timely manner.

FDFS had limited assurance of subgrantee compliance with applicable Program
requirements and achievement of performance goals.

We recommend that FDFS ensure that monitoring is performed for subgrantees to
ensure that Federal funds are being used as intended. We also recommend that
FDFS establish written procedures regarding the review of subgrantee quarterly
and closeout reports required by subgrantee agreement, as well as, subgrantee
audit reports.

FDFS is improving and documenting its procedures to improve the efficiency and
accountability of its processes. A new State Homeland Security Coordinator has
been hired with extensive experience in managing Federal grants. The various
modes of monitoring will continue to expand. In addition, FDFS is in the process
of establishing and updating procedures to assure that subrecipients provide
required audits and reports in a timely manner.

June 2009

Loren Mock, Domestic Security Coordinator
Division of State Fire Marshal
(352) 732-1433

Robert E. Clift, Inspector General
(850) 413-4960
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Agency
Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-080
97.036
Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Matching, Level
of Effort, and Earmarking, Subrecipient Monitoring
Florida Department of Community Affairs (FDCA)

Florida Division of Emergency Management (FDEM)

Various

Disclaimer of Opinion, Material Weakness, and Significant Deficiency

FDEM could not provide reliable documentation to evidence adherence to the
matching and subrecipient monitoring compliance requirements. Additionally,
FDEM documentation to support compliance with the activities allowed or
unallowed and allowable costs/cost principles compliance requirements was of
limited reliability.

44 CFR 13.22, Allowable Costs; 44 CFR 13.24, Matching or Cost Sharing; 44
CFR 206.228, Allowable Costs

OMB Circular A-133 §___.400 (d) Pass-through entity responsibilities

FDEM used the Florida Public Assistance (FloridaPA) System to process and
approve payments for the Disaster Grants program. Additionally, the System
allocates the payments to the Federal and State share according to the
percentages entered by FDEM staff into the FloridaPA System. The FloridaPA
System also contains all information on FDEM’s monitoring efforts for its
subrecipients. In Information Technology audit report No. 2009-086, dated
January 2009, we disclosed deficiencies regarding FloridaPA System general and
application controls that we consider material weaknesses. Because of the
deficiencies, the reliability of the information contained within the FloridaPA
system is highly compromised. Without using information from FloridaPA, FDEM
cannot demonstrate compliance with matching or subrecipient monitoring
requirements.

The weaknesses in FloridaPA System controls precluded our reliance thereon for
purposes of our audit, and it was not possible in the circumstances for us to utilize
alternative procedures. Consequently, our audit did not include tests of
compliance with matching requirements and subrecipient monitoring.

We recommend that FDEM and FDCA implement corrective actions to address
the general and application control weaknesses noted in audit report No.
2009-086. Additionally, FDEM should explore alternative methods for
demonstrating compliance with Federal requirements untii management can
assure itself of the integrity of FloridaPA.

Florida Department of Community Affairs

FDCA has appointed an Information Security Manager whose responsibilities will
include documenting Information Technology security best practices. In addition,
this position will develop an employee training and security awareness program
for all FDCA employees. The Department will advise FDEM regarding security
best practices and will continue to provide technical assistance as requested.

December 1, 2008 for designated manager with training and awareness program
completed by June 30, 2009

Steve Grantham
(850) 922-1475
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

Florida Division of Emergency Management

Please refer to the DEM State Response to the Audit, Information Technology,
Florida Public Assistance System in Report No. 2009-086. The referenced
response is relative to the new version of the Floridapa.org system and addresses
the system integrity issues and recommendations to fully comply with Federal
requirements.

April 2009

Charles Shinkle
(407) 268-8752

Bob Seibert
(407) 268-8609
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-081

CFDA Number 97.036

Program Title Disaster Grants — Public Assistance (PA) (Presidentially Declared Disasters)

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract FEMA-1539-DR-FL, FEMA-1545-DR-FL, FEMA-1551-DR-FL, FEMA-1561-DR-FL,
Number and Grant Year FEMA-1602-DR-FL, FEMA-1609-DR-FL, FEMA-1679-DR-FL

Finding Type Disclaimer of Opinion, Material Weakness and Significant Deficiency

Questioned Costs — $10,678,099.73 (FEMA-1539-DR-FL $1,528,726.62; FEMA-
1545-DR-FL $5,386,537.42; FEMA-1551-DR-FL $96,381.90; FEMA-1561-DR-FL
$1,520,055.97; FEMA-1602-DR-FL $328,118.09; FEMA-1609-DR-FL
$1,479,602.84; FEMA-1679-DR-FL $64,019.93; State Share $274,656.96)

Finding In a significant number of instances, FDEM made payments without adequate
documentation to demonstrate that costs were allowable and reasonable and
incurred during the authorized project period.

Criteria 44 CFR 13.22 & 206.205, 226, 228, Allowable Costs; OMB Circular A-87,
Attachment A, Section C, Basic Guidelines — Cost Principles

The 2007 FEMA Public Assistance Guide establishes deadlines for work
according to the type of work. The deadlines are measured from the declaration
date of the major disaster or emergency. FDEM has limited authority to grant
extensions of the completion deadlines. Emergency work and debris clearance
have 6 month deadlines and can be extended by FDEM for an additional six
months. Permanent work has an 18 month deadline and can be extended by
FDEM an additional 30 months. Requests for time extensions beyond the limit of
FDEM'’s authority must be submitted to FEMA for approval.

Generally, Disaster Grant funds are authorized for specific projects during specific
time frames. Project costs are estimated and authorized on a Project Worksheet
(PW). FDEM allowed subgrantees to submit Requests for Reimbursement (RFR)
supported by Summary of Documentation forms (SOD) that contained information
such as vendor names, invoice numbers, brief descriptions of the work performed,
dates of delivery, etc., without requiring the inclusion of copies of invoices or
purchase orders. Once projects are completed, FDEM performs a final inspection
and closeout and any unspent project funds are to be deobligated and made
available to FEMA for reallocation to other disasters.

Condition During the 2007-08 fiscal year, FDEM made payments totaling $517,064,724.89
to subgrantees and State agencies under the Disaster Grants Program. Our test
of 62 payments totaling $28,415,297.80 to subgrantees and State agencies
included 29 payments totaling $10,161,942.16 for which the SOD did not provide
adequate detailed information to demonstrate that costs were allowable and
incurred during the authorized project period. Although requested, FDEM did not
provide approved time extensions for costs incurred after the project completion
deadline. Following is a description of information provided on the SODs for these
payments:

e SODs for 15 payments included items totaling $6,314,189.85 for which the
vendor name, invoice, or check numbers were identified, but a description of
the work performed was not included. Two of the 15 payments included costs
of $349,870.81 incurred from 47 to 288 days after the project completion
deadline. Additionally, two payments made to the Florida Department of
Agriculture and Consumer Services may involve a duplicate payment as the
SOD for each $26,953.68 payment included the same voucher number and
vendor name.
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e Eight payments included items totaling $1,464,058.36 that were supported by
SODs with general descriptions of work performed repeated for several line
items. For example, one SOD listed two cost line items totaling $853,050 for
which the description was lodge construction. This project was a $3.7 million
replacement of a building used as a farmer's market. Four of the eight
payments included costs of $341,140.56 incurred from 93 days to
approximately 2 years after the project completion deadline. One of the four
payments included additional costs of $28,875 that, although supported by
adequate records, were incurred after the project completion deadline.

e One payment totaling $1,349,231.94 was supported by an SOD listing the
locations where the work was performed, but no description of work performed
was provided. These costs were incurred over 19 months after the project
completion deadline.

e One payment totaling $712,352.78 for a window project referred to an
attachment FDEM was unable to provide in response to our audit inquiry.

o Three payments included items totaling $176,898.23 that were described on
the SOD as force account labor. While some listed date ranges, the SODs did
not include a work description.

e One payment included $116,336 that was described on the SOD as a payment
to offset the deobligation of remaining project funds. The SOD provided no
indication this amount was needed to pay project costs. Deobligated funds are
no longer available to pay for project costs.

Although FDEM had adequate SOD information for 33 of the payments we
examined, we noted that eight of these payments totaling $516,157.57 did not
appear to be for allowable costs based on documentation provided. Specifically,

e One payment totaling $113,133.78 was paid after FDEM had completed the
final inspection and closeout. The SOD indicated that the reimbursement was
to offset the closeout version and draw down the rest of the remaining funds.
FDEM had no additional documentation to support the allowability of the
payment. Additionally, $18,085.01 of this payment was for costs incurred 54
days after the project completion deadline.

e One payment included $204,000.01 for a hazard mitigation proposal that was
not allowable under the Stafford Act because the seawall being constructed
was not part of the original site.

e One payment included $55,478.90 that was described as advanced funding.
However, the referenced project had been deobligated two years prior to the
request for payment.

o One payment totaling $30,300 was for a PW related to reconstruction of a
damaged parking lot. The PW indicated that the project would be considered
ineligible without a geotechnical report supporting that the damage was a result
of Hurricane Wilma. FDEM records did not indicate that the geotechnical
report had been received.

e One payment included $10,635 for book shelves with an estimated cost
totaling $2,635. No explanation for the $8,000 difference between the
estimated and actual cost was available nor was there a modification of the
PW.

e One payment included $6,121.48 for an alarm system not listed in the scope of
work in the PW.

e One payment included costs totaling $1,961.41 for labor charges attributable to
Hurricanes Dennis, Katrina, and Rita although the approved project was for
damage incurred during Hurricane Wilma.
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Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

e One payment included $5,603.40 of emergency costs included on an SOD for
a PW for permanent work. This payment also included $91,558.59 for costs
incurred 137 days after the project completion deadline.

FDEM did not have written procedures for payment processing. Additionally,
FDEM management indicated that reliance is placed on the closeout process to
determine whether costs are allowable, rather than a detailed review of
documentation submitted with requests for reimbursement. While final inspections
may identify unallowable costs, the review of documentation prior to payment can
help detect unallowable costs and prevent payment of such costs.

Absent adequate documentation, FDEM cannot demonstrate the appropriateness
of the expenditures and advances charged to the Program. Additionally,
payments made subsequent to project completion dates or for unauthorized
purposes are subject to disallowance by the Federal grantor agency.

We recommend that FDEM establish written procedures for payment processing
and make payments only for documented and allowable costs incurred during the
authorized project period.

FDEM will develop written procedures to follow the audit recommendation and
adhere to 44CFR in all respects including insuring that payments are processed
within the project period.

April 2009

Charles Shinkle
(407) 268-8752

Bob Seibert
(407) 268-8609
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-082

CFDA Number 97.036

Program Title Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Compliance Requirement Activities Allowed or Unallowed, Cash Management

State Agency Florida Department of Community Affairs (FDCA)

Florida Division of Emergency Management (FDEM)
Federal Grant/Contract
Number and Grant Year FEMA-1609-DR-FL and FEMA-1545-DR-FL
Finding Type Noncompliance
Questioned Costs — $169,650.97 (FEMA-1609-DR-FL - $159,649.96; FEMA-

1545-DR-FL - $9,535.27)

Finding FDCA drew down Disaster Grants funds authorized for use in particular projects to
cover the costs of other projects for which funding was not available.
Criteria 44 CFR 13.20(7), Cash Management; 44 CFR 206.202, Application procedures;

44 CFR 206.40, Designation of affected areas and eligible assistance; and 44
CFR 206.44, FEMA-State Agreements

OMB Circular A-87, Attachment A, General Principles for Determining Allowable
Costs, Section C, Basic Guidelines.

Condition FDCA had one letter of credit against which it drew both Disaster Grants and
Hazard Mitigation Grant funds. Under the letter of credit, USDHS established
separate subaccounts by disaster for each program. During the 2007-08 fiscal
year, FDCA drew down funds totaling approximately $554 million as funds
designated for the Disaster Grants Program.

Our review of ten draws disclosed two instances in which Federal funds were
drawn from an incorrect Federal grant subaccount. In these instances, FDCA staff
drew funds from one subaccount to cover deficits in other subaccounts. In total,
the deficits ranged from $166,076.65 in September 2007 to $169,650.97 in June
2008. Specifically:

¢ In one of the two instances, FDCA drew funds totaling $26,688.38 in July 2007
from the Hurricane Wilma Disaster Grants subaccount for underlying
expenditures related to Hazard Mitigation Grant (CFDA No. 97.039) -
Hurricane Georges. Other similar draws had been made and at June 16,
2008, the draws totaled $159,649.96. According to FDCA records, FDCA
began drawing funds from the Hurricane Wilma subaccount to cover Hazard
Mitigation Grant expenditures in January 2007. USDHS released additional
Hazard Mitigation Grant funds in April 2008 and FDCA reimbursed the Disaster
Grants Program on June 26, 2008.

e In one of the two instances, FDCA drew funds totaling $9,535.27 in September
2007 from the 2000 South Florida Floods subaccount to cover a wildfire grant
subaccount deficit that FDEM had not resolved with FEMA. Additional draws
were made and at June 16, 2008, the draws totaled $10,001.01. As of
September 3, 2008, these funds had not been restored to the 2000 South
Florida Floods subaccount.

Cause Cash draw records indicated that the requirements for the Hazard Mitigation Grant
had not been met for the release of additional funds and the Program office was
working with the Federal government to resolve the matter. FDCA cash draw
worksheets indicated that FDEM program staff had identified the subaccounts that
were to be used to cover the deficits.
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Effect
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

Expenditures made prior to Federal approval or drawdowns made from
inappropriate subaccounts may be subject to disallowance by Federal officials.

We recommend that FDCA draw funds only from the appropriate grant
subaccount. Additionally, we recommend that FDEM ensure that Federal funds
are authorized and available prior to charging expenditures to Federal grants.
Additionally, we recommend that FDCA promptly restore to the 2000 South Florida
Floods subaccount the funds used to cover wildfire grant overruns.

The FDCA will no longer allow FDEM to cover cash shortages from other Federal
grants. The FDEM has agreed to not incur costs before the approved amount has
been placed on the letter of credit. The FDEM is in the process of submitting a
request to FEMA to increase the grant amount for the Wildfire overruns.
Restoration of cash to the 2000 South Florida Floods subaccount will take place
as soon as the funds have been increased on the letter of credit. Written
procedures will be developed and training will be provided to staff for this process.

Future Inappropriate Grant Cash Coverage - February 1, 2009
Written procedures and training - April 1, 2009

Restoration of Cash Overruns - As soon as the amount is increased by the
Federal agency.

Doug Wright
(850) 413-9963

Charles Shinkle
(407) 268-8752

Karen Peyton
(850) 922-1646

Christine Savage
(850) 922-1658
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-083
CFDA Number 97.036
Program Title Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Compliance Requirement Activities Allowed or Unallowed, Cash Management
State Agency Florida Department of Community Affairs (FDCA)
Florida Division of Emergency Management (FDEM)

Federal Grant/Contract Various

Number and Grant Year
Finding Type Noncompliance and Significant Deficiency
Prior Year Finding Report No. 2008-141, Finding No. FA 07-069
Finding FDEM and FDCA had not resolved deficiencies noted in the prior audit regarding

the documentation and coding of cash advances. Additionally, FDEM had not
established procedures for monitoring interest earned by the subgrantees on
advances.

Criteria 31 CFR 205, Rules and Procedures for Efficient Federal-State Funds Transfer ; 44
CFR 13.20, Standards for Financial Management Systems; 44 CFR 13.21(c),
Advances; and 44 CFR 13.21(i), Interest earned on advances

FDEM Subgrantee Reimbursement Guidelines require that when requesting an
advance, the applicant must complete and submit a Request for Advance and a
90-day or less Schedule of Projected Expenditures (SOPE) for each project listed
on the Request for Advance. The SOPE must outline how advance funds will be
expended over the next 90 days.

Condition FDCA advanced Disaster Grants funds totaling approximately $2.9 million to five
subgrantees during the 2007-08 fiscal year. Our audit tests disclosed:

o We reviewed three advances totaling approximately $2.5 million and noted
conditions similar to those reported in the prior year. For the three advances
reviewed, FDEM did not obtain all documentation required by the subgrantee
agreements, such as evidence to demonstrate that the subgrantee had
procedures in place to ensure that funds were disbursed to vendors and
contractors without unnecessary delay and statements justifying the advance.
Also, FDEM records did not document that the cash advances were necessary
to meet the immediate cash needs of the subgrantee or indicate why it was
necessary to provide funding for up to 90 days in advance of when the cash
would be needed by the subgrantee. For example, for one advance payment,
totaling approximately $1.3 million and made in November 2007, FDEM had
not received documentation that the subgrantee had expended the advanced
funds as of June 30, 2008, 215 days later.

e FDCA coded all of the 2007-08 fiscal year advances as reimbursements rather
than as advances in FLAIR. Our review of five payments disclosed that FDEM
had identified all five payments as advances in the supporting documentation
sent to FDCA for processing. FDCA staff indicated that FDCA coded disaster
payments subsequent to the first payment to a subgrantee as reimbursements.

Additionally, FDEM had not established procedures for monitoring interest earned
by subgrantees on advances and ensuring that any interest earned by the
subgrantees was promptly (at least quarterly) remitted to FDCA as required by
subgrantee contract terms. Because FDEM did not obtain documentation to
support the reasonableness of advances and monitor interest earned, significant
subgrantee interest liabilities could accrue. For example, during the 2007-08 fiscal
year, one subgrantee remitted interest totaling $688,313 to FDEM, based on
recommendations in the subgrantee’s audit report for the fiscal year ended
September 30, 2006.
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FDEM procedures did not ensure that advances were administered in compliance
with Federal regulations or that interest earned on advances was properly
determined and remitted by the subgrantees. Additionally, FDEM practices for
advancing funds did not address adherence to cash management requirements.

Absent adequate controls, FDEM and FDCA lack assurance that subgrantees
minimize the time elapsing between the transfer of Federal funds and their
disbursement by the subgrantee and timely remit any interest earnings. Without
proper recording of advances in FLAIR, FDEM and FDCA have a limited ability to
identify advances and ensure that they are properly offset with subsequent
subgrantee expenditures.

We again recommend that FDEM establish procedures to ensure that all required
conditions are met prior to advancing moneys to subgrantees. FDCA should
ensure that advances are properly coded in FLAIR. We also recommend that
FDEM establish procedures to ensure the timely remittance of interest earnings to
FDCA.

Florida Department of Community Affairs

All advance payments received in the Fiscal Management unit that meet the
State’s statutory requirements and have received an approved waiver if
applicable, will be classified as an advance upon entry into FLAIR. All payments
received in the Fiscal Management unit that are classified as an advance payment
but do not meet the designated criteria will be returned to the appropriate program
office to correct the advance classification or until waiver approval documentation
is provided. Written procedures will be developed and training will be provided to
staff for this process.

April 1, 2009

Karen Peyton
(850) 922-1646

Florida Division of Emergency Management

FDEM will develop methodology and written procedures that incorporate and
follow the requirements contained in the Public Assistance Funding Agreement,
Article VIII C in order to substantiate and comply with the conditions required for
advancing monies to subgrantees. FDEM will also develop methodology and
written procedures for ensuring the timely identification and payment of interest
earned due to advances made to the subgrantee.

All advance payments received in the Fiscal Management unit that meet the
state’s statutory requirements and have received an approved waiver if applicable,
will be classified as an advance upon entry into FLAIR. All payments received in
the Fiscal Management unit that are classified as an advance payment but do not
meet the designated criteria will be returned to the appropriate program office to
correct the advance classification or until waiver approval documentation is
provided.

April 2009

Charles Shinkle
(407) 268-8752

Bob Seibert
(407) 268-8609

Karen Peyton
(850) 922-1646
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-084

CFDA Number 97.036

Program Title Disaster Grants — Public Assistance (Presidentially Declared Disasters)

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Period of
Availability of Federal Funds, Reporting, and Subrecipient Monitoring

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract

Number and Grant Year FEMA-1345-DR-FL

Finding Type Other
Questioned Costs — $26,879,056 (Federal Share $22,483,862; State Share
$4,395,195)

Prior Year Finding Report No. 2008-141, Finding No. FA 07-070

Finding FDEM's analysis of eligible costs to amounts paid for one subgrantee disclosed
payments totaling $26,879,056 in excess of costs incurred.

Criteria 44 CFR 13.22 & 206. 205, 226, 228, Allowable Costs; 44 CFR 13.21(c),

Advances; 44 CFR 13.21(i), Interest earned on advances; 44 CFR 13.40,
Monitoring; 44 CFR 13.40 & 206.204, Reporting

Condition In our prior audit, we questioned over $15 million in payments to one subgrantee
for which there was not sufficient documentation to demonstrate that the
payments were appropriate. In response to that finding, FDEM prepared a
reconciliation of final eligible costs to payments and advances made for 1,746 of
the more than 2,000 projects approved for this subgrantee related to the 2000
South Florida Floods (FEMA-1345-DR-FL). Based on the draft reconciliation
provided on November 19, 2008, FDEM had paid in prior years $26,879,056 in
excess of the subgrantee’s final eligible costs for the closed projects. In addition
to the excess, the subgrantee may also owe interest on advances received from
FDEM that were not expended. FDEM staff had not calculated the amount of the
interest liability.

The final eligible costs used in FDEM’s reconciliation are based on the FEMA
approved final inspection reports. FDEM staff cannot complete the reconciliation
until all final inspections for these projects have been approved by FEMA.
According to FDEM records, as of October 6, 2008, there were 76 open projects
for this subgrantee that will require final inspections. Until a final reconciliation is
performed, FDEM has suspended all further payments to the subgrantee.

Cause According to FDEM staff, funds were advanced to the subgrantee without
requests for the advances and without justifying documentation, with the
understanding that the subgrantee would account for the funds at final inspection.
In some cases, for projects with funding advances, the projects were not
completed because it was later determined that there was no damage or the
projects were transferred to other subgrantees.

Effect Pending FDEM'’s final reconciliation and corrective actions, moneys have been
provided to a subgrantee that should be repaid with interest to the Disaster Grants
Program.

Additionally, because Federal funding for these disaster projects expired on
October 4, 2008, costs incurred by FDEM in conducting the remaining final
inspections, finalizing the reconciliation, and processing payments and refunds
subsequent to this date will not be eligible for Federal funding. Although project
costs may continue to be paid, Federal regulations provide that funding for
administrative costs is available for a maximum of eight years from the date of the
major disaster declaration.
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Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

We recommend that FDEM recover any amounts paid on completed projects in
excess of the subgrantee’s final eligible costs with interest, and restore the
amounts recovered to the Disaster Grants Program and appropriate State
matching fund sources. We also recommend that, as additional projects are
completed, FDEM, as soon as practicable, allocate the necessary resources to
facilitate the completion of the final inspections, the reconciliation, and final
payments and refunds.

FDEM has suspended further payments to the subgrantee until the final
reconciliation is completed on all projects. FDEM will schedule the remaining final
inspections and determine if the subgrantee placed the advanced funds in an
interest-bearing account and if so, the interest earned will be required to be
remitted for refund to FEMA.

September 2009

Charles Bartel
(850) 414-7566
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

FA 08-085

97.036

Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Cash Management

Florida Department of Community Affairs (FDCA)

FEMA-1609-DR-FL

Noncompliance

FDCA, in some instances, drew down funds without documenting that the funds
were for immediate cash needs.

44 CFR 13.20(7), Cash Management

During the 2007-08 fiscal year, FDCA drew down funds totaling approximately
$554 million for the Disaster Grants Program. Our review of ten draws totaling
approximately $65.2 million disclosed that two draws included amounts totaling
$1,100,000 for which FDCA management could not provide supporting
documentation evidencing how the amount was determined or that there was an
immediate cash need for the funds.

FDCA personnel indicated that the $1,100,000 was drawn due to a discrepancy
between state accounts and the agency’s cash report. The cash was drawn to
cover expenditures in the fund until records could be reconciled.

Draws in excess of documented immediate cash needs were made.

We recommend that FDCA ensure that draws do not exceed documented
immediate cash needs.

The FDCA has a process established that should always be followed when
making federal cash draws. This process does not support the drawing of cash
without proper documentation. We will continue to reiterate the established
guidelines to all staff involved in this process. Written procedures will be
developed and training will be provided to staff for this process.

February 1, 2009 with written procedures and formal training by April 1, 2009

Karen Peyton
(850) 922-1646

Christine Savage
(850) 922-1658
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-086

CFDA Number 97.036

Program Title Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Compliance Requirement Special Tests and Provisions

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract FEMA-1539-DR-FL, FEMA-1545-DR-FL, FEMA-1551-DR-FL, FEMA-1561-DR-FL,

Number and Grant Year FEMA-1595-DR-FL, FEMA-1602-DR-FL, FEMA-3220-DR-FL, FEMA-3259-DR-FL,
and FEMA-1609-DR-FL

Finding Type Disclaimer of Opinion, Material Weakness, and Significant Deficiency

Prior Year Finding Report No. 2008-141, Finding No. FA 07-074

Finding Significant deficiencies disclosed in the prior audit regarding the completion of
final inspections continued to exist during the 2007-08 fiscal year.

Criteria 44 CFR 206.205, Payment of claims

Condition In audit report No. 2008-141, finding No. FA 07-074, we disclosed significant

deficiencies regarding FDEM'’s inability to complete final inspections for a
significant number of large projects. Large projects are those with expenditures
exceeding an established threshold. During the 2007-08 fiscal year, the threshold
for large projects was $60,900.

In response to our inquiry, FDEM management indicated that as of October 2008,
final inspections had been completed for 6,073 closed projects. However, of the
5,677 applicable open large projects, as of October 2008, there remained 2,260
projects for which final inspections had been requested, but not completed. A
breakdown by disaster is presented below.

Number of Large Projects

Open With
Final
Inspection
Disaster Closed Open Requested

Pre-2004 Disasters
1300 — Hurricane Floyd 131 8 1
1306 — Hurricane Irene 235 130 1
1344 — Tropical Storm 141 5 0
1345 — South Florida Floods 2,275 203 14
1381 - Tropical Storm Allison 57 5 2
1393 — Tropical Storm Gabrielle 89 6 0
1481 — Severe Storms and Flooding 49 11 5
2004 and 2005 Disasters
1539 — Hurricane Charley and Tropical Storm Bonnie 653 602 316
1545 — Hurricane Frances 904 855 552
1551 — Hurricane Ivan 329 605 273
1561 — Hurricane Jeanne 563 646 458
1595 — Hurricane Dennis 107 225 101
1602 — Hurricane Katrina 87 233 90
3220 — Hurricane Katrina Evacuation 6 2 1
3259 — Tropical Storm Rita 28 13 7
1609 — Hurricane Wilma 398 1,971 421
2006 — 2008 Disasters
1679 — Severe Storm and Tornadoes 21 157 18
Total All Disasters 6,073 5,677 2,260

Source: FDEM Records as of October 6, 2008
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State Agency Response and
Corrective Action Plan

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

According to FDEM management, the resources needed to hire additional staff to
process these inspections had not been available due to delayed funding from
FEMA. FDEM management also attributed the backlog of final inspections and
closeouts to FEMA procedures that duplicated work performed by FDEM.
Additionally, FDEM management indicated that delays were caused by work
required by new disasters which took priority over closure activities.

Final inspections for large projects are necessary for FDEM to certify that reported
costs were incurred in the performance of eligible work, that the approved work
was completed, that the project was in compliance with the provisions of the
FEMA-State Agreement, and that payments had been made in accordance with
Federal requirements. The effectiveness of these inspections is significantly
diminished absent their timely performance.

We recommend that FDEM allocate the necessary resources to facilitate the
completion of all required final inspections as soon as practicable.

FDEM has worked diligently with FEMA to secure the appropriate funding to
allocate the necessary resources required to complete required final inspections.
Additionally, FDEM has bi-weekly conferences with FEMA to review progress of
closeouts and refine strategies in order to minimize duplication of work effort. The
majority of FDEM staff mobilized to work new disasters has returned to their
closeout duties and the remaining staff will be returned as soon as practicable.

December 2010

Doug Wright
(850) 413-9963

Charles Shinkle
(407) 268-8752

Bob Seibert
(407) 268-8609

-181-



MARCH 2009 REPORT NoO. 2009-144

U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-087

CFDA Number 97.039

Program Title Hazard Mitigation Grant

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract FEMA-1249-DR-FL, FEMA-1345-DR-FL, FEMA-1381-DR-FL, FEMA-1539-DR-FL,

Number and Grant Year FEMA-1545-DR-FL

Finding Type Opinion Qualification, Material Noncompliance, Material Weakness and Significant

Deficiency

Questioned Costs — $749,330.47 (FEMA 1249-DR-FL - $84,521.00; FEMA-1345-
DR-FL - $135,490.00; FEMA-1381-DR-FL - $3,557.57; FEMA-1539-DR-FL -
$265,812.00; FEMA-1545-DR-FL - $258,647; State Share - $1,302.90)

Prior Year Finding Report No. 2008-141, Finding No. FA 07-076

Finding Contrary to Federal and State requirements, FDEM made reimbursements to
subgrantees after the period of performance, without approval from the Federal
Emergency Management Agency (FEMA). Additionally, in two instances FDEM
charged the payments to an incorrect disaster authorization.

Criteria OMB Circular A-87, Attachment A, Section C.1.j.,, Costs must be adequately
documented; OMB Circular A-87, Attachment A, Section C.1.c., Section C.1.d.,
Section C.3.a., and Section C.3.c., Basic Guidelines

44 CFR 206.434(d)(1), Eligible activities — Planning provides that up to 7 percent
of the State’s grant may be used to develop State, tribal, and/or local mitigation
plans.

44 CFR 206.40, Designation of affected areas and eligible assistance
44 CFR 206.44, FEMA-State Agreements

Condition During the 2007-08 fiscal year, FDEM made payments to 88 subgrantees totaling
$24,346,387. Pursuant to the terms of the Hazard Mitigation subgrant
agreements, final close-out reports are due 60 days after the project period or
upon completion of the activities in the agreement. FDEM'’s final close-out report
requires the subgrantee to itemize all expenses incurred during the project and
specifically acknowledge any cost overages or underages.

Our test of 40 payments to subgrantees totaling $15,644,673.65, disclosed 5
payments totaling $749,330.47, in which FDEM reimbursed the subgrantee after
the project period had ended and after final close-out reports were due. These
five payments were made from 110 days to 2.5 years (857 days) after the end of
the project period and the date the final close-out reports were due to FDEM. Our
review of the documentation on file for these payments disclosed the following
additional information:

e Two payments totaling $220,011 were not supported by adequate supporting
documentation, such as copies of invoices, cancelled checks, and payroll
ledgers. One of these payments, in the amount of $84,521, is discussed
further below.

e One payment totaling $84,521 was made although FDEM had received a
notice from FEMA indicating that no further extensions to the project would be
granted beyond September 30, 2005. Documentation included in the project
file indicated that FDEM processed this payment, dated September 5, 2007,
based on an executive decision over the objections of two project managers
who both questioned expenditures that appeared to have occurred outside the
period of performance. FDEM records did not indicate the basis for the
decision to make this payment.
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Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

e Two payments totaling $270,672.47 were coded to disasters other than the
disasters under which FEMA initially approved the project. According to FDEM
staff, payments were made from the wrong disaster because funding was not
available under the approved disaster. These payments were approved under
Tropical Storm Allison and Hurricane Charley, but paid from the 2000 South
Florida Floods and Hurricane Jeanne, respectively. One of these payments,
$4,860.47 for a planning project, was made without evidence of review by the
Project Manager. The Project Manager’s review serves to verify that the
service period is within the subgrantee’'s period of performance and that
matching requirements were met.

Failure to charge payments for planning projects to the appropriate disaster
may affect FDEM's ability to comply with the 7-percent limitation on planning
projects for the disaster. Consequently, we reviewed FDEM records and
identified a total of $31,509.39 of contract payments made during the 2006-07
fiscal year for planning projects authorized under Tropical Storm Allison that
were charged to the incorrect disaster.

FDEM management indicated they had experienced frequent staff turnover.
Additional information regarding the cause of the deficiencies are included within
the descriptions of the specific above-noted instances.

Payments made outside the period of performance are subject to disallowance by
USDHS. Additionally, failure to charge project costs to the appropriate disaster
limits management’s ability to monitor adherence to Federal earmarking
requirements.

We recommend that FDEM ensure that payments are made only for services
incurred within the approved period of performance. We also recommend that
FDEM review its records to determine the amounts paid on all projects from funds
inappropriately drawn from other disasters and restore such amounts to the
correct disaster account.

This finding outlines three issues which are sources for audit exceptions in
administering the Hazard Mitigation Grant Program (HMGP).

¢ Inadequate documentation for reimbursement
e Payment outside the period of performance
¢ Reimbursement transactions miscoded to incorrect funding source

Inadequate documentation for reimbursement — The Federal regulations require
that the Grantee (State) provide a summary of documentation for payment
reimbursement, and that the project records are kept by the sub-grant recipient.
(CFR 44, Sec. 206.438 Project management.)

Florida HMGP has chosen to require additional documentation, including (but not
limited to) proof of financial transactions and proof of the completion of scope of
work. These practices, which were implemented in April 2007, with the
introduction of a Request for Reimbursement / Advance Payment Checklist (see
corrective action to FA 07-076). The use of this Checklist has also decreased the
number of payments made with inadequate supporting documentation. This
finding identifies 5 out of 40 payments which are exceptions to current procedures.
There are circumstances where the Governor's Authorized Representative in
cooperation with the Federal Grantor will authorize funding of projects that have
deviated from Federal or state guidelines. In the future, when this occurs, a copy
of the authorizing document will be included in the file.

Action: HMGP Project Managers will require sufficient documentation to ensure
that scopes of work are complete and financial transactions are valid before
payments are approved. This has been implemented and the Projects Managers
and Quality Control personnel will be reminded of these guidelines identified in the
Request for Reimbursement / Advance Payment Checklist.
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Estimated Corrective
Action Date

Agency Contact and
Telephone Number

Payment outside the period of performance — The period of performance (POP)
for an HMGP project, as determined by the Federal guidelines, is pertinent to the
actual work completed. The program allows for administrative tasks to be
completed after the period of performance, including inspections, payments and
closeout documentation. Typical DEM contract practices have been that the
contract period of performance mirror the project period of performance.
Frequently work will be completed within the period of performance but the final
payments or other administrative activities are not completed.

Action: When an HMGP project POP requires an extension the Project Manager
will review and process the request for submission to the Federal agency. The
HMGP Project Manager will coordinate the requests to the Federal agency along
with any modification needed to the contract. These tasks may not coincide since
the Federal approval for POP extension must be approved before the State
contract can be modified. This process will be documented and Project Managers
will ensure that the process is completed before pertinent administrative tasks are
conducted.

Reimbursement transactions miscoded to incorrect funding source — The DCA
Finance & Accounting section works with the DEM Finance Section to determine
the cost accounting and cost accumulators that will be used to capture grant
expenditures. The “coding” that is set up for HMGP is manually inputted into the
Florida Emergency Reimbursement System (FERS) system, and a table will be
used in the FloridaMitigation.org system where payments are and will be
produced. HMGP has strict procedures for both sub-grant payments and
management cost expenditures, that these cost will only be charged against the
approved federal or state funding source. Any mistakes in the coding of payments
or inadvertent charges to inappropriate funding sources are corrected.
Reconciliations between the state accounting system and the programmatic grant
awards are conducted quarterly. The charging of expenditures to incorrect
sources, because of the lack of correct funding, has been addressed. These
issues, when identified, are corrected.

Action: HMGP will continue to conduct quarterly reconciliations of the state
accounting and programmatic accounting systems (FERS / FloridaMitigation.org)

Quarterly, perpetual.

Miles Anderson, Community Program Administrator
(850) 413-9816
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U.S. DEPARTMENT OF HOMELAND SECURITY

Finding Number FA 08-088

CFDA Number 97.039

Program Title Hazard Mitigation Grant

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Cash

Management

State Agency Florida Division of Emergency Management (FDEM)

Federal Grant/Contract FEMA-1249-DR-FL, FEMA-1345-DR-FL, FEMA-1381-DR-FL, FEMA-1539-DR-FL,
Number and Grant Year FEMA-1545-DR-FL, FEMA-1551-DR-FL

Finding Type Opinion Qualification, Material Noncompliance, Material Weakness and Significant

Deficiency — Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Noncompliance and Significant Deficiency — Cash Management

Questioned Costs — $1,965,044.50 (FEMA 1551-DR-FL - $1,894,447.95; FEMA-
1609-DR-FL - $4,461.00; State Share - $66,135.55)

Prior Year Finding Report No. 2008-141, Finding No. FA 07-076

Finding Our review disclosed a significant number of instances in which FDEM did not
maintain adequate documentation to support the appropriateness of payments to
subgrantees or adhere to its established procedures. Additionally, FDEM's
procedures for advancing funds to subgrantees may not be effective in minimizing
the time elapsing between the disbursement of funds and their disbursement by
the subgrantee.

Criteria OMB Circular A-87, Attachment A, Section C.1.j., Costs must be adequately
documented; OMB Circular A-87, Attachment A, Section C.1.c., Section C.1.d.,
Section C.3.a., and Section C.3.c.,, Basic Guidelines; OMB Circular A-87,
Attachment B, Section 8.g., Severance pay

31 CFR 205.33, States should exercise sound cash management in funds
transfers to subgrantees in accordance with OMB Circular A-102

44 CFR 13.21(c), Advances

Condition During the 2007-08 fiscal year, FDEM made payments to 88 subgrantees totaling
$24,346,387. Our test of 40 payments to subgrantees totaling $15,644,673.65,
disclosed 9 payments for which FDEM did not adhere in some respect to Federal
requirements or FDEM established procedures. As described below, we identified
costs that were not documented or were inappropriate based on applicable
Federal cost principles or cash management requirements:

e FDEM policies required subgrantees to submit detailed documentation to
support costs, such as copies of invoices, cancelled checks, and payroll
ledgers. Six payments included costs totaling $264,382.01 that were not
adequately supported by documentation required by FDEM. In these
instances, detailed documentation of the costs such as invoices, timesheets,
and budgets were not included with the payment documentation.

e According to FDEM'’s standard agreement with its subgrantees, FDEM may
advance funds up to the expected cash needs of the subgrantee within the first
three months of the contract. In order to receive an advance payment, FDEM
required subgrantees to submit a request for advance, a justification of
advance, and a detailed budget with supporting documentation. Two of the 40
payments examined were advances. One additional advance payment was
noted during our review of FDEM’s monitoring activities. With regard to the 3
advances, we noted that FDEM advanced funds without obtaining required
supporting budget documentation and in amounts that were inconsistent with
the planned scope of work and period of performance. Additionally, FEDM
may have advanced funds in excess of funds needed to meet immediate cash
needs, contrary to Federal regulations.
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= FDEM advanced one subgrantee $1,390,532 without documentation to
support the budget submitted.
= FDEM advanced one subgrantee $304,656, which represented half of the
grant award although the grant agreement was for 36 months.
= FDEM advanced one subgrantee $4,461, the entire award amount,
although the grant agreement extended for a period of 27 months. In this
instance, the subgrantee submitted an advance justification that indicated
all work would be done within three months, while the scope of work
contained within the grant agreement indicated that the work would take
27 months. FDEM did not resolve the inconsistency with regard to the
grant period and approved the advance solely based on the advance
justification.
e Payment documentation submitted by one subgrantee included salary and
leave payments totaling $1,013.49 for one employee during the period August
26, 2007, through September 29, 2007. According to FDEM staff, these
payments, although submitted for reimbursement as regular salary and leave,
were for severance pay. Pursuant to Federal regulations, severance pay may
not be directly charged to the Program.
Cause FDEM management indicated they had experienced frequent staff turnover.
FDEM procedures for advancing funds do not address adherence to cash
management requirements.
Effect Absent adequate documentation, FDEM cannot demonstrate the appropriateness

Recommendation

State Agency Response and
Corrective Action Plan

of the expenditures and advances charged to the Program. Additionally, failure to
consider applicable cash management requirements may result in FDEM placing
excess funds with subgrantees.

We recommend that FDEM ensure that, prior to payment of the subgrantee
requests for payments, appropriate documentation is obtained and reviewed to
evidence that services have been received and were allowable. We also
recommend that FDEM enhance its procedures to ensure that advances are
appropriate based on the scope and length of the period of performance and
conform to Federal cash management requirements.

Appropriate documentation for payments — The Federal regulations require that
the Grantee (State) provide a summary of documentation for payment
reimbursement, and that the project records are kept by the sub-grant recipient.
(CFR 44, Sec. 206.438 Project management.)

Florida HMGP has chosen to require additional documentation, including (but not
limited to) proof of financial transactions and proof of the completion of scope of
work. These practices, which were implemented in April 2007, with the
introduction of a Request for Reimbursement / Advance Payment Checklist (see
corrective action to FA 07-076), have decreased the State costs and travel to
conduct site inspections. These findings identify 5 out of 40 payments which are
exceptions to current procedures. There are circumstances where the Governor’'s
Authorized Representative in cooperation with the Federal Grantor will authorize
funding of projects that have deviated from the federal or state guidelines. In the
future, when this occurs, a copy of the authorizing document will be included in the
file.

Action: HMGP Project Managers will continue to require sufficient documentation
to ensure that scopes of work are complete and financial transactions are valid
before payments are approved. This has been implemented and the Projects
Managers and Quality Control personnel will be reminded of these guidelines
identified in the Request for Reimbursement / Advance Payment Checklist.

Advances — The Florida HMGP bases advance payments requests and approvals
on the scope of work schedule. Additionally, Florida HMGP will require a
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Estimated Corrective
Action Date

Agency Contact and
Telephone Number

purchase order(s) or other sufficient outside source document along with a
payment schedule of its subgrant recipients.

Action: HMGP Project Managers will be reminded of the revised State guidelines,
also outlined in the contracts, and be required to follow these guidelines.

Immediate

Miles Anderson, Community Program Administrator
(850) 413-9816
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Agency

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-089

97.039

Hazard Mitigation Grant

Allowable Costs/Cost Principles

Florida Division of Emergency Management (FDEM)

Various

Material Weakness and Significant Deficiency

FDEM management had not established appropriate internal controls regarding
user access and systems development and management for the Florida
Emergency Reimbursement System (FERS).

44 CFR 13.20, Standards for financial management systems

Florida Department of Management Services Rule 60DD-2.004 Logical and Data
Access Controls, Florida Administrative Code, stipulates each user of a
multiple-user information resource shall be assigned a unique personal identifier
that shall be authenticated before access is granted. Additionally, user's access
authorization shall be removed when the user's employment is terminated or
where access to the information resource is no longer required.

Florida Department of Management Services Rule 60DD-2.005 Data and System
Integrity, Florida Administrative Code, stipulates that test functions shall be
separate from production functions and that all program changes shall be
approved before implementation to determine whether they have been authorized,
tested, and documented.

Florida Department of Management Services Rule 60DD-2.008 Personnel
Security and Security Awareness, Florida Administrative Code, stipulates that
agencies shall provide an ongoing awareness and training program in information
security.

Information Technology (IT) Industry Standards:
IT Governance Institute Control Objectives for Information Technology (COBIT
4.1).

DS5.3 Identity Management - User access rights to systems and data should
be in line with defined and documented business needs and job
requirements.

Al7.6 Testing of Changes — Changes should be tested independently prior to
migration to the operational environment.

P08.2 IT Standards and Quality Practices — Standards, procedures and
practices for key IT processes should be identified and maintained.

National Institute of Standards and Technology Building an Information Security
Technology Awareness and Training Program, Special Publication 800-50.

FDEM used FERS as the underlying support for Hazard Mitigation Grant (HMG)
expenditures and, according to FDEM management, all staff members used FERS
for a large number of tracking, reporting, and informational needs. FERS was
used to account for HMG grants and related activities, including payments, and to
create quarterly reports submitted to FEMA. HMG expenditures totaled
$75,476,793.68 during the period July 1, 2007, through June 30, 2008.

Our review disclosed that with respect to FERS, access, system documentation,
security awareness, and change management controls were not sufficient.
Specifically, we noted the following:

e Security awareness program training had not been provided to FDEM staff.
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Cause

Effect

Recommendation

State Agency Response and
Corrective Action Plan

e There were no user manuals, diagrams, or system documentation for FERS
available at FDEM.

¢ Changes to FERS programming code were made directly into the production
environment by a contractor. The changes were not subject to testing prior to
being placed in use.

e Access to FERS was not timely removed for terminated employees. FDEM
had not timely removed the access capabilities of the two employees who
terminated employment with DEM during the period July 1, 2007, through May
31, 2008, as of June 10, 2008. These employees, both of whom had unlimited
capabilities within FERS (level 3), including adding users and establishing
access rights of users, terminated their employment on April 1, 2008.

e Additional aspects of FDCA security controls in the areas of user access
needed improvement. Specific details of the issues are not disclosed in this
report to avoid the possibility of compromising FDCA security. Appropriate
FDCA personnel have been notified of the issues.

FDEM employees noted that FERS was created and maintained by a contractor
and FDEM had not monitored user access and system controls for
appropriateness. FDEM management indicated that since access to the FDCA
network was necessary in order to access the system it was not necessary to
control access at the system level. However, access controls at the system level
are necessary to ensure that access is appropriate based on employees’ assigned
duties and responsibilities.

Absent appropriate security, system documentation, and change management
controls, the integrity of the data contained within FERS may be compromised.
Additionally, without system documentation, including documentation and testing
of system changes, users may not be aware of the functions contained within
FERS or the purpose of system fields.

We recommend FDEM management establish appropriate FERS security and
systems development and change management controls. Additionally, we
recommend that FDEM ensure that the access of employees is removed from the
system immediately upon termination of employment.

As indicated by this finding, the Florida Emergency Reimbursement System
(FERS) has the following security and management deficiencies.

The FERS user security is controlled by four (4) access levels; System
Administrator (3), Project Manager (2), HMGP user (1), and Read Only user (0).
The FERS system MUST retain the user information in perpetuity so that historical
user activities are preserved. The system allows for the “deactivation” of users
which prevents all access.

FERS has a “help” section in the system which functions as the user manual. The
FERS system documentation is unretrievable and will not be redeveloped since
the Bureau is currently developing the web-based replacement system
FloridaMitigation.org. The new system will be documented and FERS, as it
interfaces and transitions to the new system will also be documented.
FloridaMitigation.org is in Alpha testing stage and will enter the Beta testing stage
within 6 months (NLT July 1, 2009). Full implementation and transition to the new
system will most likely be during the next fiscal year (FY 09-10).

Changes to FERS are infrequent and are usually only required when a report
needs updating or a bug needs to be fixed. The contractor that provides service to
FERS, tests all changes on a local beta copy of FERS before implementing into
the live version. This is per the DCA development methodology.

Actions:

1. DCA is developing a security awareness & training program, slated to begin in
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April 2009, which DEM will apply to FERS and FloridaMitigation.org accordingly.

2. The task of deactivating HMGP users will be included in the “exit” process and
added to the FDEM "Separation of Employment Form" for all terminated, retiring,
and resigning employees. The FERS users with system administration (3) access
will be authorized to control activation and deactivation. To be implemented
immediately.

3. During the Beta implementation of FloridaMitigation.org system, the FERS
transition and interface will be documented according to the DCA development
methodology. Timeframe: NLT 01 July 2009.

4. Appropriate system documentation for the FloridaMitigation.org system will be
developed during the full implementation of the system. Timeframe: 01 July 2009
to 30 June 2010.

See time frames in above

Miles Anderson, Community Program Administrator
(850) 413-9816
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U.S. DEPARTMENT OF HOMELAND SECURITY

FA 08-090

97.039

Hazard Mitigation Grant

Reporting

Florida Division of Emergency Management (FDEM)

Various

Noncompliance and Significant Deficiency
Report No. 2008-141, Finding No. FA 07-077

FDEM management had not maintained documentation to support that the FEMA
Quarterly Report or the underlying data from the Florida Emergency
Reimbursement System (FERS) had been reconciled to the State’s accounting
records (FLAIR). Additionally, our review disclosed that FDEM had not accurately
disclosed project status and completion dates on the FEMA Quarterly Report for
the quarter ending March 31, 2008.

44 CFR 206.438(c), Progress reports, requires a quarterly progress report to
FEMA indicating the status and completion date for each project funded. Any
problems or circumstances affecting completion dates, scope of work, or project
costs which are expected to result in noncompliance with approved grant
conditions are to be described in the report.

44 CFR 13.20, Standards for financial management systems

The Quarterly Report for the quarter ending March 31, 2008, encompassed 20
disasters occurring between 1998 and 2007 and included 575 open projects. The
Quarterly Report disclosed cumulative Federal share payments totaling
$174,283,713, and a Federal share balance totaling $215,098,078 for the 20
disasters. The Quarterly Report provides information to FEMA regarding
approved Hazard Mitigation projects and identifies, by disaster and project,
approved dates and costs, completion due dates, actual close dates, payments
made, and project status. FDEM also used this report to identify the population of
subgrantees for monitoring. FDEM used data maintained in the Florida
Emergency Reimbursement System (FERS) to prepare the quarterly report.

Our examination of FDEM’s FEMA Quarterly Report for the quarter ending March
31, 2008, disclosed instances in which the status of projects was not accurate.
We identified 44 projects with project completion due dates prior to
March 31, 2008, yet the projects were shown as ongoing in the project status
column. In response to our audit inquiry, FDEM provided a schedule describing
the status of these projects, based on information contained in grant accountant
records. The schedule provided the following information in regard to the 44
projects:

e For 14 projects, the projects had been completed or deobligated but were not
closed out. These projects had a range of completion due dates from
June 30, 2004, to March 30, 2008, that were not shown on the Quarterly
Report and a Federal share balance totaling $1,118,929.

e For 30 of those projects, FDEM considered the project status as ongoing but
had not extended the Period of Performance. These were phased projects
involving planning (Phase I) and construction (Phase IlI). FDEM had not
requested extensions to the period of performance or reported a revised
completion due date for these projects. According to FDEM management, a
new completion date will be assigned when phase Il funding is awarded and
FDEM will request a time extension for phase | if necessary. The Federal
share balance for these projects totaled $1,999,946.
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e FDEM management indicated that a consultant performed a reconciliation
between the FERS data and FLAIR; however, no documentation was
maintained to support that the data in the systems had been reconciled or that
necessary adjustments were made. In response to our audit inquiries, FDEM
management could not provide us with any further information on the
reconciliation process, including the accounts reconciled or whether any
significant reconciling items were identified.

FERS was not timely maintained to include current information with regard to
project completion dates.

Reconciliations between FERS and FLAIR were the responsibility of a former
FDEM employee. After the employee transferred to a position with the Florida
Department of Community Affairs, a consultant was hired by FDEM to perform the
reconciliations. Documentation of any reconciliations performed was not retained.

The Quarterly Report errors and management’s lack of understanding concerning
the financial system limited FEMA’s ability to effectively monitor the status of
funded projects and the ability to identify potential record and reporting problems.
Without extensions to the periods of performance for projects, costs could be
subject to disallowance. Also, inaccurate reports may be used improperly by
decision makers with regard to the amount of funds anticipated to be drawn for
various projects.

We recommend that FDEM staff review reconciliations performed by the
consultant and maintain documentation of the results of the reconciliation, their
review of the reconciliation, and actions taken as a result of the reconciliation. We
also recommend that FDEM enhance its procedures to ensure that the project
status and completion dates are accurately and timely recorded in FERS and
reported to the Federal government.

The Florida HMGP requires and receives quarterly reports from sub-grant
recipients for all active contracts / projects. These quarterly reports are transcribed
to the “State to FEMA" quarterly report. According to the current HMGP
guidelines, Project Managers review quarterly reports upon receipt and signify this
review by initialing the report. Whether the report is marked by the reviewer or not,
however, there is little chance that a report is not reviewed. Every report MUST be
reviewed at least to the point for it to be transcribed to the State to FEMA quatrterly
report.

Action: Project Managers will be reminded to document review of the quarterly
reports.

Frequently, the sub-grant recipients’ quarterly reports will indicate little or no
change in status, which would require no action by the Project Manager, unless
the project or contract period of performance was close to conclusion. It is also
common for the sub-grant recipients’ quarterly reports to indicate delays in
schedule or possible variations to budget. This, too, may not require action by the
Project Manager, unless the report is accompanied by a request for additional
funding or important milestones are at risk. The Project Manager must make
determinations on a case-by-case basis and will sometimes need to consult
HMGP management or federal partners to determine if action is needed.

Action: Project Managers will be reminded to document the actions or non-actions
taken with respect to quarterly reports. The details in these reports, regarding
status and completion dates will be accurately recorded by the Project Managers.

HMGP has a contracted consultant that facilitates the reconciliations of Federal,
state, and programmatic accounting systems. HMGP also employs a financial
point of contact that coordinates with the contractor. These personnel perform a
cursory review of transactions made in FERS, FloridaMitigation.org, and FLAIR
(with respect to any reconciliations), which are typically made quarterly and at
grant closeout.
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The current reconciliation process is being reviewed and/or revised to coincide
with the processes and implementation of the FloridaMitigation.org accounting and
reimbursement system.

Several corrective actions are ongoing, while others coincide with the
implementation of the FloridaMitigation.org system (FY 09-10).

Miles Anderson, Community Program Administrator
(850) 413-9816
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FA 08-091

97.039

Hazard Mitigation Grant

Subrecipient Monitoring

Florida Division of Emergency Management (FDEM)

Various

Significant Deficiency
Report No. 2008-141, Finding No. FA 07-078

In some instances, FDEM staff did not follow established procedures to document
required monitoring activities.

OMB Circular A-133 8§ .400 (d)(3), Pass-through entity responsibilities

FDEM Hazard Mitigation procedures require the Project Manager to read
subgrantee quarterly reports in their entirety. If the applicant is behind schedule
and it appears that the project will not be completed by the performance period of
the contract, the Project Manager should offer technical assistance. Upon
completion of the Project Manager's review, the Project Manager is to note the
date and initial the report and take other appropriate actions when required.

During the 2007-08 fiscal year, FDEM made payments to 88 subgrantees totaling
$24,346,387. FDEM monitors its subgrantees through on-site reviews and
reviews of subgrantee quarterly reports. Our review of subgrantee monitoring
activities related to 15 subgrantees disclosed 6 instances in which the Project
Manager did not document review of the subgrantees’ March 31, 2008, quarterly
reports by dating and initialing the reports. Of these six instances, three
subgrantees reported that their projects were behind schedule and, in one case,
overbudget. For one of the three subgrantees, FDEM staff could not provide
documentation that technical assistance had been provided to the subgrantee.

According to FDEM personnel, as a result of frequent staff turnover, not all of the
Project Managers were aware of the requirement to initial and date quarterly
reports.

Without evidence of review, FDEM cannot demonstrate that Project Managers
have examined subgrantee quarterly reports and acted appropriately to mitigate
the impact of reported problems.

We recommend FDEM personnel provide appropriate training to ensure that
Project Managers are aware of the procedures for documenting monitoring
activities. We also recommend that appropriate follow-up activities are performed
and documented.

The Project Manager must make determinations on a case-by-case basis and will
occasionally need to consult HMGP management or Federal partners to
determine if action is needed. Frequently, the sub-grant recipients’ quarterly
reports will indicate little or no change in status, which would require no action by
the Project Manager, unless the project or contract period of performance was
close to conclusion. It is also common for the sub-grant recipients’ quarterly
reports to indicate delays in schedule or possible variations to budget. Unless the
report is accompanied by a request for additional funding or important milestones
are at risk. The Project Manager must make determinations on a case-by-case
basis and will sometimes need to consult HMGP management or federal partners
to determine if action is needed.

Action: To ensure consistency, guidance materials for quarterly project monitoring,
is provided to Project Managers. This guidance calls for the documentation of the
actions or non-actions taken on a quarterly basis. In addition, monthly
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notifications will be sent to the management team.

Ongoing

Miles Anderson, Community Program Administrator

(850) 413-9816
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STATE UNIVERSITIES AND COMMUNITY COLLEGES
SUMMARY OF QUESTIONED COSTS
For the Fiscal Year Ended June 30, 2008

Compliance Requirement/ Questioned Net
Institutions Questioned Costs Questioned
Costs Restored Costs

Student Financial Assistance Cluster

CASH MANAGEMENT - Finding No. FA 08-092
Escheating:
Florida A & M University $ 9,038.75 $ $ 9,038.75

ELIGIBILITY - Finding No. FA 08-094
Overaward:
University of North Florida 10,141.00 10,141.00

SPECIAL TESTS AND PROVISIONS - Finding No. FA 08-098
Return of Title IV Funds - Official Withdrawal:

Seminole Community College 611.00 611.00
St. Petersburg College 325.51 32551
Total 936.51 325.51 611.00

SPECIAL TESTS AND PROVISIONS - Finding Nos. FA 08-099, 100
Return of Title IV Funds - Unofficial Withdrawal:

Florida Atlantic University 1,178.42 1,178.42
St. Petersburg College 468.96 468.96
Total 1,647.38 1,647.38

SPECIAL TESTS AND PROVISIONS - Finding No. FA 08-101

Nonattendance:
St. Petersburg College 4,935.00 4,935.00
Total Questioned Costs $ 26,698.64 $ 17,048.89 $ 9,649.75
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U.S. DEPARTMENT OF EDUCATION

FA 08-092
84.032, 84.063, and 84.375
Student Financial Assistance Cluster (SFA)
Federal Family Education Loan (FFEL)
Federal Pell Grant Program (PELL)
Academic Competitiveness Grants (ACG)
Cash Management — Prohibition on Escheating of Title IV Higher Education Act
(HEA) Funds
Florida Agricultural and Mechanical University (FAMU)
Noncompliance
Questioned Costs — $9,038.75 ($3,951.10 FFEL subsidized; $1,810.60 FFEL
unsubsidized; $2,152.05 PELL; and $1,125 ACG)

Report No. 2008-141, Finding No. FA 07-081, Report No. 2007-146, Finding No.
FA 06-084, Report No. 2006-152, Finding No. 05-089, and Report No. 2005-158,
Finding No. FA 04-092

The institution’s procedures were not adequate to ensure the timely return of
unclaimed Title IV HEA funds to applicable Federal programs and lenders.

34 CFR 668.164(h)(2), Subpart K, Cash Management, Disbursing Funds

According to the U.S. Department of Education, institutions are prohibited from
allowing Title IV HEA funds to revert (or “escheat”) to a third-party, State, or
institutional coffers, and Florida institutions must return unclaimed Title IV HEA
funds no later than 240 days (previously 180 days) after checks containing such
funds are written.

Our review of 20 outstanding student checks containing Title IV HEA funds
disclosed that as of August 28, 2008, 8 of the 20 checks were outstanding, 329 to
392 days after the checks were written. Although the institution had implemented
procedures to identify outstanding checks containing Title IV HEA funds, the
institution had not returned applicable funds to the Federal programs and lenders.

The institution had not fully implemented adequate procedures to timely return
Title IV HEA funds to the applicable Federal program or lenders.

The institution may be allowing Title IV HEA funds to be used for purposes other
than that for which they are intended.

The institution should implement procedures to timely return outstanding checks
containing Title IV HEA funds to the applicable Federal programs or lenders, no
later than 240 days after the date the check was issued. Additionally, the
institution should return $9,038.75 ($3,951.10 FFEL subsidized; $1,810.60 FFEL
unsubsidized; $2,152.05 PELL; and $1,125 ACG) to the applicable Federal
programs and lenders.

The University identified the stale dated checks within Title IV HEA funds. All
funds have been returned to the proper Title IV programs. To ensure the timely
return of funds to Title IV HEA programs, the University revised its procedure to
return stale dated checks at the end of each semester effective Fall 2008.

September 30, 2008

Marcia Boyd, Director of Financial Aid and Scholarships
(850) 412-5278
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U.S. DEPARTMENT OF EDUCATION

FA 08-093
84.007 and 84.063
Student Financial Assistance Cluster (SFA)
Federal Supplemental Educational Opportunity Grants (FSEOG)
Federal Pell Grant Program (PELL)
Cash Management — Prohibition on Escheating of Title IV Higher Education Act
(HEA) Funds
Miami Dade College (MDC)
Noncompliance
Report No. 2008-141, Finding No. FA 07-082

The institution’s procedures during the 2007-08 award year were not adequate to
ensure the timely return of unclaimed Title IV HEA funds to applicable Federal
programs.

34 CFR 668.164(h)(2), Subpart K, Cash Management, Disbursing Funds

According to the U.S. Department of Education, institutions are prohibited from
allowing Title IV HEA funds to revert (or “escheat”) to a third-party, State, or
institutional coffers, and Florida institutions must return unclaimed Title IV HEA
funds no later than 240 days (previously 180 days) after checks containing such
funds are written.

Our review of the institution’s June 30, 2008, list of unnegotiated checks disclosed
15 checks containing $10,021.99 of Title IV HEA funds ($9,221.99 PELL and $800
FSEOG) that had not been timely returned to the applicable Title IV HEA
programs. The institution’s attempts to disburse the funds to students were
through a combination of electronic fund transfers (EFT), for which a third-party
processor was used, and checks. Through this combination of checks and EFTSs,
the institution made three attempts to disburse the funds to five of the students,
and two attempts were made for the remaining ten students. The Title IV HEA
funds (checks and EFTs) remained unnegotiated from 260 to 1,162 days.

Subsequent to the end of the fiscal year, in July 2008, and as part of the
implementation of modified procedures that included voiding unnegotiated checks
and returning Title IV HEA funds every four months, the institution returned
$7,219.25 ($800 FSEOG and $6,419.25 PELL), which was 607 to 1,162 days late
for 10 of the 15 checks. The five remaining checks, totaling $2,802.74 PELL,
were checks or EFTs that had been reissued from 127 to 189 days after the date
of the first issue, and, while ultimately cashed by the students, were unnegotiated
from 260 to 680 days after the first issue date. Since the institution reissued the
checks or EFTs, they were outstanding an additional 71, 158, 478, 523, and 553
days from the reissue dates. It is not clear why the institution would reissue
checks that were not subsequently cashed timely and not negotiated for the
additional 71 to 553 days, which resulted in these checks being outstanding for a
total of 260 to 680 days from the first issue date. Although it was allowable to
reissue the five checks because 240 (previously 180 days) days had not elapsed,
the assumption on a reissue is that the student had been located and the reissued
check would be cashed in a reasonable amount of time. The date of the reissue
does not restart the number of days which are allowed to clear outstanding
checks.

The institution’s procedures were not adequate to return unnegotiated checks
containing Title IV HEA funds to the applicable Federal programs within the
timeframe specified by Federal regulation, because it did not believe that it was
required to return such funds within 180 days. Additionally, the new procedures
implemented after the end of the fiscal year failed to take into account reissued
checks.
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The institution may be allowing Title IV HEA funds to be used for purposes other
than that for which they are intended.

The institution should continue its efforts to enhance and implement procedures to
return unnegotiated Title IV HEA funds to the applicable Federal programs.

Based on consultation with USED and the receipt of two Final Determination
letters for the past three years regarding this issue, the College is confident its
process of returning such funds on an annual basis was in compliance with both
state statute and Federal regulations in place through June, 2008. Recently the
College outsourced the processing of its student disbursements to streamline
processes and enable students to access their refunds faster. This process
returns involves an electronic payment to a third-party processor who in turn,
allows students to select the method by which they wish to receive their refund. In
some cases, students do not claim their refunds or cannot be located resulting in
the former manual check process, for which the College continued to return
unclaimed checks annually through June, 2008.

The College revised its procedures effective July 1, 2008, to comply with new U.S.
Department of Education regulations requiring unclaimed Title IV HEA funds to be
returned to the applicable program within 240 days after monies are disbursed. In
this review, the auditors have outlined a more stringent calculation of the days a
series of disbursements among multiple entities is outstanding that will require
additional modifications. These modifications will be completed by February 28,
2009 to ensure full compliance with the interpretation of the new regulations in an
effort to bring final closure to this ongoing audit issue.

February 28, 2009

Gregory Knott, AVP - Accounting and Student Services
(305) 237-0399
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UNF Response and
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U.S. DEPARTMENT OF EDUCATION

FA 08-094

84.375 and 84.376

Student Financial Assistance Cluster (SFA)
Academic Competitiveness Grants (ACG)
National Science and Mathematics Access to Retain Talent Grants (SMART)
Program

Eligibility — Overawards

University of North Florida (UNF)

Noncompliance

Questioned Costs — $10,141 ($8,841 SMART and $1,300 ACG)

The institution disbursed Title IV Higher Education Act (HEA) funds to ineligible
students.

34 CFR 691.15(b)(iii)(C), 691.15(c)(3) Eligibility to Receive a Grant

For 1 of 2 students tested that were disbursed SMART grant funds, we noted that
the student was disbursed a $2,000 award for the Fall 2007 term, although, the
student’s grade point average (GPA) entering the term was below the required 3.0
on a 4.0 scale. Subsequent to audit inquiry, the institution identified 4 other
students (3 SMART recipients ($6,841) and 1 ACG recipient ($1,300)) that were
also ineligible for the Fall 2007 term (2 students) or were ineligible for both the Fall
2007 and the Spring 2008 terms (2 students). Subsequent to audit inquiry, on
August 1, 2008, the institution returned $10,141 to the applicable programs.

When processing Spring 2008 awards, the institution awarded the students for
Spring 2008 and retroactively for Fall 2007. The institution based the Fall 2007
term award on the cumulative GPA after the Fall 2007 term was over instead of
using the cumulative GPA prior to the beginning of the Fall 2007 term. As a result,
the students were not eligible for the Fall 2007 term award because their
respective GPAs were below 3.0.

When institutions award Title IV HEA funds to ineligible students, funds may not
be available for eligible students and institutions may be required to return
institutional funds to the Federal program.

The institution should strengthen its procedures to ensure that awards of Title IV
HEA funds are properly determined, monitored, and documented. The institution
should also strengthen its procedures for monitoring changes to student awards
during the year to ensure that students are not subsequently overawarded.

UNF has utilized the user defined fields in the SCT Banner Software Program to
record the GPAs by term. The rules written in Banner for awarding and disbursing
these programs will read these GPAs by term to ensure that the student is eligible
for the program for that term. UNF also created a job to determine renewal criteria
for these programs and records that status on the user defined fields to ensure
that students are not awarded or disbursed funds from these accounts who do not
meet the eligibility requirements. All funds have been repaid to the appropriate
programs.

December 1, 2008

Janice Nowak, Director of Compliance, Technology and Training
(904) 620-1043
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U.S. DEPARTMENT OF EDUCATION

FA 08-095
84.007, 84.032, 84.033, 84.063 and 84.375
Student Financial Assistance Cluster (SFA)

Federal Supplemental Educational Opportunity Grants (FSEOG)

Federal Family Education Loans (FFEL)

Federal Work-Study Program (FWS)

Federal Family Education Loans (FFEL)

Federal Pell Grant Program (PELL)

Academic Competitiveness Grants (ACG)
Eligibility — Satisfactory Academic Progress (SAP)
St. Petershurg College (SPC)

Noncompliance
Report No. 2008-141, Finding No. FA 07-086

The institution’s Satisfactory Academic Progress (SAP) policies and procedures
did not meet Federal requirements.

34 CFR 668.16(e), Satisfactory Academic Progress

Federal regulations require that students demonstrate satisfactory academic
progress to be eligible to receive Title IV HEA funds. For an undergraduate
program, the institution’s SAP policy must include a quantitative component that
requires the student’s attempted hours as a percentage of earned hours to be at
least 67 percent, but no more than 150 percent, of the published length of the
educational program.

The institution’s SAP policy did not comply with Federal regulations.

The institution’s SAP policy during the 2007-08 award year did not include the
guantitative component required by Federal regulations. In November 2007, the
institution revised its SAP policy to be in compliance with Federal regulations. The
institution is implementing the revised policy for the 2008-09 award year.

There may be students who received Title IV HEA funds that did not meet SAP
requirements and were therefore ineligible for the Title IV HEA funds received.

The institution should ensure the revised SAP policy is in place for the 2008-09
award year as indicated in their Summary Schedule of Prior Audit Findings’
response.

The SAP policy for SPC has been revised and approved by the U.S. Department
of Education (USED) in February 2008. The SAP review is done annually at SPC
and was applied at the end of the summer term in July 2008, for the 2008-09
award year. Based on guidance received from the USED, we extended the review
to include the summer term instead of running it at the end of spring term, as we
had in the past, to include the entire academic year within the review.

July 2008

Dr. Tonjua Williams, Vice President Academic and Student Affairs
(727) 341-3344

Marcia R. McConnell, M.Ed., Director, Financial Assistance Services
(727) 302-6800
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U.S. DEPARTMENT OF EDUCATION

FA 08-096
84.032 and 84.038
Student Financial Assistance Cluster (SFA)
Federal Family Education Loan (FFEL)
Federal Perkins Loan Program (FPL)
Special Test and Provisions — Disbursements — Loan Notifications
Various
Noncompliance

Three institutions did not always document the required notification, of FFEL or
FPL student or parent loan borrowers, within 30 days before or after crediting a
student’s account with FFEL funds.

34 CFR 668.165, Notices and Authorizations

Because incurring a loan obligation is a serious responsibility, a borrower must be
given the opportunity to cancel the loan at, or close to, the time the funds are
actually disbursed and the debt incurred. Without naotification of the right to cancel
a loan, there is an increased risk that a borrower may incur unnecessary debt.

Florida Agricultural and Mechanical University (FAMU)

Report No. 2008-141, Finding No. FA 07-081, Report No. 2007-146, Finding No.
FA 06-094, and Report No. 2006-152, Finding No. FA 05-100

Effective August 31, 2007, the institution implemented a procedure to generate a
list of FFEL student loan borrowers by disbursement date. The students listed
were mailed the required loan notification letter, and the students receiving the
notifications in the disbursement period were recorded on a mail log. However, 11
of the 17 FFEL student loan borrowers tested were not included on the FFEL
student loan borrowers’ list and the institution was unable to provide
documentation that the required notifications were sent to the FFEL student or
parent loan borrowers, as applicable.

The process used to identify FFEL borrowers did not function as intended and as
a result, did not identify all FFEL student loan borrowers for the intuition to provide
the required notifications.

The institution should enhance their procedures to ensure that FFEL student or
parent loan borrowers receive the required notification electronically or in writing,
no earlier than 30 days before and no later than 30 days after crediting a student’s
account with FFEL funds.

The Office of Student Financial Services followed the procedures for notifying
students of their rights to cancel all or a portion of the Federal Loans (Federal
Subsidized or Unsubsidized, PLUS, or Federal Perkins) within 14 days of
disbursement. The query used to create letters to students was developed by
Enterprise Information Technology (EIT) staff. During the 2007-08 academic year,
the EIT staff reviewed the query and found a small group of borrowers omitted
from the query because the address tables were not joining tables in the query
correctly. The query has been reviewed and modified by EIT to select all students
with loan disbursements. This action will resolve this issue.

September 30, 2008

Marcia Boyd, Director of Financial Aid and Scholarships
(850) 412-5278
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Florida International University (FIU)

The institution did not have procedures to notify the student or parent in writing, or
electronically, when FFEL or FPL funds were credited to the students’ or parents’
accounts.

The institution did not have procedures implemented, due to ongoing upgrades to
a new system that were not fully functioning as intended.

The institution should continue efforts to enhance procedures to ensure that FFEL
and FPL student or parent loan borrowers receive the required notification
electronically or in writing, no earlier than 30 days before and no later than 30
days after crediting a student or parents’ account with FFEL or FPL funds.

The Office of Financial Aid has implemented procedures to notify students and/or
parents in writing, or electronically, when FFEL, DL and/or FPL funds are credited
to their accounts. The unit has taken the following steps to ensure natification is
sent to students/parents in timely fashion:

By mid October, the Financial Aid Office had identified all federal loan recipients
for Fall 2008 whose loans had been disbursed and notified them that they had the
right to cancel/return all or a portion of their loan within 14 days of the date of the
notification sent. Students/parents were provided specific instructions as to how
to cancel/return all or a portion of their loans. Subsequent to this first identification
round, all new loan disbursements were identified on a weekly basis and the
required notification was sent to students and/or parents.

Beginning mid December, Financial Aid enhanced this process to generate the
required notification after each batch disbursement which is typically three times a
week. All notifications are stored and maintained electronically.

Completed

Francisco Valines, Director of Financial Aid
(305) 348-2333

University of North Florida (UNF)

For 1 of 5 students tested, we noted that the required notification for a Fall 2007
FFEL disbursement was not sent to the student. Additionally, none of the other
152 students on the same EFT disbursement roster dated October 31, 2007,
received the required notification. Subsequent to audit inquiry, the institution
identified a second EFT disbursement roster dated November 14, 2007, with 120
students for which the required naotifications were not sent.

The institution did not follow its procedures for the disbursement rosters noted.
Although the two EFT disbursement rosters were generated, the required
notifications were not sent to the applicable students.

The institution should strengthen its monitoring procedures to ensure full
compliance with Federal regulations.

The university has established a logging system when the job runs to generate the
notification letter. These logs are reviewed bi-weekly by the Associate Director of
Enrollment Services Processing Financial Aid and the Enrollment Services
Compliance, Technology and Training department to ensure that all students who
appear on the EFT (electronic fund transfer) roster are properly notified.

December 1, 2008

Janice Nowak, Director of Compliance, Technology and Training
(904) 620-1043
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U.S. DEPARTMENT OF EDUCATION

FA 08-097
84.063
Student Financial Assistance Cluster
Federal Pell Grant Program (PELL)
Special Tests and Provisions — Disbursements — Common Origination and
Disbursement (COD) System
Various
Noncompliance

For three institutions the PELL disbursement date in the institutions’ records did
not always agree with the U.S. Department of Education (USED) Common
Origination and Disbursement (COD) System’s disbursement date as required by
USED regulations and technical references.

34 CFR 690.83, Submissions of Reports; COD technical reference

The USED COD is a streamlined method for processing, storing, and reconciling
Federal Pell Grant financial aid information. COD defines the disbursement date
as the date cash was credited to the student’s account or paid to the student
directly.

The level of PELL authorization for an institution is affected by the accuracy with
which the PELL information is reported to COD.

Florida Agricultural and Mechanical University (FAMU)

For 15 PELL recipients tested, disbursement dates in the COD reporting system
were incorrectly reported by the institution. The disbursement dates reported in
COD were 4 to 58 days before the actual disbursement dates.

The institution’s procedures were not adequate to ensure accurate information
was reported to COD. The institution’s system initially recorded the end of the
drop or add date on the COD system instead of the actual disbursement date, and
the institution did not subsequently correct the COD file to reflect the actual date of
disbursement.

The institution should review its procedures to ensure that information provided to
USED through COD is accurate.

The University has established procedures to ensure the Pell disbursement date
in the institution’s record agrees with the U.S. Department of Education Common
Origination and Disbursement (COD) system’s disbursement date. An update was
made to the set up table in the student information system (PeopleSoft) for PELL
payments to COD to reflect the actual date of disbursement -effective
October 10, 2008.

October 10, 2008

Marcia Boyd, Director of Financial Aid and Scholarships
(850) 412-5278

Central Florida Community College (CFCC)

For 7 of 10 Pell recipients tested (8 disbursements), the disbursement dates
reported in COD were 17 to 49 days prior to the actual disbursement dates for 3
disbursements, and 6 days after the actual disbursement dates for 5
disbursements, during the 2007-08 award year.

The institution had not implemented adequate procedures to reconcile the PELL
disbursement dates reported to COD with the institution’s own disbursement
records.
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The institution should enhance its procedures to ensure that the information
provided to USED through COD is accurate.

The College will enhance its procedures to ensure accuracy in technical reporting.
The corrective action to be taken will encompass additional programming to the
college's operating system (Jenzabar) to report only actual disbursements in COD.
This action will occur as soon as possible.

As soon as possible.

James Harvey, Senior Vice President
(352) 237-2111

St. Petersburg College (SPQC)

For 21 of 22 PELL recipients tested, disbursement dates in the COD reporting
system were incorrectly reported by the institution. The disbursement dates
reported in COD were 8 to 70 days prior to the actual disbursement date during
the Spring 2008 term.

The institution had not implemented adequate procedures to reconcile the PELL
disbursement dates initially reported in the COD with the institution’s subsequent
actual disbursement dates.

The institution should review its procedures to ensure that information provided to
USED through COD is accurate.

SPC has reviewed its procedures to ensure that accurate data is transmitted to
COD; changes have been made and tested within PeopleSoft to ensure the dates
reported are the same dates as the disbursements for the 2008-09 award year.
SPC is a Just In Time Pilot school with regards to the Federal Pell Grant program.
The college is investigating moving away from Just In Time to an Advance
Payment school for the 2009-10 academic year.

August 2008

Marcia R. McConnell, M. Ed, Director, Financial Assistance Services
(727) 302-6800
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U.S. DEPARTMENT OF EDUCATION

FA 08-098
84.032 and 84.063
Student Financial Assistance Cluster (SFA)
Federal Family Education Loans (FFEL)
Federal Pell Grant Program (PELL)
Special Tests and Provisions — Return of Title IV Higher Education Act (HEA)
Funds (Official Withdrawals)
Various
Noncompliance
Questioned Costs — $325.51 FFEL unsubsidized and $611 PELL

Three institutions did not always accurately calculate and, within 45 days of the
students’ withdrawal, timely return Title IV HEA funds to the applicable Federal
lenders for those students who officially withdrew prior to the 60 percent point of
the payment period.

34 CFR 668.22, Treatment of Title IV Funds When a Student Withdraws

The institution retained unearned Title IV HEA funds that should have been
returned to the applicable Federal lenders. Additionally, the institution returned
funds in excess of the amounts that were unearned.

Florida International University (FIU)

For three of ten students tested that officially withdrew from the institution during
the Fall 2007 term, and received Title IV HEA funds, the institution returned
$2,978.78 FFEL ($1,640.27 subsidized and $1,338.51 unsubsidized) of unearned
Title IV HEA funds 34, 93, and 107 days late. Also, for four of the ten students (4
other students) the returns were miscalculated, resulting in de minimus
overpayments to the PELL program and FFEL lenders.

Institution staff indicated that they were unable to follow their procedures to ensure
the accurate and timely calculation of unearned funds to Title IV HEA programs
and lenders because all resources, normally devoted to return of Title IV HEA
funds processing, were diverted to a request by the United States Department of
Education (USED). As a result of an audit finding reported in report no. 2007-146,
finding no. FA 06-097, USED required the institution to reevaluate all unofficial
withdrawals during the 2005-06 award year and by November 1, 2007, provide the
information to USED to determine liability.

The institution should follow their procedures and ensure that procedures are
adequate for the accurate calculation and timely return of unearned Title IV HEA
funds to applicable Federal programs and lenders for students that officially
withdrew.

The reason for a delay in returning funds for three students is that on August
2007, the U.S. Department of Education requested that the University re-evaluate
the R2T4 calculation due to the fiscal year 2005-2006 audit finding that was noted
by the Auditor General's Office in the Federal Awards Audit. This recalculation
was completed by applying the expanded scope of review. The re-examination
was completed by October 2007. Since this request took priority, the normal
process for reviewing students for Fall 2007 return of funds was not completed
until a later date.

A comprehensive calendar, with due dates and timelines, has been created to
meet federal requirements for the timely calculation and return of federal funds.
The production calendar is reviewed weekly and a report of all Return of Title IV
activities is generated and reviewed by the director on a monthly basis. These
safeguards will ensure the timely calculation and return of federal funds.
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The university believes the miscalculation of these four students resulted from its
reasonable interpretation of 34 CFR 668.22(f) (2) (i). This regulation states that
“...If classes were taught on either weekend day prior to the scheduled break,
those days would be included rather than excluded” from the calculation of total
days of instruction. The university offers instruction on Saturdays and thus the
Office of Financial Aid included both Saturday and Sunday, prior to the scheduled
break, in its calculation of total days of instruction. This regulation specifically
states that:

Determining the length of a scheduled break: Determine the last day that class is
held before a scheduled break — the next day is the first day of the scheduled
break. The last day of the scheduled break is the day before the next class is
held. Where classes end on a Friday and do not resume until Monday following a
one week break, both weekends (four days) and the five weekdays would be
excluded from the Return calculation. (The first Saturday, the day after the last
class, is the first day of the break. The following Sunday, the day before classes
resume, is the last day of the break.) If classes were taught on either weekend for
the programs that were subject to the scheduled break, those days would be
included rather than excluded.

The university has requested clarification from the U.S. Department of Education
as to whether, in the future, it should include both Saturday and Sunday, prior to a
scheduled break, to calculate total days of instruction when it offers instruction
only on Saturdays. Until further clarification is received from the U.S. Department
of Education, the Office of Financial Aid will accept the recommendation to
exclude the Sunday prior to the scheduled break from the calculation of total days
of instruction.

Completed

Francisco Valines, Director of Financial Aid
(305) 348-1124

St. Petersburqg College (SPC)

Report No. 2008-141, Finding No. FA 07-087

The institution did not always accurately calculate the amount of Title IV HEA
funds to be returned for those students who officially withdrew prior to the 60
percent point of the payment period.

34 CFR 668.22, Treatment of Title IV Funds When a Student Withdraws

For 4 of 15 students tested that officially withdrew from the institution during the
Spring 2008 term and received Title IV HEA funds, the returns were miscalculated
due to the institution using incorrect amounts for institutional costs. In August
2008, subsequent to audit inquiry, the institution returned $325.51 of unsubsidized
FFEL funds to the lenders.

The institution did not follow its procedures to ensure the accurate calculation of
unearned funds to Title IV HEA lenders.

The institution should enhance its procedures to ensure the accurate calculation of
unearned Title IV HEA funds to applicable Federal programs and lenders for
students that officially withdraw. In addition, the institution should review the
institutional costs used for all return of Title IV HEA calculations for the 2007-08
award year and return Title IV HEA funds to the applicable Federal programs or
lenders.
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SPC has enhanced our procedures to ensure the accurate calculation of unearned
Title IV funds is used by the staff. SPC has reviewed the institutional costs used
for all return of Title IV calculations for the 2007-08 award year and returned all
funds to the applicable Federal programs or lenders.

August 2008

Marcia R. McConnell, M. Ed, Director, Financial Assistance Services
(727) 302-6800

Seminole Community College (SCC)
Report No. 2008-141, Finding No. FA 07-087

Of the 15 students tested that officially withdrew from the institution during the
2007-08 academic year, and received Title IV HEA funds, we noted the following:

e For 2 of the 15 students, the institution returned to the PELL program
$1,104.70 of unearned Title IV HEA funds 31 and 52 days late.

e Also, for one of the two students, as a result of a miscalculation, $611 is due to
the PELL grant program and as of November 24, 2008, the funds had not been
returned, 331 days late.

e For 5 of the 15 students (4 other students and 1 of the students above) the
returns for the Fall 2007 term were miscalculated, resulting in de minimus
overpayments to the PELL program and FFEL lenders.

The institution did not deduct a five-day break in the Fall 2007 term which resulted
in miscalculated returns and also, processing delays resulted in some untimely
returns.

The institution should enhance its procedures to ensure the accurate calculation
and timely return of unearned Title IV HEA funds to applicable Federal programs
and lenders for students that officially withdraw. Also, the institution should return
$611 to the PELL grant program.

In order to assure the accurate calculation of repayment for students who
withdraw, the institution has addressed the issue of the 5-day winter break and
has adjusted the Return of Title IV calendar accordingly. Each of the Return of
Title IV calculations done for the current year, Fall 2008, has been reviewed for
accuracy and corrected if necessary.

In the instance of the $611 Pell Grant Discrepancy, it was found that this
discrepancy occurred from a miscalculation of a post-withdrawal disbursement.
The funds were returned to the program through the Common
Origination/Disbursement system on December 1, 2008, and a copy of the
documentation to confirm adjustment AD2008120113143 was provided to the
on-site auditor. A process of internal validation of the post-withdrawal
disbursements has been implemented whereby two employees check the
accuracy of the calculation.

The institution has changed policies to utilize the calculation dates used for official
withdrawals as opposed to utilizing last dates of attendance. A review of this
change for current term (Fall 08) students has been performed and adjustments
have been made when necessary.

Spring 2009

Robert Lynn, Director, Student Financial Resources
(407) 708-2044
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U.S. DEPARTMENT OF EDUCATION

FA 08-099
84.032
Student Financial Assistance Cluster (SFA)
Federal Family Education Loans ( FFEL)
Special Tests and Provisions — Return of Title IV Higher Education Act (HEA)
Funds — Unofficial Withdrawals
Florida Atlantic University (FAU)
Noncompliance and Significant Deficiency
Questioned Costs — $1,178.42 FFEL subsidized

The institution had not implemented adequate procedures to determine, within 30
days after the end of the payment period, whether Title IV HEA funds were earned
for students who ceased attendance without providing official notification to the
institution of their withdrawal. As a result, the institution did not timely identify,
calculate, and return (within 45 days) unearned Title IV HEA funds to the
applicable Federal programs for those students who unofficially withdrew prior to
the 60 percent point of the payment period.

34 CFR 668.22, Treatment of Title IV funds when a student withdraws

For 2 of 10 students tested who unofficially withdrew and received Title IV HEA
funds during the Fall 2007 term, the institution did not maintain documentation to
support attendance past the 60 percent point of the payment period. The
institution did not timely identify these students as unofficial withdrawals, nor
timely return the unearned funds to the applicable Federal program. Subsequent
to audit inquiry, 205 and 233 days late, the institution calculated the returns
totaling $1,178.42 subsidized FFEL, and returned the funds on August 14, 2008,
($673.38) and September 5, 2008, ($505.04).

The institution relies on faculty to accurately identify students and note the last
date of attendance when inputting the final grades for students who unofficially
withdraw. Maintenance of the records supporting attendance is not centralized
once the term is completed, and therefore, not archived. As a result, there is an
increased risk that subsequent to the end of the term, the records will not be
available to support the coding input by faculty because faculty may be on leave
or may have terminated and the records were not archived.

The institution retained unearned Title IV HEA funds that should have been
returned to the applicable Federal programs and lenders.

The institution should enhance its procedures to ensure the accurate and timely
identification, calculation, and return of unearned Title IV HEA funds to the
applicable Federal programs and lenders.

In order to assure accurate reporting of students, grades and attendance, FAU will
begin to obtain statistical data from Blackboard, a university supported faculty
software tool. It will store course data for 3 years on campus.

In addition, a university task force (including faculty and administrators) has been
created to review university policies and procedures related to attendance and
withdrawal issues. The committee will develop recommended actions for
enhancing record-keeping in relation to student attendance.

June 30, 2009

Carole Pfeilsticker, Student Financial Aid Director
(561) 297-3528
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U.S. DEPARTMENT OF EDUCATION

FA 08-100
84.032 and 84.063
Student Financial Assistance Cluster (SFA)
Federal Family Education Loans (FFEL)
Federal Pell Grant Program (PELL)
Special Tests and Provisions — Return of Title IV Higher Education Act (HEA)
Funds (Unofficial Withdrawals)
St. Petersburg College (SPC)
Noncompliance
Questioned Costs — $468.96 ($359.22 FFEL unsubsidized and $109.74 PELL)
Report No. 2008-141, Finding No. FA 07-088

The institution did not always accurately calculate the amount of Title IV HEA
funds to be returned for those students who unofficially withdrew prior to the 60
percent point of the payment period.

34 CFR 668.22, Treatment of Title IV Funds When a Student Withdraws

For 3 of 15 students tested that unofficially withdrew from the institution during the
Spring 2008 term and received Title IV HEA funds, the returns were miscalculated
due to the institution using incorrect amounts for institutional costs. In August
2008, subsequent to audit inquiry, the institution returned unsubsidized FFEL
funds totaling $359.22 and PELL funds totaling $109.74 to the Federal lenders
and program.

The institution did not follow its procedures to ensure the accurate calculation of
unearned funds to Title IV HEA lenders and program.

The institution retained unearned Title IV HEA funds that should have been
returned to the applicable Federal lenders and program.

The institution should enhance its procedures to ensure the accurate calculation of
unearned Title IV HEA funds to applicable Federal lenders and programs for
students that unofficially withdraw. In addition, the institution should review the
institutional costs used for all return of Title IV HEA calculations for the 2007-08
award year and return Title IV HEA funds to the applicable Federal lenders and
programs.

SPC has enhanced our procedures to ensure the accurate calculation of unearned
Title IV funds is used by the staff. SPC has reviewed the institutional costs used
for all return of Title IV calculations for the 2007-08 award year and returned all
funds to the applicable Federal programs or lenders.

August 2008

Marcia R. McConnell, M. Ed, Director, Financial Assistance Services
(727) 302-6800
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U.S. DEPARTMENT OF EDUCATION

FA 08-101
84.032 and 84.063
Student Financial Assistance Cluster (SFA)
Federal Family Education Loans (FFEL)
Federal Pell Grant Program (PELL)
Special Tests and Provisions — Return of Title IV Higher Education Act (HEA)
Funds — Nonattendance
St. Petersburg College (SPC)
Noncompliance
Questioned Costs — $4,935 ($1,750 FFEL subsidized; $2,000 FFEL
unsubsidized; and $1,185 PELL)

Report No. 2008-141, Finding No. FA 07-085

The institution did not always document attendance in at least one class for
students who received Title IV HEA funds and received all failing, incomplete, and
withdraw grades.

34 CFR 668.21 and 682.604(d), Treatment of Federal Perkins Loan, FSEOG,
Federal Pell Grant, ACG, and National Smart Program Funds if the Recipient
Withdraws, Drops Out, or is Expelled Before His or Her First Day of Class and
Processing the Borrower’s Loan Proceeds

For 1 of 30 students tested that received Title IV HEA funds during the Spring
2008 term, the institution did not document attendance in at least one class.
Absent documentation evidencing that the student attended at least one class, the
student was not eligible for FFEL loan or PELL funds totaling $4,935 ($1,750
FFEL subsidized; $2,000 FFEL unsubsidized; and $1,185 PELL). The institution
returned $790 of PELL funds in February 2008, and $109.74 of FFEL
unsubsidized loan funds in June 2008. In August 2008, subsequent to audit
inquiry, the institution returned the remaining funds totaling $4,035.26 ($1,750
FFEL subsidized; $1,890.26 FFEL unsubsidized; and $395 PELL).

An automatic nightly programming process was not put into production as
expected in January 2008. In early February 2008, the institution determined the
program was not running and implemented the process. During the time the
program was not run, the institution manually identified students as no shows.

The institution retained unearned Title IV HEA funds that should have been
returned to the applicable Federal lender and program.

The institution should strengthen its procedures to identify all students who did not
attend at least one class and return unearned Title IV HEA funds to applicable
Federal lenders or programs.

SPC has strengthened our procedures to identify all students who do not attend at
least one class and return unearned Title IV funds to the applicable Federal
lenders or programs. The one student, who was identified above, occurred due to
a human input error prior to the institution running the automatic nightly
programming process identifying no show students reported by faculty.

February 2008

Dr. Tonjua Williams, Vice President Academic and Student Affairs
(727) 341-3344
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MDC Response and
Corrective Action Plan

U.S. DEPARTMENT OF EDUCATION

FA 08-102

84.032 and 84.063

Student Financial Assistance Cluster (SFA)
Federal Family Education Loans (FFEL)
Federal Pell Grant Program (PELL)

Special Tests and Provisions — Disbursements — National Student Loan Data
System (NSLDS) - Mid-Year Transfer Monitoring

Miami Dade College (MDC)
Noncompliance
Report No. 2008-141, Finding No. FA 07-091

The institution did not always inform NSLDS of mid-year transfer students.
Additionally, the institution did not accurately state the status of a similar finding in
the Summary Schedule of Prior Audit Findings (SSPAF)

34 CFR 668.19(b), Financial Aid History

The institution is required to inform NSLDS of mid-year transfer students, including
those students for whom the institution accesses NSLDS directly, so NSLDS can
continue monitoring the student for any subsequent relevant changes. The
institution may inform NSLDS about a student at any time it determines that a
student may be transferring to the school and seeking Title IV HEA aid, but it must
do so prior to disbursing any Title IV HEA aid to the student.

OMB Circular A-133, 8 .500(e), Audit Follow-up

For 2 of 10 students tested that transferred to the institution mid-year, the
institution did not inform NSLDS of the transfers. The students received Title IV
Higher Education Act (HEA) funds totaling $9,933 ($8,620 PELL and $1,313 FFEL
unsubsidized).

A similar finding was noted in report No. 2008-141, finding No. FA 07-091, for
which the institution, in the 2007-08 fiscal year SSPAF, indicated a status of “Fully
Corrected.” However, as noted in the previous paragraph, the institution still had
not established adequate procedures to comply with the NSLDS Mid-Year
Transfer Monitoring Process.

The students were not timely identified and reported due to the institution’s
computer programming schedule that was not reporting mid-year transfer students
as frequently as required.

Although the students were not overawarded, when NSLDS is not informed of
mid-year transfers, students may receive Title IV HEA funds for which they are not
eligible because they may have received Title IV HEA funds from the prior
institution and the current institution would be uninformed. Further, by providing
information to NSLDS of mid-year transfer students, the institution allows NSLDS
to monitor and inform the institution of any subsequent relevant changes in a
student’s financial aid history before and after making a disbursement at the
second institution. Also, inaccurate responses on the SSPAF may result in
incorrect decisions by the Federal awarding agency.

The institution should resolve the computer programming issue to ensure that
NSLDS is informed of all mid-year transfer students prior to disbursing Title IV
HEA funds by using the NSLDS Student Transfer Monitoring Process. Also, the
institution should accurately report the status of prior year findings on the SSPAF.

Prior program modifications were successful however it was noted that the
program did not execute on a timely basis for a period of time due to human error.
The scheduling error has since been rectified.
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It should be noted that, in addition to system modifications, the College continues
to closely monitor the Multiple Reporting Records (MRR) reports provided by the
Department of Education, and through this secondary control, amounts noted in
the audit sample did not include any overpayments.

Completed

Gregory Knott, AVP-Accounting and Student Services
(305) 237-0399
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State Educational Entity
Finding Type

Finding

Criteria
Effect

Condition

Cause

Recommendation

FAU Response and
Corrective Action Plan

Estimated Corrective
Action Date

FAU Contact and
Telephone Number

Prior Year Finding

Condition

U.S. DEPARTMENT OF EDUCATION

FA 08-103
84.032
Student Financial Assistance Cluster (SFA)
Federal Family Education Loans ( FFEL)
Special Tests and Provisions — Student Status Changes — National Student Loan
Data System (NSLDS) Roster Files
Various
Noncompliance

Three institutions did not always timely report enrollment status changes to
NSLDS for FFEL student loan borrowers. Unless the institution expects to submit
its next roster file (enrollment data) to NSLDS within 60 days, it must notify
NSLDS directly within 30 days of discovering that a student who received an FFEL
loan ceased to be enrolled on at least a half-time basis.

34 CFR 682.610(c), Student Status Confirmation Reports

When NSLDS is not timely notified with accurate information, NSLDS may not be
aware of when a FFEL student loan borrower ceases at least half-time enroliment,
thereby not timely starting the grace period for repayment of FFEL student loans,
which may result in an increased default rate.

Florida Atlantic University (FAU)

For four of nine FFEL student loan borrowers tested who withdrew, graduated, or
otherwise ceased to be enrolled at least half-time during the 2007-08 award year,
the institution reported the enrollment status changes 16 to 146 days late to
NSLDS.

The institution submitted its roster files to the National Student Clearinghouse
(NSC) and relied on NSC to transmit student status changes to NSLDS for FFEL
student loan borrowers; however, the institution did not have monitoring
procedures in place to ensure that NSC submitted student status changes to
NSLDS timely.

The institution should work with NSC and NSLDS to correct the submission
problems or develop alternative procedures to timely provide NSLDS with FFEL
student loan borrowers’ enrollment status information.

FAU implemented a new student information system, SCT Banner, during the
2007-08 academic year. Submission of the Student Status Confirmation Reports
(SSCR) to the Clearinghouse were delayed during Spring 2008 as automated
programs were developed and fine-tuned to accurately submit the required
enroliment updates. Effective Spring 2009, the SSCR's to the Clearinghouse will
be submitted bi-weekly instead of monthly to meet federal reporting requirements.

January 31, 2009

Carole Pfeilsticker, Student Financial Aid Director
(561) 297-3528

Florida Gulf Coast University (FGCU)
Report No. 2008-141, Finding No. FA 07-090

For 5 of 20 FFEL student loan borrowers who withdrew, graduated or otherwise
ceased to be enrolled at least half-time during the 2007-08 award year, the
institution reported the enrollment status changes to NSLDS, 19 to 173 days late.
Additionally, two students, (one of the five and another student) had unofficially
withdrawn and were incorrectly reported to NSLDS as half-time instead of less
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FGCU Response and
Corrective Action Plan
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FGCU Contact and
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Prior Year Finding

Condition

Cause

Recommendation

ESC Response and
Corrective Action Plan

Estimated Corrective
Action Date

ESC Contact and
Telephone Number

than half-time.

According to institution personnel, accurate and timely reporting to NSLDS for
FFEL student loan borrowers’ enroliment status changes was not ensured due to
staff shortages within the Registrar’s Office and the institution’s electronic process
did not identify all students that were enrolled less than half-time.

The institution should enhance its procedures and address the staff shortage to
ensure that enrollment status changes for FFEL student loan borrowers are
accurately and timely reported to NSLDS.

The Office of Financial Aid will take a more proactive approach along with the
Office of the Registrar to be in compliance with enrollment reporting. The Office of
Financial Aid will work with the Registrar’s Office to ensure that a thorough review
of the data takes place before the roster is submitted. Additionally, Financial Aid
will pursue further technical modifications to the process in order to report
students timely and accurately.

Spring 2009 Term

Jorge Lopez, Director of Student Financial Services
(239) 590-1210

Edison State College (ESC)
Report No. 2008-141, Finding No. FA 07-090

Of the 21 FFEL student loan borrowers tested who graduated, withdrew, or
ceased to be enrolled at least half-time, the institution reported the enrollment
changes 18 days late to NSLDS for the 2 students who graduated during the Fall
2007 term. Upon further review, we noted the institution’s procedures of manually
reviewing 42 Fall graduates with FFEL loans prior to NSLDS submission resulted
in untimely NSLDS notification.

The institution’'s procedures for determining eligibility for graduation and
processing the graduation actions for FFEL students were not effective to ensure
that student status changes were timely reported to the NSLDS because the
institution manually reviews all graduating students, which delays reporting to
NSLDS.

The institution should enhance its procedures to ensure that all enrollment status
changes for FFEL student loan borrowers are reported timely to NSLDS.

The College has implemented a new procedure to report currently enrolled
students to the Clearinghouse at the end of the add/drop period as well as the
15th and 30th of every month. Graduates will be reported in batch process and as
determined every two weeks until the graduation process has been completed.
This will ensure compliance with reporting rules concerning NSLDS student
status.

Summer 2008 Term

Billee Silva, Registrar
(239) 489-9362
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Finding Number
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Program Title

Compliance Requirement
State Educational Entity
Finding Type

Finding

Criteria
Effect

Prior Year Finding

Condition

Cause

Recommendation

FAMU Response and
Corrective Action Plan

U.S. DEPARTMENT OF EDUCATION

FA 08-104
84.032 and 84.268
Student Financial Assistance Cluster (SFA)
Federal Family Education Loan (FFEL)
Federal Direct Student Loans (FDSL)
Special Test and Provisions — Student Status Changes — Exit Counseling
Various
Noncompliance

Six institutions did not always timely (within 30 days) perform exit counseling, or
provide exit counseling materials, for FFEL or FDSL student loan borrowers who
graduated, withdrew, or ceased to be enrolled at least half-time.

34 CFR 682.604(g) and 685.304(b), Exit Counseling

When exit counseling information is not provided timely, FFEL or FDSL student
loan borrowers may not be fully aware of their loan repayment obligations, and
lenders and guarantors, or the U.S. Department of Education, may not be timely
provided with important personal and contact information, which could lead to an
increased default rate for the institution.

Florida Agricultural and Mechanical University (FAMU)

Report No. 2008-141, Finding No. FA 07-081, Report No. 2007-146, Finding No.
FA 06-099, Report No. 2006-152, Finding No. FA 05-106, and Report No.
2005-158, Finding No. FA 04-103

Prior to the end of each semester, the institution runs a query to identify FFEL
student loan borrowers who ceased at least half-time enrollment. The query
includes FFEL student loan borrowers from the current term, as well as FFEL
student loan borrowers from the previous term, who ceased at least half-time
enroliment without the school’s prior knowledge and subsequently, did not return
for the current term. Since the procedure is to run the query prior to the end of the
term, it is not frequent enough to ensure the timely identification of FFEL student
loan borrowers requiring exit counseling materials within 30 days of an enroliment
change occurring more than 30 days prior to the query. Based on the institution’s
procedures, two of the five FFEL student loan borrowers who ceased at least
half-time enrollment early in the term were provided exit counseling materials 58
and 62 days late.

The institution did not have adequate procedures to ensure that FFEL student
loan borrowers who ceased to be enrolled at least half-time were timely provided
exit counseling materials.

The institution should ensure that exit counseling is performed, or exit counseling
materials provided, within 30 days of an FFEL student loan borrower ceasing at
least half-time enroliment.

Exit counseling workshops are conducted the week prior to graduation each
semester to include graduation rehearsal. Exit counseling materials are distributed
at the workshops. Also, exit counseling materials are sent via U.S. Postal Service
to students who do not attend the workshops to ensure that each borrower has
been provided counseling materials. Although, all graduating and withdrawn
students received exit counseling materials, as required, students that officially
withdrew from the University during the semester and unofficially withdrew from
the University in the prior semester and did not reenroll were mailed the packet at
the end of the semester. Procedures are updated and students that officially and
unofficially withdraw from the University will receive exit loan counseling materials
within thirty days from the official withdrawal notice to the University and thirty
days from the university’s determination of the student’s unofficial withdrawal
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status for students who do not reenroll the following semester. This new process
is incorporated with the Return of Title IV policies and procedures.

November 3, 2008

Marcia Boyd, Director of Financial Aid and Scholarships
(850) 412-5278

Florida Gulf Coast University (FGCU)

For 4 of 20 students tested, the institution did not perform exit counseling, or
provide exit counseling materials, within 30 days of when the FFEL student loan
borrowers withdrew or otherwise ceased to be enrolled at least half-time during
the 2007-08 award year. Exit counseling materials were provided to the students
39 to 42 days late.

The institution indicated that due to staff shortages within the Registrar's Office,
staff was unable to ensure that all FFEL student loan borrowers who ceased to be
enrolled at least half-time were provided exit counseling materials.

The institution should provide adequate staff to ensure that exit counseling is
performed, or exit counseling materials provided, within 30 days of an FFEL
student loan borrower ceasing at least half-time enroliment.

The Office of Financial Aid continues its efforts to achieve 100% compliance with
this regulation. As a result, exit-counseling materials have been converted to an
electronic format (e-mail) to make sure students are notified in a timely manner as
required by DOE regulations. The exit counseling notices are emailed twice per
month to ensure timeliness and accuracy.

Fall 2008 Term

Jorge Lopez, Director of Student Financial Services
(239) 590-1210

Florida International University (FIU)

For 20 of 20 FFEL student loan borrowers tested who withdrew or ceased to be
enrolled at least half-time during the 2007-08 award year, exit counseling
materials were provided 14 to 71 days late.

The institution’s computerized reporting system which identifies students requiring
exit counseling was not a fully automated process. The required user interface
was not performed within 30 days of FFEL student loan borrowers ceasing to be
enrolled at least half-time.

The institution should ensure that exit counseling is performed, or exit counseling
materials provided, within 30 days of an FFEL student loan borrower ceasing at
least half-time enrollment.

The Office of Financial Aid has fully automated the process to notify FFEL and
FDL borrowers, who withdrew or ceased to be enrolled half-time, of their
requirement to complete an exit interview. This notification process runs three
times per week on the production schedule.

Completed

Francisco Valines
(305) 348-2333
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Central Florida Community College — (CFECCQC)

For two of nine FDSL student loan borrowers tested who withdrew or ceased to be
enrolled at least half-time during the 2007-08 award year, exit counseling
materials were provided 32 and 199 days late.

The institution’'s computerized reporting system did not identify all students
requiring exit counseling, within 30 days of an FDSL student loan borrower
ceasing to be enrolled at least half-time.

The institution should ensure that exit counseling is performed, or exit counseling
materials provided, within 30 days of an FDSL student loan borrower ceasing at
least half-time enrollment

The College has initiated a new computer program that allows the Financial Aid
Office the capability to provide all student borrowers exit counseling materials as
required. Financial Aid staff also review enroliment records every week (run the
less than six credit report) and provide pertinent information to facilitate the
processing of exit counseling materials to students that have dropped to less than
half time status or totally withdrawn during the week.

Completed

James Harvey, Senior Vice President
(352) 237-2111

Edison State College (ESC)

For 13 of 21 students tested, the institution did not perform exit counseling, or
provide exit counseling materials, within 30 days of when the FFEL student loan
borrowers graduated, withdrew, or ceased to be enrolled at least half-time. As of
July 16, 2008, the date of our audit fieldwork, the number of days late ranged from
46 to 230.

The institution’s computerized reporting system did not identify all students
requiring exit counseling within 30 days of an FFEL student loan borrower ceasing
to be enrolled at least half-time.

The institution should ensure that exit counseling is performed, or exit counseling
materials provided, within 30 days of an FFEL student loan borrower ceasing at
least half-time enrollment.

The college has reviewed and corrected the report processes that identifies
student loan recipients that are required to complete the loan exit interview
process. The college has scheduled the interview process to be reviewed at the
end of each month to ensure compliance with the loan entrance interview
regulations. Students will be notified via email to complete the interview process
on-line and sent the interview information through regular mail.

Fall 2008 Term

Cindy Lewis, District Student Financial Aid Director
(239) 489-9346

Seminole Community College (SCC)

Report No. 2008-141, Finding No. FA 07-092 and Report No. 2007-146, Finding
No. FA 06-099

For 8 of 13 FFEL student loan borrowers tested who withdrew during the 2007-08
academic year, exit counseling materials were provided from 30 to 88 days late.

The institution reviews student records at the end of each term to identify FFEL
student loan borrowers having an enrollment status change requiring exit
counseling. Since the institution’s procedure is to review student records at the
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end of the term, it is not frequent enough to ensure the timely identification of
FFEL student loan borrowers requiring exit counseling, if the enroliment change
occurred more than 30 days prior to the review.

The institution should ensure that exit counseling is performed, or exit counseling
materials provided, within 30 days of an FFEL student loan borrower ceasing at
least half-time enrollment.

The institution’s official withdrawal form has been revised to include a notification
of exit counseling requirements for all current and previous loan recipients. To
further enhance the frequency of review, the weekly financial aid enroliment
monitoring report will assist in identifying reductions in enroliment below half-time
for loan recipients. An email message will be sent to students still currently
enrolled yet have fallen below half time. The institution’s new email policy and
process will be utilized for this purpose and a record of the notification sent to the
students will be maintained,

Spring 2009

Robert Lynn, Director, Student Financial Resources
(407) 708-2044
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U.S. DEPARTMENT OF EDUCATION

FA 08-105
84.007, 84.032, 84.033, 84.038, 84.063, 84.375, and 84.376
Student Financial Assistance Cluster (SFA)
Federal Supplemental Educational Opportunity Grants (FSEOG)
Federal Family Education Loans (FFEL)
Federal Work-Study Program (FWS)
Federal Perkins Loans (FPL)
Federal Pell Grant Program (PELL)
Academic Competitiveness Grants (ACG)
National Science and Mathematics Access to Retain Talent Grants (SMART)
Eligibility
Florida Agricultural & Mechanical University (FAMU)
Other

On October 27, 2008, the institution reported suspected fraud to the United States
Department of Education (USED).

34 CFR 668.16(g), Referrals to the Office of the Inspector General of the United
States Department of Education for Investigation

The institution became aware of unauthorized grade or residency changes for
approximately 90 students. Student Financial Assistance payments from various
Title IV Higher Education Act (HEA) programs to these students could have
resulted in potential overawards. We were advised by the institution that the
matter had been reported to local law enforcement, which resulted in grand jury
indictments of several individuals. The final determination by USED is pending.

The institution should continue to report any known or suspected instances of Title
IV HEA funds’ fraud to the USED OIG, and to local law enforcement agencies, as
applicable.

The University will continue to report any known or suspected instances of Title IV
HEA funds’ fraud to the USED, OIG, and to local law enforcement agencies, as
applicable.

Marcia Boyd, Director of Financial Aid and Scholarships
(850) 412-5278
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STATE UNIVERSITIES AND COMMUNITY COLLEGES
SUMMARY OF QUESTIONED COSTS
For the Fiscal Year Ended June 30, 2008

Compliance Requirement/
Institutions Questioned
Costs

Research and Development Cluster (R&D)

ALLOWABLE COSTS/COST PRINCIPLES - Finding No. FA 08-106
General Expenditures:
University of South Florida $ 18,500.03

ALLOWABLE COSTS/COST PRINCIPLES - Finding No. FA 08-107
Leave Payouts:
Florida State University 25,869.05

ALLOWABLE COSTS/COST PRINCIPLES - Finding Nos. FA 08-108, 109
Time-and-Effort:

Florida Atlantic University 364,777.31
University of Central Florida 24.969.47
Total 389,746.78

MATCHING, LEVEL OF EFFORT, EARMARKING - Finding No. FA 08-110

Florida State University 4,773,104.00
Total Questioned Costs $ 5,207,219.86

-223-



MARCH 2009

REPORT NO. 2009-144

U.S.

Finding Number
CFDA Number
Program Title

Compliance Requirement

State Educational Entity

Federal Grant/Contract
Number and Grant Year

Finding Type

Prior Year Finding

Finding

Criteria

Condition

DEPARTMENT OF HEALTH AND HUMAN SERVICES

FA 08-106
12.300, 12.999, 43.001, and 84.324
Research and Development Cluster (R&D)
Basic and Applied Scientific Research (12.300)
United States Department of Defense — Other Federal Awards (12.999)
Aerospace Education Services Program (43.001)
Research in Special Education (84.324)
Allowable Costs/Cost Principles — General Expenditures
University of South Florida (USF)
CFDA No. 12.300
N00014-01-1-0279, December 1, 2000 — December 30, 2008
CFDA No. 12.999
DASG60-00-C-0089, September 7, 2000 — April 30, 2009
W911SR-05-C-0020, July 28, 2005 — May 31, 2009
W9113M-06-C-0022, March 23, 2006 — April 24, 2009
CFDA No. 43.001
NNLO6AALTA, September 1, 2006 — August 31, 2009
CFDA No. 84.324
H324P040003, January 1, 2005 — December 31, 2008

Noncompliance and Significant Deficiency

Questioned Costs — $ 18,500.03
($1,373.15, grant No. N0O0014-01-1-0279; $8,060.21, grant No. DASG60-00-C-
0089; $6,918.98, grant No. W911SR-05-C-0020; $1,425.48, grant No.
W9113M-06-C-0022; $215.50, grant No. NNLO6AAL7A; and $506.71, grant No.
H324P040003)

Report No. 2008-141, Finding No. FA 07-098 and Report No. 2007-146, Finding
No. FA 06-107

The institution did not always properly monitor Federal grant expenditures to
ensure documentation was on file to support that amounts were valid, reasonable,
and necessary, and that travel expenditures for employees were paid at rates
authorized by State law.

OMB Circular A-21, Section C.4. Allowable Costs; Section J. General Provisions
for Selected Items of Costs; Section J.10.f. Fringe Benefits; and Section 112.061,
Florida Statutes, Per Diem and Travel Expenses

Our test of expenditures for six Federal grants disclosed the following:
1. Four Federal grants were overcharged for payroll costs as follows:

Eleven employees who terminated during the 2007-08 fiscal year earned
annual and sick leave from multiple projects during their employment at the
institution. However, leave payments for unused annual and sick leave made
to ten of the employees, totaling $17,777.82, were incorrectly overcharged to
four Federal grants ($1,373.15, grant No. N00014-01-1-0279; $8,060.21,
grant No. DASG60-00-C-0089; $6,918.98, grant No. W911SR-05-C-0020;
and $1,425.48, grant No. W9113M-06-C-0022). In July 2008, subsequent to
audit inquiry, the $17,777.82 was reimbursed to the respective grants for the
charges that were incurred.

2. During review of a subrecipient agreement, we determined that the institution
did not obtain documentation to support the subrecipient cost reimbursement
payments made, as required by invoicing instructions of the subrecipient
agreement. Subsequent to audit inquiry, in August 2008, the institution
provided supporting documentation for the subrecipient cost reimbursement
payments totaling $299,296.65. (grant No. H324P040003)
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3. Two Federal grants were overcharged for travel costs as follows:

The institution reimbursed employees for mileage and meals using rates
prescribed by the U.S. General Services Administration (GSA) Domestic Per
Diem Rate Schedule instead of rates authorized by Section 112.061, Florida
Statutes. OMB Circular A-21, Sections C.2 and J. 53, determine
reasonableness, in part, by the requirements imposed by State laws and
regulations and in its regular operations. Two of the six Federal grants tested
were overcharged $401.25 for meals ($215.50, grant No. NNLO6AA17A and
$185.75, grant No. H324P040003) due to use of GSA rates instead of rates
authorized by State law. The extent to which other Federal grants were
overcharged due to noncompliance with Section 112.061, Florida Statutes,
was not readily determinable. Effective July 1, 2007, the institution changed
its travel reimbursement rates to agree with Section 112.061, Florida Statutes;
however, travel expenses that occurred prior to July 1, 2007, continued to be
reimbursed using the GSA rate.

For one of the Federal grants, the institution incorrectly charged the grant for
lodging costs twice. ($320.96, grant No. H324P040003) Subsequent to audit
inquiry, on July 3, 2008, the duplicated lodging expense was reimbursed to
the grant.

The institution’s review and approval of grant charges procedures were not
adequate to ensure that expenditures charged to Federal grants were adequately
documented, approved, reasonable, and necessary.

Federal grant funds may have been used for goods or services that were not
allowable or reasonable under the terms of the Federal grants.

The institution should enhance its procedures to maintain documentation for all
charges to substantiate the validity, reasonableness, and necessity of all
expenditures charged to Federal grants. The institution should calculate
overcharges for travel and return any such overcharges, and the remaining
questioned costs disclosed by our audit, to applicable Federal grants.

The University continually enhances procedures to maintain documentation for all
charges to substantiate the validity, reasonableness, and necessity of
expenditures charged to Federal Awards. The University's subcontract policy has
been revised and is in the promulgation process. Once approved, the
subrecipient documentation cited in this finding will be required to be maintained
by the subcontractee (who would be subject to an annual A-133 audit).
Overcharges for travel and unused annual and sick leave paid at termination were
removed from the impacted projects and funds were returned to sponsors as
necessary. As stated above, the institution has changed its travel reimbursement
rates to agree with Section 112.061, Florida Statutes, for all travel that began after
July 1, 2007.

December 31, 2008

Nick Trivunovich, Controller
(813) 974-6061
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number
CFDA Number
Program Title

Compliance Requirement

State Educational Entity

Federal Grant/Contract
Number and Grant Year

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

FA 08-107

10.200, 12.300, 47.049, and 93.855

Research and Development Cluster (R&D)
Grants for Agricultural Research, Special Research Grants (10.200)
Basic and Applied Scientific Research (12.300)
Mathematical and Physical Sciences (47.049)
Allergy, Immunology and Transplantation Research (93.855)

Allowable Costs/Cost Principles — Leave Payouts

Florida State University (FSU)

CFDA No. 10.200, (United States Department of Agriculture)
2006-38890-03568, July 1, 2006 — June 30, 2009

CFDA No. 12.300, (Office of Naval Research — ONR)
NO00014-07-1-0599, February 1, 2007-January 31, 2009

CFDA No. 47.049, (National Science Foundation - NSF)
0654118, January 1, 2008 — December 31, 2012

CFDA No. 93.855, (Department of Health and Human Services — DHHS)
R0O1AI023007, March 1, 2005 — February 28, 2009

Noncompliance and Significant Deficiency

Questioned Costs - $25,869.05 (grant No. 2006-38890-03568, $5,673.65; grant

No. N00014-07-1-0599, $7,842.76; grant No. 0654118, $1,893.72; grant No.

R0O1Al023007, $10,458.92)

The institution does not have adequate procedures for charging Federal grants for
costs related to unused leave payments to terminated employees that have
worked on multiple Federal grants during employment at the institution.

OMB Circular A-21, Section J.10.f. Compensation for Personal Services, Fringe
Benefits.

Our review of nine employees that terminated employment during the 2007-08
fiscal year, and were paid unused leave, disclosed that four employees worked
and earned leave from multiple Federal grants during their employment at the
institution. However, unused leave payments for these four employees, totaling
$25,869.05 (grant No. 2006-38890-03568, $5,673.65; grant No. N00014-07-1-
0599, $7,842.76; grant No. 0654118, $1,893.72; grant No. R01AI023007,
$10,458.92), were charged to the last Federal grant the employees were assigned
to, instead of being allocated to the Federal grants the employees worked on
throughout their employment at the institution.

The institution did not have adequate procedures to identify, allocate, and charge
costs related to unused leave payments to terminated employees to the Federal
grants on which its employees worked throughout their employment at the
institution.

Federal funds were used to pay unused leave charges that should have been
charged to multiple Federal grants, which resulted in overcharges to the Federal
grants that were charged and undercharges to other Federal grants on which the
employees worked and were not charged.

The institution should implement procedures that allow for employees’ unused
leave to be readily identified and allocated to the Federal grants on which the
employees worked throughout their employment at the institut