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DEPARTMENT OF EDUCATION
Federal Family Education Loan Program (FFELP) System

SUMMARY

This operational audit of the Department of Education (Department) focused on evaluating selected
information technology (IT) controls applicable to the Federal Family Education Loan Program (FFELP)
System and included a follow-up on finding Nos. 1 through 5 included in our report No. 2015-007.
Although, as discussed in Finding 1, significant constraints were imposed on our audit, we believe the
evidence obtained is sufficient and appropriate to provide a reasonable basis for our audit findings. Our
audit disclosed the following:

Significant Audit Constraints

Finding 1: Throughout our audit fieldwork, Department management restricted or delayed our access
to certain Department records, information, and personnel needed to achieve some of our audit
objectives and efficiently conduct the audit.

FFELP System Application Controls

Finding 2: The Department lacked interface procedures that included a complete list of interfaces for
the FFELP System.

Finding 3: FFELP System error correction procedures need improvement to ensure that data errors are
timely investigated and corrected.

Finding 4: The Department did not demonstrate that the Office of Student Financial Assistance (OSFA)
appropriately assigned all defaulted FFELP loans to the United States Department of Education (USDOE)
in accordance with the requirements for mandatory assignment (subrogation).

Finding 5: Department records did not demonstrate that appropriate efforts, such as efforts by OSFA
staff to reconcile FFELP System and National Student Loan Data System (NSLDS) loan data, were made
to ensure the accuracy and completeness of the loan data reported to the USDOE.

FFELP System Access Controls

Finding 6: FFELP System access policies and procedures need improvement to ensure that FFELP
System data is adequately protected from unauthorized modification, loss, or disclosure.

Finding 7: Controls for granting access privileges to the FFELP System continue to need improvement
to ensure that the access privileges are granted according to appropriately authorized, complete, and
accurate access authorization documentation and that such documentation is retained. A similar finding
was noted in our report No. 2015-007.

Finding 8: Some controls related to user access privileges granted to the FFELP System and FFELP
data need improvement to promote an appropriate separation of duties and restrict users to only those
functions necessary for their assigned job duties. A similar finding was noted in our report No. 2015-007.
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Finding 9: Department access control procedures need improvement to better ensure that access
privileges granted to FFELP System users are timely deactivated when users separate from Department
employment or the access is no longer needed.

Finding 10: OSFA’s periodic access review procedures for the FFELP System continue to need
improvement to ensure that the appropriateness of all users’ access privileges is verified. A similar finding
was noted in our report No. 2015-007.

Finding 11: Certain Department security controls related to user authentication, logging and monitoring,
and the protection of confidential and exempt data for the FFELP System and related IT resources
continue to need improvement.

FFELP System Change Management Controls

Finding 12: Department change management controls and related procedures for the FFELP System
need improvement to ensure that program changes moved into the production environment follow an
established change management process and are appropriately authorized, tested, and approved.

NSLDS Access Controls

Finding 13: Department NSLDS access procedures need improvement to demonstrate OSFA’s security
due diligence in protecting the confidential data in the NSLDS.

Finding 14: Some Department access privileges to the NSLDS were not timely deactivated when the
access was no longer needed. In addition, some NSLDS access tokens were not timely collected and
deactivated when access was no longer needed.

Finding 15: The periodic reviews of NSLDS user access privileges and monitoring of user access activity
performed by the Department need enhancement.

BACKGROUND

The Department of Education (Department) established the Office of Student Financial Assistance
(OSFA) pursuant to State law." OSFA is responsible for providing access to and administering State and
Federal grants, scholarships, and loans to students seeking financial assistance for postsecondary study
pursuant to program criteria and eligibility requirements. The Higher Education Act of 1965 created the
Federal Family Education Loan Program (FFELP)? to provide incentives for the use of private capital to
fund low-interest long-term loans for postsecondary education (such as Stafford, Parental Loans for
Undergraduate Students, and Consolidation loans). State and nonprofit organizations, called guaranty
agencies, guarantee repayment of the loans in the event of default, death, disability, or other program
eligible conditions. OSFA is the guaranty agency for the State of Florida.

Students and their parents applied for student loans from participating financial institutions (lenders)
through the FFELP. Upon approval and acceptance of the application and documentation by the lender

" Section 1001.20(4)(d), Florida Statutes.

2 The FFELP is listed in the Catalog of Federal Domestic Assistance as CFDA No. 84.032. For the 2016-17 fiscal year, the
FFELP was identified as a major program during the audit of the State of Florida Compliance and Internal Controls Over Financial
Reporting and Federal Awards in Accordance with the Uniform Guidance.
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and the educational institution, the application was sent to OSFA for guarantee and entry into the FFELP
System. The FFELP System resides on a mainframe computer located at the Northwest Regional Data
Center.

The Health Care and Education Reconciliation Act of 2010 provided that, after June 30, 2010, no new
student loans would be made under the FFELP. Once the Act became law, OSFA guaranteed all loans
with first disbursements prior to July 1, 2010, but no longer guaranteed new loans. New educational
loans are made under the Direct Loan Program whereby the Federal Government lends directly to the
students. OSFA continues to use the FFELP System to manage and maintain information for FFELP
loans with first disbursements prior to July 1, 2010, and provides customer service to schools, lenders,
and borrowers through default prevention, collections, and dissemination of information.

OSFA is required to timely submit FFELP System loan data to the National Student Loan Data System
(NSLDS). The NSLDS is the United States Department of Education (USDOE) national database of
information about loans and grants awarded to students under Title IV of the Higher Education Act of
1965. NSLDS provides a centralized, integrated view of Title IV loans and grants during their complete
life cycle, from aid approval through disbursement, repayment, deferment, delinquency, and closure.
NSLDS data comes from loan guaranty agencies (such as OSFA), schools, the Direct Loan Program,
and other USDOE programs. Each guaranty agency is required by Federal regulations to report to the
NSLDS updated loan information submitted to the guaranty agency by lenders and schools.

Federal regulations® require OSFA to subrogate (assign) to the USDOE all loans on which the USDOE
has paid reinsurance and which meet loan assignment requirements. Additionally, the USDOE Secretary
may direct OSFA to assign to the USDOE certain categories of defaulted loans held by OSFA.

According to Department management, there were 4.5 million loans in the FFELP System as of
July 1, 2016, of which 2.6 million had been paid in full for 5 years or more. FFELP loan data comprises
financial loan data and borrower and student information, including confidential and sensitive personally
identifiable information.

FINDINGS AND RECOMMENDATIONS

SIGNIFICANT AUDIT CONSTRAINTS

Finding 1: Auditor Access to Records, Information, and Personnel

State law* provides that all officers whose respective offices the Auditor General is authorized to audit or
examine shall enter into their records sufficient information for a proper audit or examination, and shall
make the same available to the Auditor General on demand. Pursuant to Federal awards audit
requirements,® auditees are to provide auditors with access to personnel, accounts, books, records,
supporting documentation, and other necessary information. Additionally, Government Auditing

3 Title 34, Section 682.409, Code of Federal Regulations.
4 Section 11.47(1), Florida Statutes.

5 Title 2, Section 200.508, Code of Federal Regulations, Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards.
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Standards,® issued by the Comptroller General of the United States, provide that, as reflected in
applicable laws and regulations, management and officials of government programs are responsible for
providing reliable, useful, and timely information for transparency and accountability of these programs
and operations. Government Auditing Standards’ require auditors to report any significant constraints
imposed on the audit approach by information limitations or scope impairments, including denials or
excessive delays of access to certain records or individuals. Also, according to generally accepted
auditing standards,® examples of significant audit findings include circumstances that cause the auditor
significant difficulty in applying necessary audit procedures.

Throughout our audit fieldwork, our requests for access to certain Department records, information, and
personnel were not granted or were met with delays, inconsistent or incomplete responses, or
documentation that could not be verified as authentic. This lack of cooperation and responsiveness
created redundancies in audit requests, postponed or frustrated the performance of audit procedures,
and provided our auditors little assurance as to the completeness and accuracy of some
Department-provided information. The following are some of the significant constraints imposed on the
audit:

e On February 23, 2017, the Chief of OSFA required that we provide him with a written list of all the
guestions we intended to address during our audit. This stipulation was later revised to a written
list of all audit topics. The Chief of OSFA verbally informed our auditors on February 24, 2017,
that the auditors would not be allowed to meet with his staff without one of his designated
managers being present and that he would instruct Department managers and staff to not respond
to any auditor questions (or topics) that had not been provided to him prior to the interview.

® The Assistant Deputy Commissioner of the Division of Finance and Operations required that all
our contacts and interactions with OSFA and Division of Technology and Innovation (DTI)
management and staff be made in the presence of at least one designated OSFA or DTI manager.
In addition, we were required to schedule all meetings and observations and make all data and
documentation requests through the designated OSFA or DTl managers. Throughout
March 2017 we had numerous discussions with the Assistant Deputy Commissioner of the
Division of Finance and Operations during which we conveyed the difficulties we were having
scheduling meetings with applicable staff and obtaining necessary documentation for testing. The
response continued to be that we must schedule all meetings and observations through the
designated managers and that we could not obtain documentation without the Chief of OSFA first
reviewing it.

* In some instances, the Assistant Deputy Commissioner of the Division of Finance and Operations
and the Chief of OSFA impacted the audit process by intervening or directing other Divisions of
the Department how and when to respond to our audit inquiries and requests. For example:

0 We directly requested the Information Security Manager (ISM) to provide certain
documentation, but the Assistant Deputy Commissioner of the Division of Finance and
Operations responded stating that another person was designated as the liaison for IT. The
ISM does not report to the Division of Finance and Operations.

0 During our meeting with a DTl manager, the Chief of OSFA called and instructed him not to
provide us any documentation without a written request and to provide the Chief of OSFA with

6 Government Auditing Standards, 2011 Revision, Section 1.02.
7 Government Auditing Standards, 2011 Revision, Section 7.11.

8 American Institute of Certified Public Accountants, Codification of Statements on Auditing Standards AU-C Section 230.A10,
Audit Documentation.
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copies of all requested documentation for review prior to providing the information to us. The
DTl manager does not report to the Chief of OSFA.

Examples of audit procedures and objectives that could not be successfully performed or achieved due
to the constraints imposed during our audit include:

On February 22, 2017, we requested read-only access to the Department’s network, specifically
the network regions containing policies and procedures related to IT security, change
management, and the FFELP System and data, to determine whether policies and procedures
existed and the availability of the policies and procedures for reference by Department staff. On
March 3, 2017, we again requested this access. On March 13, 2017, we received some of the
requested policies and were notified that staff were creating a complete list of all OSFA policies
and procedures. Although we received the requested direct network access to some DTl policies
and procedures, as well as some hard copy and electronic OSFA and DTI policies and
procedures, we did not receive the complete list of OSFA policies and procedures and we were
never provided direct network read-only access to OSFA policies and procedures and certain
other Department policies and procedures needed to achieve our audit objectives.

On March 14, 2017, we requested documentation to evidence that the DTI security and change
control policies and procedures had been appropriately approved by management. The DTI IT
Executive Staff Director referred us to the Assistant Deputy Commissioner and the Senior
Educational Program Director of the Division of Finance and Operations for this request. Although
the Senior Educational Program Director indicated on March 15, 2017, that she was working on
our request and we followed up with her on April 17, 2017, the requested documentation was
never provided.

On March 21, 2017, we observed certain NSLDS access procedures performed by the NSLDS
primary Destination Point Administrator (DPA)® with the OSFA Educational Policy Director and
the OSFA Educational Program Director present. For the further analyses required by our audit
procedures, we requested that the screen prints, documents, and Excel files created during our
observation be provided to us in their original format by the NSLDS primary DPA at the conclusion
of our observation through secured File Transfer Protocol (FTP). However, the folder containing
the files created during our observation was not provided by the NSLDS primary DPA at the
conclusion of our observation as we requested. Instead, the day after our observation, the OSFA
Educational Program Director provided a single portable document format (pdf) document
combining the screen prints, documents, and files together after the screen prints, documents,
and files were reviewed by the Chief of OSFA. As the original format of the files was altered, we
were unable to determine the integrity, validity, and completeness of the information included in
the document provided.

On March 21, 2017, we also requested an NSLDS access list and informed the NSLDS primary
DPA that we needed to observe the creation of the list when it was generated. Although an
NSLDS access list was provided, we were not given the opportunity to observe the creation of
the list and, therefore, we had limited assurance as to its completeness and accuracy. We notified
the Assistant Deputy Commissioner of the Division of Finance and Operations on March 23, 2017,
that our assurance over the reliability of audit evidence is reduced when it is not provided on
demand.

On March 28, 2017, we requested documentation to demonstrate the selection criteria used to
select loans for subrogation to the USDOE and the original subrogation list that was generated.
On April 19, 2017, we asked to observe the screens and functions in the FFELP System related
to subrogation and FFELP outputs, including reports. We followed up on April 21, 2017;

9 The NSLDS primary DPA is responsible for the users’ access to Federal Student Aid systems, to ensure the data provided by
these systems is protected according to the Privacy Act of 1974, as amended, as well as to ensure users appropriately access

records.
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April 25, 2017; April 26, 2017; May 3, 2017; May 11, 2017; and May 25, 2017; however, we were
never provided the original subrogation list or allowed to observe, with the responsible individuals,
certain FFELP System screens, functions, and output storage locations. Instead, the OSFA
Educational Policy Director collected and provided screen prints and documents related to our
request and indicated that she would answer any questions and provide any additional screen
prints or documents we may need. As a result, we were not given the opportunity to meet with
OSFA staff and directly observe the screens, functions, and output storage locations and,
therefore, were unable to determine whether the screen prints and documents received were
complete and encompassed all the relevant data required to achieve our audit objectives.

e On April 17, 2017, we e-mailed the NSLDS primary DPA requesting specific documentation
related to the authorization of NSLDS access privileges granted during the audit period to a
specified employee. However, the requested documentation was not provided by the NSLDS
primary DPA. Instead, we received a response from the OSFA Educational Policy Director, who
was not responsible for NSLDS access. In her response, the OSFA Educational Policy Director
stated that she verbally communicated in person with the NSLDS primary DPA to request the
access privileges for the specified employee. As neither the requested documentation nor a
response from the NSLDS primary DPA was provided, an evaluation of the appropriateness of
the access privileges could not be made.

e On April 21, 2017, we requested a meeting with DTl management to observe the creation of, and
obtain, various lists of users who had access privileges to FFELP System reports through the
datastore repository. We also asked to observe certain network screens and settings to certain
data folders related to the security of the FFELP System reports and other output. On
May 23, 2017, we requested that DTI management schedule a meeting for us with the staff
member who could provide information about the datastore repository and certain data folders,
or provide us the staff member’'s contact information so that we could schedule the meeting.
Although we followed up on our request, DTl management did not schedule the requested
meeting and, as a result, we were unable to pursue certain inquiries and make the observations
necessary to achieve our audit objectives. Access lists with incomplete user information were
provided on May 2, 2017; May 26, 2017; and May 30, 2017; by someone other than the manager
and staff responsible for securing the access to FFELP System reports and output. We reviewed
the documents provided and noted that the lists appeared to be created by copying and pasting
information from different locations or documents, thus we were unable to determine the integrity,
validity, and completeness of the lists.

Constraints limiting complete and timely access to records, information, and personnel requested for
FFELP System audit purposes frustrates the audit process and increases the risk that deficiencies in
Department controls applicable to the FFELP System and related IT resources may not be timely
identified and corrected. Additionally, the difficulties we encountered in obtaining access to Department
records, information, and personnel during audit fieldwork exemplify the need for improved accountability
and transparency for the Department’s operations and administration of Federal awards and other
programs.

Recommendation: We recommend that Department management demonstrate a commitment to
accountability, transparency, and compliance with State law by ensuring that access to the

records, information, and personnel needed to facilitate a complete and timely audit are provided
upon auditor request.

Follow-Up to Management's Response

In her written response, the Commissioner expressed concern that the examples provided in the finding
do not reflect the complete set of circumstances surrounding the conduct of the audit and indicated that
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the examples illustrate numerous occasions where communication and documentation requests were
simply unclear. However, at no time during the audit did Department management advise us of the
“numerous occasions” where they found our communication or requests to be unclear. We believe the
examples demonstrate the problems encountered due to Department practices restricting our ability to
contact the appropriate Department personnel with direct knowledge of the required information.

The Commissioner’s response further indicated that Department leadership was not advised in writing
either during or at the conclusion of audit fieldwork that any specific requests or documentation requests
in general were going to be left unfulfilled. Given our repeated requests, documented in writing as
required by the Department, it is not apparent how the Department would not have been aware that our
requests were unfulfilled. Further, as the Department insisted that we copy several members of upper
management on our requests and that all responses be compiled and reviewed by Department
management prior to responding to requests, Department management was well informed of the
unfulfilled requests.

The Commissioner's response referenced the “standard practices for all audit engagements” required by
the Department and stated that Department leadership was not notified that “any perceived lack of access
or failure to provide documentation was interpreted as substantiating this rare and unusual finding.” While
the Commissioner is correct in that a finding such as this is rarely required, the Audit Supervisor and
audit team leader did meet with the Assistant Deputy Commissioner of the Division of Finance and
Operations, and the Senior Educational Program Director as early as March 3, 2017, to explain that the
restrictive practices required by the Department could result in this finding.

The Commissioner’s response also noted that, in late April 2017, the Department contacted us about one
of our auditors. At that time the Audit Manager and Audit Supervisor advised the Deputy Commissioner
and Assistant Deputy Commissioner of the Division of Finance and Operations that we were not receiving
requested information and that Department staff had been uncooperative with our audit team. Although
we adjusted the responsibilities of the audit team members in response to the Department’s stated
concerns, the team continued to experience a lack of cooperation and responsiveness from the
Department.

The Commissioner’s response implied that we did not discuss the audit findings with Department staff
until March 15, 2018, after the written preliminary and tentative findings were delivered to the Department.
To the contrary, in addition to numerous telephone conversations, we conducted several in-person
meetings with Department management and staff from February 8, 2018, through March 15, 2018,
including the exit conference on February 19, 2018, to discuss the findings and to give the Department
the opportunity to provide explanations and additional information for our consideration when finalizing
the audit findings. As is customary during the audit process, we made appropriate revisions to the
preliminary and tentative findings based on the additional information provided.

Finally, the Commissioner’s response expressed “a very high level of concern about the documentation,
assumptions and conclusions of this finding.” We strongly disagree with the characterization that the
facts presented in this finding lack appropriate support. In accordance with Government Auditing
Standards, this finding is supported by sufficient, appropriate evidence and the supporting working papers
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were subjected to several levels of review, including review by audit professionals who were not assigned
to the audit team.

Notwithstanding the Commissioner’s statement that the Department “will continue to do everything
possible to ensure that all auditors and our staff are very clear on procedures for each audit,” we continue
to recommend that Department management ensure that access to the records, information, and
personnel needed to facilitate a complete and timely audit are provided upon auditor request. Such
access will necessitate that Department management revise the restrictive standard audit practices
referenced by the Commissioner in her written response.

FFELP SYSTEM APPLICATION CONTROLS

Finding 2:  Interface Procedures

Interface controls include procedures to ensure that interfaces are processed accurately, completely, and
timely. Effective interface procedures include a complete list of interfaces, indicate the timing of interface
processing, and describe how interfaces are to be processed and reconciled.

As of March 9, 2017, the Department lacked interface processing procedures that included a complete
list of FFELP System interfaces. In response to our requests, Department management provided the
number of FFELP System interfaces and manually created then gave us two lists of FFELP System
interfaces. However, we noted errors in the lists provided and the total number of interfaces Department
management provided did not correlate to either list. As such, the Department did not demonstrate, and
we were unable to determine, whether the interface lists provided were a complete and accurate listing
of all FFELP System interfaces.

The lack of interface processing procedures with a complete list of FFELP System interfaces increases
the risk that interfaced data may not be accurately, completely, and timely processed and reconciled as
intended by management.

Recommendation: To ensure that interfaced data is accurately, completely, and timely
processed and reconciled as intended by Department management, we recommend that
Department management establish interface processing procedures that include a complete and
accurate list of FFELP System interfaces.

Follow-Up to Management’'s Response

In her written response, the Commissioner details the various documents provided to satisfy our audit
request for a list of all FFELP System interfaces. However, the point of our finding is the importance of
having interface procedures that include a complete list of interfaces to reasonably assure that all
interfaces are processed accurately, completely, and timely. The Department did not have interface
procedures that included a complete list of FFELP System interfaces and, aside from the manually
created list of interfaces, the additional documents provided by the Department were computer job
schedules and excerpts from a report of nightly jobs processed that did not specifically identify all FFELP
System interfaces.
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Finding 3:  Error Correction Controls

Interface controls address the accurate, complete, and timely processing of information between
applications and other source and target systems on an ongoing basis. Interface controls include error
handling and reconciliation controls that reasonably assure that all transactions are accounted for and
that errors are timely identified, investigated, and corrected.

As discussed in Finding 2, Department records did not support a complete and accurate population of
FFELP System interfaces. However, we did identify two significant outgoing interfaces: the
NSLDS-Student Aid Internet Gateway (SAIG) Portal and the Subrogation-SAIG Portal interfaces. As part
of our audit procedures to evaluate the adequacy of error correction controls, we requested
documentation evidencing that errors were timely investigated and corrected for the two interfaces we
identified. In response to our request, Department management indicated that documentation was not
available to show correspondence between an OSFA employee and the lender regarding lender data
error corrections for the NSLDS-SAIG Portal interface because the employee transferred to another
position within the Department and the documentation was not retained. Additionally, Department
management indicated that errors identified in the Subrogation-SAIG Portal were not corrected until the
following year’s subrogation processing; however, the Department did not provide documentation to
support the correction of errors from the prior year. As further discussed in Finding 4, delays in correcting
identified errors could result in the failure to timely assign defaulted loans to the USDOE.

A lack of adequate error correction controls increases the risk that data errors could occur and not be
timely investigated and corrected and limits Department management’s ability to demonstrate that
Department error correction controls are adequate to ensure FFELP System data errors are timely
investigated and corrected.

Recommendation: We recommend that Department management improve error correction
controls to ensure and document that FFELP System data errors are timely identified,
investigated, and corrected.

Follow-Up to Management’s Response

The Commissioner’s response states that, related to the NSLDS, the discrepancies noted are not
interface errors, but are simply differences in the data between OSFA and the USDOE and if the data
contains an error, such an error would be a business process error, not an interface error. The response
similarly states that, related to subrogation, the list of rejected loans would not be indicative of interface
errors. While the Commissioner’s response focused on the word “interface,” our finding does not refer
to interface controls in the strictest definition of interface; rather, the finding refers to the controls related
to the complete processing of the interfaced data for the two identified interfaces we selected for testing.
Interface and business process controls are linked in that effective controls ensure the timely, accurate,
and complete processing of information between feeder and receiving systems and the mainline business
processes they support. The point of our finding is that error correction controls need to be implemented
or improved to ensure and document that the errors resulting from the process of sending FFELP data
to the USDOE systems and receiving error or discrepancy reports in return are timely identified,
investigated, and corrected.
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Finding 4:  Subrogation Processing and Monitoring Controls

Business process application controls include procedures that ensure data is processed completely and
accurately, data retains its validity during processing, and effective independent review and monitoring
procedures are in place. Federal regulations'® provide that, unless the USDOE Secretary notifies a
guaranty agency in writing that other loans must be assigned to the Secretary, a guaranty agency must
assign all defaulted FFELP loans that meet all the following criteria as of April 15 of each year:

e The unpaid principal balance of the loan is at least $100.

e The defaulted loan, as well as other borrower loans, have been held by the agency for at least
5 years.

e A payment has not been received on the loan in the last year.
¢ A judgment has not been entered on the loan against the borrower.

As part of the Department’s subrogation (assignment) process to identify and submit defaulted loans to
the USDOE, the DTI runs several computer jobs for various processes. Specifically:

e The forecast and eligibility process is executed annually to forecast subrogation eligibility for the
current year and to create the forecast report that identifies all loans potentially eligible to be
subrogated. A spreadsheet of all potentially eligible loans is created and sent to OSFA for review.
OSFA staff review the spreadsheet and identify for manual removal the loans that do not meet
the criteria for assignment. After identifying the loans to be removed from subrogation eligibility,
OSFA staff direct the DTI to run the subrogation eligibility report.

e The identification process creates the subrogation eligibility report, the special payment and input
files for subrogation, and the manifest report and file to be sent to the USDOE.

® The submit process submits loan files to the USDOE through the SAIG Portal after the loan files
have been verified by OSFA staff.

* The accept and reject process is executed after the loan files are received from the USDOE to
identify the loans that were accepted and those that were rejected by the USDOE.

* The retrieve file process is executed daily to check the SAIG Portal and retrieve any data found.

As part of our audit procedures, we requested for examination documentation necessary to support the
forecast and eligibility process utilized by OSFA for the 2016 loan assignments. However, according to
OSFA management, after the subrogation year clears, they do not feel the need to keep certain transition
records. As a result, documentation was not retained to corroborate the process used for the 2016 loan
assignments or to support the loans manually removed from subrogation eligibility.

In addition, the Department did not provide evidence to demonstrate that subrogation transaction
processing errors were timely identified, logged, and resolved, or that the Department implemented
adequate audit and monitoring capabilities for subrogation processing and override transactions. In
response to our audit inquiries and documentation requests, Department management indicated that:

e OSFA does not maintain the original forecast reports that are generated by the FFELP System
and used to identify loans meeting the mandatory assignment criteria.

10 Title 34, Section 682.409, Code of Federal Regulations.

Report No. 2018-196
Page 10 March 2018



e OSFA staff directs the DTI to remove from subrogation eligibility the loan records deemed as
ineligible for subrogation based on OSFA staff’'s manual analysis but does not retain evidence of
the loan records directed to be removed or the reasons therefor.

e OSFA management approve the subrogation eligibility report after the DTl removes from
subrogation eligibility the loan records identified by OSFA as ineligible.

e OSFA staff compile the required hard copy loan documents for those loan records deemed to
meet the mandatory assignment criteria, mails the documents to the USDOE, and instructs the
DTI to submit the subrogation file electronically to the USDOE.
Because OSFA did not maintain documented evidence of loans manually removed from subrogation
eligibility, we were precluded from testing the effectiveness of the Department’s business process
application controls related to the subrogation process and Department records did not demonstrate that
the loans were subrogated in compliance with the Federal requirements for the mandatory assignment
of defaulted loans.

Appropriate FFELP System processing and monitoring controls, including the retention of sufficient
appropriate documentation to demonstrate compliance with Federal requirements, provide assurance
that OSFA appropriately subrogates defaulted loans that meet the USDOE mandatory assignment
criteria. In addition, records that support all modifications to subrogation eligibility reports and records
and include the date and identify the persons approving and making the changes increase management’s
ability to hold employees accountable for inappropriate or unauthorized modifications.

Recommendation: We recommend that Department management review and enhance the
business process application controls related to the subrogation process to ensure and
demonstrate that all defaulted loans meeting the USDOE mandatory assignment criteria are
appropriately assigned to the USDOE Secretary as required by Federal regulations. In addition,
Department management should ensure that sufficient documentation supporting the
subrogation process is retained and available for management review and post audit.

Finding 5: FFELP System Output

Effective output controls include procedures and processes that ensure output generation and distribution
are aligned with management’s reporting strategy and reasonably ensure output content and availability
of output and data are consistent with end-users’ needs. Output procedures should also ensure the
identification of key outputs that are to be used to track application processing results and assist in the
performance of data reconciliations.

Guaranty agencies participating in the FFELP report detailed loan information to the USDOE through the
NSLDS, the USDOE central database for student financial assistance. Guaranty agencies with active
FFELP loans must provide updated data at least monthly on a schedule established by the USDOE and
are responsible for the accurate and timely reporting of data.

As part of our audit procedures, we requested the FFELP System reports or other output reviewed by
OSFA staff to track application processing results and assist with reconciling FFELP System data to
NSLDS loan data. Although OSFA management provided a list of daily jobs that produce various reports
and other forms of output, OSFA management did not identify FFELP System reports or other output
reviewed by OSFA staff. Additionally, OSFA management did not provide documentation to evidence
that OSFA staff reconciled FFELP System data to NSLDS loan data.
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Review and use of appropriate FFELP System reports and other output to track application processing
results and reconcile FFELP System data to NSLDS loan data would help ensure the accuracy of the
loan data submitted to the USDOE. Absent documentation of efforts to track application processing
results and periodic reconciliations of FFELP System data to NSLDS loan data, Department assurances
as to the accuracy and completeness of data reported to the USDOE are reduced.

Recommendation: To promote the accuracy and completeness of loan data submitted to the
USDOE, we recommend that Department management require the review of appropriate FFELP
System reports and other outputs to track application processing results and reconcile FFELP
System data to NSLDS loan data. Additionally, we recommend that sufficient documentation be
maintained to demonstrate that the tracking efforts and reconciliations were performed.

Follow-Up to Management’s Response

The Commissioner’s response indicated that the OSFA system included system edits that provided
controls to identify and capture all data to be uploaded to the NSLDS and describes, in detail, the process
for transmitting the files and subsequent data corrections, including the NSLDS Data Benchmarks
tracking the success rate for reconciliation and reporting of data to the NSLDS. However, the point of
our finding is that the Department did not provide evidence of the edits or records to demonstrate that
appropriate efforts were made to ensure the accuracy and completeness of the loan data reported to the
USDOE. While OSFA provided NSLDS reporting statistics, those statistics relate to the data that was
transmitted and are not applicable to the control necessary for ensuring the completeness of the data
transmitted. Our finding relates to the controls in the FFELP System that ensure that all data that should
be transmitted is transmitted.

FFELP SysTeEM ACCESS CONTROLS

Finding 6: FFELP System Access Policies and Procedures

Effective access controls limit or detect inappropriate access to data and IT resources, thereby protecting
the data and IT resources from unauthorized modification, loss, and disclosure. Access control policies
and procedures that are developed, documented, disseminated, and periodically updated help to ensure
that adequate access controls are in place to protect data and IT resources from unauthorized
modification, loss, and disclosure. Policies should address purpose, scope, roles, responsibilities, and
compliance issues and procedures should facilitate the implementation of the policies and associated
access controls.

Our audit procedures disclosed that FFELP System access policies and procedures needed
improvement. Specifically, we noted that:

e Although OSFA developed the OSFA Security Access Control and the OSFA Identification and
Authentication (Organizational Users) policies and procedures, the policies and procedures were
in draft form with no effective date or management approval. Additionally, the policies and
procedures did not include the time frame within which access should be deactivated after it is no
longer needed.

e OSFA developed the Clerk User ID Description and Screen Access spreadsheet for the
assignment of user accounts (Clerk User ID ranges) to users based on organizational unit.
However, the organizational units using the FFELP System were reorganized and the
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spreadsheet was not updated to reflect the valid access privileges for the reorganized
organizational units. Also, some of the fields on the spreadsheet had not been completed to
reflect the valid access privileges (e.g., the spreadsheet did not define override access privileges).

e OSFA grants access to FFELP System users external to the Department for collection and loan
maintenance activities. However, OSFA management had not established and implemented
procedures for granting access to external FFELP System users and did not maintain a
management-approved list of external entity contacts for the external users. The FFELP System
security administrator indicated that she grants access based on the access privileges previously
given to the exte