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COVID-19 DATA COLLECTION AND REPORTING 
At Selected State Entities 

SUMMARY 

To evaluate the State’s readiness to provide essential information needed to respond to the global 

pandemic, this operational audit focused on COVID-19 data collection and reporting processes at the 

Agency for Health Care Administration (Agency), Department of Health (Department), and Division of 

Emergency Management (Division) during the period March 1, 2020, through October 9, 2020.  As 

subsequently described, the number of entities reporting data, apparent inaccurate or incomplete data 

reported to the State by those entities, and the lack of effective access controls in the systems used to 

gather data, impacted the State’s ability to accurately report COVID-19 data at the beginning of the 

pandemic.  Notwithstanding, we recognize the great effort put forth by public servants in responding to 

and accounting for the COVID-19 pandemic.  Any changes made in the State’s data collection and 

reporting efforts after October 2020 may be subject to future audit.  Our audit disclosed the following:  

Collection and Reporting of COVID-19 Data 

Finding 1: To evaluate the completeness of the death records in the Merlin system (Merlin), used by 

the Department to collect COVID-19 data, we compared Merlin death records to Bureau of Vital Statistics 

death records where COVID-19 was included as a cause or contributing factor of death and identified 

differences between the records.   

Finding 2: Certain COVID-19 data included in Merlin did not appear complete or contained anomalies 

that would limit the accuracy and usefulness of reported information. 

Finding 3: Department records did not always evidence that COVID-19 positive individuals were 

contacted, or timely contacted, in accordance with Department contact tracing guidance.   

Finding 4: Neither the Division nor the Department reconciled the reported number of COVID-19 tests 

administered at State-led testing sites to laboratory results reported to the Department.  Additionally, 

Division records did not always evidence that the Division reconciled the number of COVID-19 tests 

invoiced by laboratories to the number of tests reported in Division situation reports.   

Finding 5: Agency records did not evidence the evaluation of the accuracy of COVID-19 data reported 

by hospitals, nursing homes, and assisted living facilities and such facilities did not always report required 

information.   

Information Technology Controls 

Finding 6: Controls over access to Merlin need improvement to reduce the risk of unauthorized 

disclosure, modification, or destruction of Department data. 

Finding 7: Agency user access privilege controls for the Emergency Status System (ESS) need 

enhancement to better prevent and detect inappropriate access to the ESS. 
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BACKGROUND 

Recognizing the significant threat to the health and safety of Florida 

citizens that Coronavirus Disease 2019 (COVID-19) presented, on 

March 1, 2020, the Governor issued Executive Order 20-51 which 

established the State’s COVID-19 response protocol and directed the 

State Health Officer and Surgeon General (State Surgeon General) 

to declare a public health emergency and take any action necessary 

to protect the public health.  The Executive Order designated the 

Department of Health (Department) as the lead State agency 

responsible for coordinating emergency response activities among 

the various State agencies and local governments.   

On March 1, 2020, the State Surgeon General declared a public 

health emergency that specified, among other things, that the 

Department would request assistance from the Centers for Disease 

Control and Prevention to address the public health emergency, 

maintain an Incident Management Team to coordinate the State’s 

public health response, and authorized the Department to take 

actions such as quarantine and isolation to protect the public health.1  

On March 9, 2020, the Governor issued Executive Order 20-52, 

declaring a state of emergency and designating the Director of the 

Division of Emergency Management (Division) as the State 

Coordinating Officer and the State Surgeon General as the Deputy 

State Coordinating Officer and State Incident Commander.  The 

Governor extended the state of emergency numerous times, with the final extension ending 

June 26, 2021.   

Along with the Department and the Division, the Agency for Health Care Administration (Agency) was 

also responsible for collecting COVID-19 data.  Chart 1 depicts the responsibilities of each entity.  

 
1 The State Surgeon General renewed the public health emergency on multiple occasions through June 26, 2021.   

COVID-19 Timeline 
 

January 20,2020 
First confirmed case in United States. 
 

January 30, 2020 
World Health Organization declares a 
Public Health Emergency of International 
Concern. 
 

March 1, 2020 
First Florida cases reported.   
Governor issues Executive Order 20-51 
and the State Surgeon General declares  
a Public Health Emergency. 
 

March 5, 2020 
First Florida death confirmed. 
 

March 9, 2020 
Governor issues Executive Order 20-52 
and declares a State of Emergency. 
 

April 3, 2020 
Florida reaches 10,000 confirmed cases. 
 

June 22, 2020 
Florida reaches 100,000 confirmed cases. 

June 26, 2021 
State of Emergency ended.  
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Chart 1 
Entity Responsibilities 

 
 Source:  Entity management. 

The Department utilized the Merlin system (Merlin) to collect COVID-19 data such as laboratory test 

results.  Laboratory test results were electronically uploaded into Merlin by the laboratories and 

information such as hospitalizations, deaths, and contact tracing data was input by county health 

department (CHD) personnel and contracted staff at the Department.  The Agency used the Emergency 

Status System (ESS) to collect COVID-19 related data from hospitals, nursing homes, assisted living 

facilities, and other health care facilities. 

For purposes of our audit, we obtained Merlin data for the period March 1, 2020, through  

October 9, 2020.  As of October 9, 2020,2 Merlin records indicated that the Department had collected 

11,290,817 COVID-19 laboratory test results from 5,539,899 persons which identified 729,552 COVID-19 

positive cases. 

 
2 The Merlin data cited in this report for October 9, 2020, was only partial-day data.   

 

 
 
 
 
 

Oversight of the reporting of 
all COVID-19 test results by 

laboratories, surveillance and 
monitoring of COVID-19 

cases, and maintenance of 
the public-facing dashboard 
summarizing COVID-19 data 
collected by the Department. 

 

 

 

 

Operation of State-led 
COVID-19 testing sites, 

including procuring test kits 
and staffing and running the 

sites.  The Division also 
procured staffing and supplies 

for State-supported testing 
sites established by local 
emergency management 

personnel. 

 
 
 
 
 
 

 
 

Publication of guidelines for, 
and collection of, COVID-19 
related data from hospitals, 

nursing homes, assisted living 
facilities, and other health  

care facilities. 
 



 Report No. 2022-200 
Page 4 June 2022 

FINDINGS AND RECOMMENDATIONS 

COLLECTION AND REPORTING OF COVID-19 DATA 

According to the World Health Organization (WHO),3 the aim of 

COVID-19 surveillance was to limit the spread of disease, enable 

public health authorities to manage risks related to COVID-19, and 

thereby enable economic and social activity to resume to the extent 

possible.  Surveillance was also necessary, among other reasons, to 

monitor the longer-term trends of COVID-19 transmission and 

changes in the virus.  Consequently, the collection and reporting of 

complete, accurate, and real-time data was essential for infectious 

disease control. 

Department Reporting 

Based on data included in Merlin, the Department published 

COVID-19 reports (dashboards) on its Web site that included 

information on the total number of persons tested and the test results 

(positive or negative), the number of COVID-19 cases, the number 

of Florida residents hospitalized, and the number of deaths.  The 

dashboards also included information on the characteristics of 

Florida resident COVID-19 cases, including the individual’s age group, gender, race, and ethnicity, and 

COVID-19 case totals by county and city. 

Division Reporting 

At the inception of the pandemic, the Division assisted in the establishment and operation of both 

State-led and State-supported COVID-19 testing sites.  State-led sites were operated by the Division with 

the assistance of contracted personnel, whereas State-supported sites were operated by local 

governments with the Division providing tests, supplies, and contracted personnel, as requested by the 

local government.  The tests administered at each site were sent to a contracted laboratory for processing 

and laboratory personnel were responsible for reporting the results in Merlin4 and invoicing the Division 

for the cost of processing the tests.  Using information collected by on-site contracted personnel, the 

Division prepared for each testing site daily situation reports that identified the number of people tested, 

the number of people turned away, supplies on hand (e.g., N-95 masks, test kits), and staffing resources.  

Division procedures required Division program managers to reconcile vendor invoices identifying the 

number of tests processed to the testing site metrics included in the situation reports.  

 
3 WHO interim guidance, Surveillance Strategies for COVID-19 human infection, May 10, 2020.   
4 Personnel at 2,487 laboratories reported COVID-19 test results to the Department during the period March 1, 2020, through 
October 9, 2020. 

Surveillance 
Case surveillance is especially important 
for new diseases, such as COVID-19.  
The information collected helps identify 
similarities and differences among cases.  

Information commonly collected includes: 

- Demographic information (e.g., age, 
race, ethnicity) 

-  Clinical factors, such as symptoms 

-  Epidemiologic characteristics (where, 
when, and in which populations an 
illness is transmitted) 

- Exposure and contact history (how an 
illness is spreading) 

-  Course of clinical illness and care 
received. 
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Agency Reporting 

Pursuant to State law,5 the Agency is responsible for health facility licensure, inspection, and regulatory 

enforcement.  At the direction of the State Surgeon General, the Agency used the ESS to monitor the 

reporting of hospital, nursing home, and assisted living facility bed census counts and related information 

such as staffed capacity.  Effective March 2, 2020, the Agency required hospitals to report census data 

daily and, beginning April 9, 2020, to report information regarding available beds, staff needs, and 

ventilators in use.  Nursing homes and assisted living facilities were to report census data daily beginning 

March 15, 2020.  Information such as face mask inventory and needs was required to be reported by 

nursing homes and assisted living facilities effective April 1, 2020.  

Finding 1: Analysis of COVID-19 Associated Death Records 

An important measure of disease severity is the number of reported deaths associated with the disease.  

Accurate reporting of COVID-19 associated deaths is vital to assessing the severity and impact of 

COVID-19 and determining the efficacy of infectious disease control measures.  As of October 8, 2020, 

Merlin included 15,372 COVID-19 associated deaths.  As part of our audit, we compared, for the period  

March 1, 2020, through October 8, 2020, death records in Merlin to death records obtained from the 

Department, Bureau of Vital Statistics,6 that included COVID-19 as a cause or contributing factor of death.  

Our comparison identified:  

 2,495 death records in Merlin that were not included in Vital Statistics records based on a 
systematic match of the individual’s full name and date of birth.  We selected for further analysis 
158 of the unmatched Merlin death records and found that 120 of the deaths were recorded in 
Vital Statistics records but did not have COVID-19 listed as a cause of death or a contributing 
factor, 2 deaths could not be located in Vital Statistics records, and the remaining deaths either 
occurred out of state or were located in Vital Statistics records after correcting for obvious 
misspellings in coronavirus or individual names.  According to Department management, the 
Department used the national COVID-19 associated case definition to determine COVID-19 
associated deaths and that COVID-19 does not need to be listed on the death certificate for a 
death to be classified in Merlin as COVID-19 associated.  

 3,082 death records in the Vital Statistics data that could not be systematically matched to death 
records in the Merlin data based on the individual’s full name and date of birth.7  We selected for 
further analysis 523 of the unmatched death records and were able to manually match 237 of the 
death records that were not originally matched due to obvious misspellings, name formatting 
errors, or readily apparent date of birth discrepancies.  Our further analysis of Merlin and Vital 
Statistics data for the remaining unmatched death records found that: 

o 52 individuals with a Vital Statistics record that listed COVID-19 as a cause or contributing 
factor of death had no record in Merlin. 

o 43 individuals had no record of a positive COVID-19 test in Merlin, although Vital Statistics 
records listed COVID-19 as a cause or contributing factor of death. 

 
5 Section 20.42(3), Florida Statutes. 
6 Pursuant to Section 382.003, Florida Statutes, the Bureau of Vital Statistics is responsible for the registration, compilation, 
storage, and preservation of all vital records in the State.   
7 Social security numbers were available in Vital Statistics records but were not recorded in Merlin, thus making social security 
numbers unavailable for record matching purposes.   
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o For 169 individuals, although the death appeared to be associated with COVID-19 based on 
Vital Statistics records, the individual’s death was not recorded in Merlin.  Further analysis of 
these records disclosed that 135 of the deaths occurred during the 60 days from  
August 9, 2020, through October 8, 2020, and, according to Department management, a 
death report may take up to 60 days to finalize and record in Merlin.  

In response to our audit inquiry, Department management indicated that, if the Department did 
not receive a positive lab result or if the name and demographics listed on the laboratory report 
differed from the death certificate, the Department may not have been able to match the record 
with enough confidence to definitively say that the individual who passed away was the same 
individual listed on the COVID-19 test result.  For those individuals with no record in Merlin, 
Department management indicated that the Department may not have received a laboratory test 
result.  For individuals without a laboratory test result where COVID-19 was listed on the death 
certificate, the Department marked the death as probable in Merlin, but did not include the death 
in its reported count. 

Additionally, while Department management indicated that Department personnel conducted matches 

between Merlin and Vital Statistics data, the matches were initially performed manually and without any 

written guidance on how to conduct the matches. 

Absent complete and accurate information related to the extent and severity of the COVID-19 pandemic, 

government officials and the general public may not have had all the information necessary to assess 

the efficacy of COVID-19 control measures and take appropriate actions. 

Recommendation: We recommend that Department management take steps to ensure the 
accuracy and completeness of information regarding reportable diseases and outbreaks such as 
COVID-19. 

Finding 2: Accuracy and Completeness of Merlin Data 

To facilitate a timely and appropriate response to the COVID-19 pandemic, it was important for the 

Department to ensure that publicly reported data was accurate and complete and stratified by key 

demographic variables such as race, sex, ethnicity, age, and zip code.  We analyzed the data for the 

5,539,899 profiles for which COVID-19 tests were recorded in Merlin during the period March 1, 2020, 

through October 9, 2020, and noted that important demographic data was not always available or the 

data fields contained anomalies that limited the accuracy and usefulness of the information for reporting 

and for monitoring outbreaks.  Specifically, we found that of the 5,539,899 profiles: 

 3,263,328 (58.9 percent) did not include the individual’s ethnicity. 

 2,851,123 (51.5 percent) did not include the individual’s race. 

 318,502 were missing the individual’s state of residence and another 556 had invalid state 
abbreviations, including entries containing numbers, symbols, or “XX”. 

 318,447 had blank or null values in the city data field and another 320 had invalid city names, 
including numbers or entries of only one or two characters. 

 239,656 had blank or null values for the street address and another 10,313 had anomalous entries 
for the street address. 

 136,688 had blank or null values for the county, while another 2,406 had “state” entered in the 
county data field rather than a county name. 

 75,828 did not include the individual’s gender.  
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 18,743 did not list the individual’s age and another 1,741 included reported ages ranging from 
110 to 267 years old. 

 11,152 had blank or null values for the zip code and another 2,110 had anomalous values. 

In response to our audit inquiry, Department management indicated that the data quality issues were due 

to having to rely on data being sent from the laboratories, along with the large number of cases and 

limited resources to address data accuracy and completeness issues. 

We also evaluated Department efforts to ensure the accuracy and completeness of COVID-19 data 

reported in Merlin.  For example, the performance of edit checks and analyses, where practical and 

available, could detect errors, inconsistencies, and outliers in test result data. 

In April 2020, the Department began running edit checks on the COVID-19 data reported in Merlin and 

the edit checks evolved as the Department learned more about the data.  The Department reported 

running edit checks on the COVID-19 data included in Merlin, including edits for cases with reported ages 

over 100, event dates prior to January 2020, missing dates for follow-up contact attempts, and missing 

laboratory test results.  Our examination of the documentation supporting Department efforts to resolve 

the data discrepancies identified by 9 edit checks disclosed that, for 1 edit check, the Department had 

not resolved, as of October 9, 2020, 7,718 instances where the dates of follow-up contact attempts were 

missing from Merlin.  According to Department management, the CHDs were responsible for maintaining 

information on contact attempts and, while the CHDs were verbally notified to resolve these issues, the 

Department did not set a deadline for resolution. 

The Department did not routinely perform data analyses to assess the completeness of all reported test 

results.  Given the anticipated predictability of test result reporting for professional athletes due to 

league-established participation and testing protocols, we analyzed the reported results of the COVID-19 

tests conducted by the three National Football League (NFL) teams headquartered in the State.8  NFL 

training camps for the 2020 season began in July 2020 and NFL protocols required players to pass three 

COVID-19 tests before entering their team’s building, and then to be tested daily, and then eventually 

every other day if the team’s positivity rate was below 5 percent.  Teams were allowed to have up to 

90 players on their roster until August 16, 2020, and up to 80 players on their roster until 

September 5, 2020, whereafter the teams were limited to 53 players for the remainder of the season.9  

Additionally, during the season, teams were allowed to have a practice squad of up to 16 players.  For 

the 2020 season, NFL regulations set the game-day active team roster at a maximum of 48 players and 

required rostered and practice squad players to be tested daily, including the day before games to 

determine their eligibility to play. 

Based on our analysis, it appears that the NFL players’ test results were not always reported in Merlin, 

or were not timely reported in Merlin.  Chart 2 shows, by team, the variability in the number of players 

who were reported in Merlin as having been administered at least one COVID-19 test for the weeks 

starting July 19, 2020, through September 27, 2020.  Also, our review of COVID-19 testing data found 

that, from the three teams, 39 players on at least one game-day roster during the period 

 
8 Our analysis was to assess the completeness of the data reported in Merlin and not for the purpose of evaluating the NFL 
COVID-19 testing protocols or determining team compliance with those protocols.   
9 A team could carry up to 55 players on its roster during the week by elevating one or two players from its practice squad on 
the day before the team’s game.   
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September 13, 2020, through October 4, 2020, had no tests reported in Merlin and 11 practice squad 

players during the same period had no tests reported in Merlin. 

Chart 2 
Number of Players Administered COVID-19 Tests by NFL Team  

For the Weeks Starting July 19, 2020, Through September 27, 2020 

 

 Source:  Department Merlin data as of October 9, 2020. 

In response to our audit inquiry, Department management indicated that COVID-19 test results for 

players without a Florida residence were to be sent to their state of residence, and that state was to 

forward the results to the Department; however, that may not have always happened. 

Complete and accurate information related to the COVID-19 pandemic, including information by key 

demographic variables, is important to government officials and the general public for timely and 

appropriately responding to the pandemic.  The performance of practical and available edit checks and 

analyses would better ensure the accuracy and completeness of collected information.  

Recommendation: We recommend that Department management take appropriate actions to 
ensure that public health data collected and reported is accurate and complete.  Such actions 
should include the performance of edit checks and analyses, where practical and available, to 
detect errors, inconsistencies, and outliers in the data and efforts to resolve any issues noted. 

Finding 3: Contact Tracing 

According to Department guidance,10 contact tracing for COVID-19 included identifying, assessing, and 

managing people who may have been exposed to the disease to prevent further transmission.  Case 

 
10 Florida Contact Tracing Guidance.   

33

50 49 49

41 39 37 35
32 33 33

14

58 56 54 53 53 54
49

53
50 5151

85 84 82
79

82 84
87

65
68

71

0

10

20

30

40

50

60

70

80

90

100

Week Start Date

N
u
m
b
er
 o
f 
P
la
ye
rs
 A
d
m
in
st
er
ed

 a
 T
es
t

Jacksonville Jaguars Tampa Bay Buccaneers Miami Dolphins



Report No. 2022-200 
June 2022 Page 9 

investigation and contact tracing are fundamental public health activities that require collaborating with 

patients diagnosed with an infectious disease to identify and provide support to persons who may have 

been infected through exposure to confirmed cases of COVID-19.  According to Department guidance, 

investigating staff were to interview and conduct initial outreach to patients diagnosed with COVID-19 

within 48 hours of the diagnosis being reported to the CHDs or the State and continue contact until the 

cessation of symptoms. 

We examined case records for 25 confirmed COVID-19 positive individuals, selected from the population 

of 729,552 COVID-19 positive cases recorded in Merlin during the period March 1, 2020, through 

October 9, 2020, to determine whether the records evidenced that the Department conducted contact 

tracing in accordance with Department guidance.  Our examination found that: 

 For 4 of 14 applicable cases, the Department did not interview the individuals or conduct initial 
outreach within 48 hours of the diagnoses being reported to the CHDs.  These individuals were 
contacted 4 to 13 days after their diagnoses were reported to their CHD.  According to 
management of the applicable CHDs, the untimely contacts were due to the high volume of cases 
and limited number of personnel. 

 For 4 of 6 cases where the individual was listed as symptomatic at the time of the initial interview, 
Department records did not evidence continued contact through the cessation of symptoms.  
According to management of the applicable CHDs, the increase in the number of cases and low 
staffing levels contributed to the lack of documented follow-up. 

As a result of our examination findings, we analyzed Merlin data for the 729,552 COVID-19 positive cases 

to determine whether the data evidenced that the Department conducted contact tracing in accordance 

with Department guidance.  Our analysis found that, for 168,880 of the 729,552 cases, Merlin did not 

evidence that the COVID-19 positive individuals were either contacted or contact was attempted by the 

Department.  We also analyzed Merlin data for the 532,726 cases11 where Department records indicated 

that contact tracing was performed or attempted by the Department and noted that 14,233 case records 

contained no telephone number or e-mail address, making the means of contact unclear.  In response to 

our audit inquiry, Department management indicated that inaccurate contact information and the refusal 

of some individuals to speak with the Department hindered the Department’s ability to contact all 

confirmed COVID-19 positive individuals.  Department management also indicated that some of the case 

record discrepancies were due to data quality issues that arose as the number of COVID-19 cases 

spiked. 

Timely and documented contact tracing serves as a core communicable disease control measure to help 

prevent the spread of infectious diseases such as COVID-19.   

Recommendation: We recommend that Department management ensure that contact tracing 
activities are conducted in accordance with Department guidance and appropriately documented 
in Department records.   

 
11 27,946 of the 729,552 COVID-19 positive cases recorded in Merlin during the period March 1, 2020, through October 9, 2020, 
were cases with a valid reason for no contact, such as the individual passed away before contact could be made.   
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Finding 4: COVID-19 Data Reporting and Contract Payment Controls 

Effective internal controls over data collection and reporting and the related contract payments include 

timely and routine reconciliations between applicable data sources to promptly identify, thoroughly 

investigate, adequately document, and resolve data and contract payment issues.  To determine whether 

the Department and Division ensured that the results of all COVID-19 tests administered at State-led 

sites were reported to the Department and Division payments to the contracted laboratories were 

appropriate, we inquired of Department and Division management and examined documentation 

supporting ten Division payments for laboratory services, totaling $15,471,302, made during 

July and August 2020.  Our audit procedures disclosed that: 

 Neither the Division nor the Department reconciled the number of COVID-19 tests reported in 
daily Division situation reports as being administered at State-led testing sites to the laboratory 
results reported to the Department.  In the absence of reconciliations, we selected for five 
State-led testing sites 1 week during the period March 2020 through August 2020 and attempted 
to reconcile the total number of COVID-19 tests administered according to the Division’s situation 
reports to the laboratory results reported to the Department.  For three of the testing sites selected, 
we noted differences between the total number of tests administered according to the situation 
reports and the total number of tests reported by the laboratories to the Department.  Specifically, 
the situation reports for the three testing sites indicated that 2,593 tests were administered, while 
Department records indicated that only 996 test results were reported to the Department.  
According to Division and Department management, the way laboratory test results were reported 
in Merlin may have accounted for some of the differences. 

 Division records for four payments totaling $5,405,549 did not include the detail supporting the 
tests administered, such as the date and identification number for each test administered, 
necessary to facilitate a reconciliation of the number of COVID-19 tests invoiced by the 
laboratories to the number of tests reported in applicable Division situation reports.  In response 
to our audit inquiry, Division management indicated that, in some cases, invoice review histories 
and notes were incomplete due to the migration of invoices to a new system and the number of 
invoices that the Division was receiving and processing daily. 

According to Division management, the absence of a Statewide policy for assigning agency 

responsibilities during declared emergencies and the unique challenges of managing the logistical 

response to an emergency over which the Division lacked jurisdictional control contributed to the absence 

of coordinated reconciliations between Division and Department COVID-19 testing data.  Some of those 

challenges included the lack of Division staff’s medical knowledge and the use of contractors, rather than 

State employees, to operate the testing sites and prepare the situation reports.  Department management 

indicated that a lack of Department involvement in the establishment and operation of State-led testing 

sites also contributed to the inability to reconcile test results, as the sites, when initially established, did 

not report electronically through Merlin. 

Reconciling the Division-reported number of COVID-19 tests administered at State-led testing sites to 

the laboratory results reported to the Department would have promoted the accuracy and completeness 

of information necessary to help manage the pandemic.  Reconciliations between the testing information 

included in contractor invoices and Division situation reports would have provided greater assurance that 

the Division only paid for administered tests. 
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Recommendation: We recommend that Division and Department management take steps to 
ensure that data regarding declared Statewide emergencies such as COVID-19 is subject to 
adequate review and control to promote complete and accurate reporting and appropriate 
payment of contractor invoices, as applicable.   

Finding 5: Monitoring of Health Facility Data Reporting 

To promote the timely and accurate reporting of health facility data during the COVID-19 pandemic, it 

was critical for the Agency to conduct and document data reporting monitoring activities, including 

verification that hospitals, nursing homes, and assisted living facilities reported census counts and 

information such as available beds, staff needed, ventilators in use, and face mask inventory daily.   

Effective monitoring activities also include an evaluation of the accuracy and completeness of reported 

data. 

Our review of Agency ESS data collection and verification procedures found that, during the period  

March 2, 2020, through October 8, 2020, the Agency did not document its evaluation of the accuracy of 

the census counts or other COVID-19 related information reported by hospitals, nursing homes, and 

assisted living facilities.  Such documented procedures could have included, for example, comparing bed 

census information to the total number of licensed beds.  While Agency management indicated that data 

was reviewed for accuracy, no documentation to support the reviews was maintained.  As shown in  

Table 1, our review of ESS records also disclosed that, although the Agency evaluated the completeness 

of reported data and took steps to promote reporting, such as e-mailing and calling health facilities that 

had not reported, health facilities did not always report required information. 

Table 1 
COVID-19 Daily Reporting by Facility Type  

During the Applicable Period March 2, 2020, Through October 8, 2020 

Facility Type 

Number of 
Facilities 
Reporting 

Average 
Number of 
Facilities 

Reporting Daily 

Average 
Number of 
Facilities Not 

Reporting Daily 

Percentage of 
Facilities Not 

Reporting Daily 

Census Counts         

Hospitals  303  285  18  5.9% 

Additional Information         

Hospitals  303  296  7  2.3% 

Nursing Homes  690  614  76  11.0% 

Assisted Living Facilities  3,050  2,345  705  23.1% 

Source:  ESS records.   

According to Agency management, the data in the ESS was self-reported and was not intended to be a 

“source of truth” like validated data would be.  Notwithstanding, documented Agency monitoring of the 

reasonableness of daily COVID-19 reporting by hospitals, nursing homes, and assisted living facilities 

and complete reporting by those entities would have better ensured and demonstrated that State officials 

had complete and accurate information upon which to make public health decisions. 

Recommendation: We recommend that Agency management take steps to promote the 
accurate reporting by health facilities of all data required by Agency guidelines. 
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Follow-Up to Management’s Response 

Agency management indicated in their written response that the specific example to compare census to 

licensed beds may be misleading, as a provider may temporarily exceed their licensed capacity in certain 

statutorily defined emergency situations.  However, the point of our finding was that the Agency did not 

document its evaluation of the accuracy of data reported by hospitals, nursing homes, and assisted living 

facilities.  Any comparison of census information to the number of licensed beds would inherently consider 

circumstances where the census may exceed the number of licensed beds as provided for in State law.  

Consequently, the finding and related recommendation stand as presented. 

INFORMATION TECHNOLOGY CONTROLS 

State law12 requires State agencies to establish information security controls to ensure the security of 

agency data, information, and information technology (IT) resources.  Additionally, Department of 

Management Services (DMS) rules13 establish minimum security standards for ensuring the 

confidentiality, integrity, and availability of State agency data, information, and IT resources. 

Finding 6: Merlin Access Controls 

DMS rules14 require State agencies to periodically review user access privileges for appropriateness 

based on system categorization or assessed risk and to ensure that IT access privileges are removed 

when access to an IT resource is no longer required.  Prompt action to deactivate access privileges is 

necessary to help prevent misuse of the access privileges. 

As previously noted, Department personnel and contracted staff used and managed Merlin to collect data 

on reportable diseases and outbreaks, including COVID-19.  As part of our audit, we evaluated IT user 

access privilege controls for Merlin and found that: 

 The Department did not conduct periodic reviews of Merlin access privileges for system users 
located at Department headquarters.  Additionally, while Department management indicated that 
the CHDs were required to conduct quarterly access reviews, our inquiries of management at 
two CHDs disclosed that one CHD (Miami-Dade) had not conducted any reviews and 
management of the other CHD (Leon) was unable to provide documentation evidencing the 
review for the quarter ended June 30, 2020, although CHD management indicated that the review 
had been conducted. 

 Merlin access privileges were not always timely deactivated upon a user’s separation from 
Department or contracted employment.  Our comparison of Merlin records to People First15 and 
other records for 25 of the 581 user accounts that were deactivated during the period March 2020 
through August 2020 found that 7 of the 9 user accounts remained active 2 to 63 business days 
(an average of 29 business days) after the users’ employment separation dates.  We also 
examined the records for 40 Merlin user accounts active as of November 2, 2020, that were 
associated with users who appeared to have separated from Department employment and 

 
12 Section 282.318(4), Florida Statutes. 
13 DMS Rules, Chapter 60GG-2, Florida Administrative Code.   
14 DMS Rule 60GG-2.003(1)(a)6. and 8., Florida Administrative Code. 
15 People First is the State’s human resource information system. 
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identified 16 accounts that were active 3 to 547 business days (an average of 132 business days) 
after the users’ separation from Department employment. 

In response to our audit inquiry, Department management indicated that periodic reviews of Merlin 

access privileges were not conducted due to resources being required for other duties during the 

COVID-19 pandemic.  In addition, Department management indicated that the delays in deactivating user 

accounts were primarily due to delays in receiving notification or not receiving notification of an 

individual’s separation from Department or contracted employment. 

Periodic reviews of the appropriateness of Merlin user access privileges and prompt deactivation of 

access privileges upon a user’s separation from Department or contracted employment would provide 

Department management assurance that user access privileges are authorized and remain appropriate 

and reduce the risk of unauthorized disclosure, modification, or destruction of Department data.   

Recommendation: We recommend that Department management enhance IT access controls to 
ensure that periodic Merlin user access privilege reviews are performed and documented in 
Department records and ensure that Merlin user access privileges are promptly deactivated upon 
a user’s separation from Department or contracted employment.  

Finding 7: ESS Access Controls 

DMS rules16 require State agencies to ensure that users are granted access to agency IT resources 

based on the principles of least privilege and a need to know determination and, as previously noted, to 

periodically review user access privileges for appropriateness and ensure that IT access privileges are 

removed when access to an IT resource is no longer required.  The Agency used the ESS to collect from 

hospitals, nursing homes, assisted living facilities, and other health care facilities census data and other 

resource information such as the number of available beds.  As part of our audit, we inquired of Agency 

management, evaluated Agency policies and procedures, and evaluated ESS access controls and found 

that: 

 Contrary to the principle of least privilege, the Agency provided ESS update access privileges to 
all Agency employees.  According to Agency management, update access privileges were 
required for all employees because the ESS was intended to be an emergency response tool and 
immediate workforce flexibility was necessary to ensure availability to respond to emergencies.  
However, Agency management also indicated that ESS data entry changes by Agency 
employees were not monitored for appropriateness. 

 The Agency did not review the appropriateness of ESS user access privileges during the period 
March 2020 through August 2020.  According to Agency management, the Agency relied on the 
employment termination process to ensure that ESS user accounts for separated employees were 
deactivated and Agency management indicated that accounts were deactivated after 30 days of 
inactivity. 

 ESS access privileges were not always timely deactivated upon a user’s separation from Agency 
employment.  Our comparison of ESS records to People First records found that 11 of the 
109 ESS Agency user accounts deactivated during the period March 2020 through August 2020 
were not timely deactivated upon the users’ separation from Agency employment.  The 11 user 
accounts were deactivated 2 to 30 business days (an average of 8 business days) after the users’ 
employment separation dates.  In response to our audit inquiry, Agency management indicated 

 
16 DMS Rule 60GG-2.003(1), Florida Administrative Code. 
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that the untimely deactivations of ESS access privileges were primarily due to employee 
supervisors not timely notifying the IT Help Desk of the employment separations. 

Limiting access privileges to the minimum necessary to perform an employee’s current job duties and 

the prompt deactivation of ESS user access privileges would reduce the potential for unauthorized 

disclosure, modification, or destruction of Agency data and IT resources by former employees or others.  

Additionally, periodic reviews of ESS user access privileges would provide Agency management 

assurance that user access privileges are authorized and remain appropriate.     

Recommendation: We recommend that Agency management strengthen IT access controls to 
ensure that ESS user access privileges are limited to the minimum necessary for a user to perform 
their current job duties and deactivated immediately upon separation from Agency employment.  
We also recommend that Agency management perform and document periodic reviews of ESS 
user access privileges.   

Follow-Up to Management’s Response 

Agency management indicated in their written response that the audit did not consider that ESS user 

access privileges are established regarding the level of information that may be viewed, the ability to 

input data into fields, and export data, and that internal users have a level of access based on their job 

function.  Additionally, the Agency indicated that IT access controls ensuring that ESS user access 

privileges are limited to the minimum necessary and deactivated immediately upon separation from 

Agency employment “was and continues to be established Agency process.”  However, as noted in the 

finding, the Agency provided all employees update access privileges to the ESS, regardless of the 

employee’s job function.  Additionally, as the finding documents without contest by the Agency 

deficiencies regarding Agency processes for granting and deactivating access privileges, the finding and 

related recommendation stand as presented. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

The Auditor General conducts operational audits of governmental entities to provide the Legislature, 

Florida’s citizens, public entity management, and other stakeholders unbiased, timely, and relevant 

information for use in promoting government accountability and stewardship and improving government 

operations. 

We conducted this operational audit from September 2020 through November 2021 in accordance with 

generally accepted government auditing standards.  Those standards require that we plan and perform 

the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 

conclusions based on our audit objectives.  We believe that the evidence obtained provides a reasonable 

basis for our findings and conclusions based on our audit objectives. 

To evaluate the State’s readiness to provide essential information needed to respond to the global 

pandemic, this operational audit focused on COVID-19 data collection and reporting processes at the 

Agency for Health Care Administration (Agency), Department of Health (Department), and Division of 

Emergency Management (Division) during the period March 1, 2020, through October 9, 2020.  For those 

areas, the objectives of the audit were to: 
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 Evaluate management’s performance in establishing and maintaining internal controls, including 
controls designed to prevent and detect fraud, waste, and abuse, and in administering 
responsibilities in accordance with applicable laws, administrative rules, contracts, grant 
agreements, and other guidelines. 

 Examine internal controls designed and placed into operation to promote and encourage the 
achievement of management’s control objectives in the categories of compliance, economic and 
efficient operations, the reliability of records and reports, and the safeguarding of assets, and 
identify weaknesses in those internal controls.  

 Identify statutory and fiscal changes that may be recommended to the Legislature pursuant to 
Section 11.45(7)(h), Florida Statutes. 

This audit was designed to identify, for those programs, activities, or functions included within the scope 

of the audit, deficiencies in internal controls significant to our audit objectives; instances of noncompliance 

with applicable governing laws, rules, or contracts; and instances of inefficient or ineffective operational 

policies, procedures, or practices.  The focus of this audit was to identify problems so that they may be 

corrected in such a way as to improve government accountability and efficiency and the stewardship of 

management.  Professional judgment has been used in determining significance and audit risk and in 

selecting the particular transactions, legal compliance matters, records, and controls considered. 

As described in more detail below, for those programs, activities, and functions included within the scope 

of our audit, our audit work included, but was not limited to, communicating to management and those 

charged with governance the scope, objectives, timing, overall methodology, and reporting of our audit; 

obtaining an understanding of the program, activity, or function; identifying and evaluating internal 

controls significant to our audit objectives; exercising professional judgment in considering significance 

and audit risk in the design and execution of the research, interviews, tests, analyses, and other 

procedures included in the audit methodology; obtaining reasonable assurance of the overall sufficiency 

and appropriateness of the evidence gathered in support of our audit’s findings and conclusions; and 

reporting on the results of the audit as required by governing laws and auditing standards. 

Our audit included the selection and examination of transactions and records.  Unless otherwise indicated 

in this report, these transactions and records were not selected with the intent of statistically projecting 

the results, although we have presented for perspective, where practicable, information concerning 

relevant population value or size and quantifications relative to the items selected for examination. 

An audit by its nature, does not include a review of all records and actions of agency management, staff, 

and vendors, and as a consequence, cannot be relied upon to identify all instances of noncompliance, 

fraud, abuse, or inefficiency. 

In conducting our audit, we:   

 Reviewed applicable laws, rules, Agency, Department, and Division policies and procedures, and 
other guidelines, and interviewed applicable personnel to obtain an understanding of COVID-19 
data collection and reporting processes. 

 Obtained an understanding of selected Department and Agency information technology (IT) 
controls, assessed the risks related to those controls, evaluated whether selected general and 
application IT controls for the Merlin and Emergency Status systems were in place, and tested 
the effectiveness of the selected controls. 
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 Analyzed Department records for the 11,290,817 COVID-19 laboratory test results reported to the 
Department and the 5,539,899 individual profiles created during the period March 1, 2020, 
through October 9, 2020, to determine whether the Department collected data to assess the 
spread of COVID-19 and whether the collected information was accurate and complete. 

 Analyzed Department records for the COVID-19 laboratory test results reported during the period 
July 19, 2020, through October 4, 2020, by the three National Football League teams 
headquartered in the State to determine whether the data reported to the Department appeared 
to be complete. 

 Interviewed Department management and reviewed Department guidance to determine whether 
Department guidance included adequate information on how laboratories were to report 
COVID-19 test results and how laboratories should report revisions to previously reported test 
results. 

 From the population of 2,487 laboratories which reported COVID-19 test results during the period 
March 1, 2020, through October 9, 2020, examined records for 25 selected laboratories to 
determine whether the laboratories performing COVID-19 testing were properly certified. 

 From the population of 243 COVID-19 dashboards and 27 antibody dashboards published on the 
Department’s Web site during the period March 1, 2020, through October 9, 2020, examined 
Department records for 20 selected COVID-19 dashboards and 4 antibody dashboards to 
determine whether the data reported on the dashboards was accurate and complete. 

 For the period March 1, 2020, through October 8, 2020, compared death records in Merlin to 
death records from the Bureau of Vital Statistics where COVID-19 was included as a cause or 
contributing factor of death to determine whether the Department accurately reported deaths 
related to COVID-19. 

 Examined Department records as of October 9, 2020, for 9 data quality edit checks the 
Department performed on COVID-19 data to determine whether the Department adequately 
followed up on and resolved any identified data discrepancies. 

 From the population of 729,552 confirmed COVID-19 positive cases reported during the period 
March 1, 2020, through October 9, 2020, examined Department records for 25 selected cases to 
determine whether the Department attempted to contact the individual within 48 hours of 
notification of diagnosis and continued contact efforts until the cessation of the individual’s 
symptoms. 

 Analyzed Merlin data for the 729,552 COVID-19 positive cases reported during the period 
March 1, 2020, through October 9, 2020, to determine whether the Department conducted contact 
tracing in accordance with Department guidance. 

 Analyzed Agency COVID-19 data collected during the period March 1, 2020, through 
October 8, 2020, to determine whether the Agency collected data from hospitals, nursing homes, 
and assisted living facilities in accordance with Agency guidelines. 

 Interviewed Agency management and examined Agency records to determine whether the 
Agency issued COVID-19 reporting guidance to hospitals, nursing homes, and assisted living 
facilities and whether the hospital guidance included information on how to count available 
intensive care unit beds and ventilators. 

 From the population of 22 revisions to Agency COVID-19 data fields, examined records related 
to 5 selected revisions to determine whether the Agency promptly informed hospitals, nursing 
homes, and assisted living facilities of the revisions. 

 Analyzed Agency COVID-19 data collected during the period March 1, 2020, through 
October 8, 2020, to determine whether the Agency ensured that hospitals, nursing homes, and 
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assisted living facilities reported COVID-19 information daily in accordance with Agency 
requirements. 

 Performed inquiries of Agency management and evaluated Agency records to determine whether 
the Agency adequately monitored the timeliness and accuracy of COVID-19 data reporting by 
hospitals, nursing homes, and assisted living facilities.  Specifically, we: 

o From the population of 153 reporting days during the period April 1, 2020, through 
August 31, 2020, examined Agency call lists for 10 selected reporting days to determine 
whether the Agency followed up with hospitals, nursing homes, and assisted living facilities 
that had not reported required COVID-19 data or if the reported data included anomalies. 

o From the population of 55 reporting days during the period May 28, 2020, through 
July 21, 2020, examined e-mails to nursing homes and assisted living facilities for 10 selected 
reporting days to determine whether the Agency followed up with nursing homes and assisted 
living facilities that did not report COVID-19 data daily. 

 From the population of 651 Division emergency purchase orders, totaling $880,604,313, executed 
during the period March 2020 through August 2020, examined records for 40 selected purchase 
orders, totaling $178,760,902, to determine whether the purchase orders included the provisions 
required by State law and whether the purchases appeared reasonable. 

 From the population of 8,116 Division payments, totaling $1,430,659,012, related to COVID-19 
procurements during the period March 2020 through August 2020, examined records for 
40 selected payments, totaling $87,423,871, to determine whether payments were appropriately 
supported, properly approved, and reasonable. 

 From the population of 203 payments, totaling $145,232,133, for laboratory processing of 
COVID-19 tests administered at State-led testing sites, examined documentation related to the 
reconciliation of supporting invoices for 10 selected payments, totaling $15,471,302, to Division 
situation reports detailing the number of tests administered to determine whether payments were 
made only for administered tests. 

 Interviewed Division and Department management to determine whether COVID-19 test results 
recorded on Division situation reports for State-led testing sites were reconciled to laboratory test 
results reported to the Department. 

 Communicated on an interim basis with applicable officials to ensure the timely resolution of 
issues involving controls and noncompliance.  

 Performed various other auditing procedures, including analytical procedures, as necessary, to 
accomplish the objectives of the audit.  

 Prepared and submitted for management response the findings and recommendations that are 
included in this report and which describe the matters requiring corrective actions.  Managements’ 
responses are included in this report under the heading MANAGEMENTS’ RESPONSES. 
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AUTHORITY 

Section 11.45, Florida Statutes, requires that the Auditor General conduct an operational audit of each 

State agency on a periodic basis.  Pursuant to the provisions of Section 11.45, Florida Statutes, I have 

directed that this report be prepared to present the results of our operational audit. 

 

Sherrill F. Norman, CPA 

Auditor General 
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S TA T E  O F  F L O R I D A  

D I V I S I O N  O F  E M E R G E N C Y  M A N A G E M E N T 

Ron DeSantis 
Governor 

 Kevin Guthrie 
 Director 

May 28, 2022 
 
 
Sherrill F. Norman, CPA 
Auditor General 
Claude Pepper Building, Suite G74 
111 West Madison Street  
Tallahassee, Florida 32399-1450 
 
Dear Ms. Norman: 
 
We are providing this letter pursuant to section 11.45(4)(d), Florida Statutes, in 
connection with your audit of the COVID-19 Data Collection and Reporting at Selected 
State Entities. 
 
In connection with your audit, we confirm the following: 
 
Finding No. 4: Neither the Division nor the Department reconciled the reported number  
of COVID-19 tests administered at State-led testing sites to laboratory results reported  
to the Department.  Additionally, Division records did not always evidence that the 
Division reconciled the number of COVID-19 tests invoiced by laboratories to the  
number of tests reported in Division situation reports. 
 
Response: Due to the scale and scope of the COVID-19 activation and the multitude of 
state and private entities supporting state-led testing, the Florida Division of Emergency 
Management was reliant on the Florida Department of Health for all data reconciliation of 
patient confidential records. As the Florida Department of Health has the statutory 
requirements for monitoring infection disease reporting, the Division’s focus was on the 
ability to provide testing to as many Floridians as possible and to provide logistical support 
for the overall COVID-19 response efforts.  
 

 Sincerely, 
 
 
 

 Kevin Guthrie, Director 
 Division of Emergency Management 
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