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SUMMARY

SUMMARY OF REPORT ON FINANCIAL STATEMENTS

The State of Florida’s basic financial statements as of and for the fiscal year ended June 30, 2023, were
presented fairly, in all material respects, in accordance with accounting principles generally accepted in
the United States of America. Our report is included in the Florida Annual Comprehensive Financial
Report (ACFR) for the fiscal year ended June 30, 2023, issued by the Chief Financial Officer.

SUMMARY OF REPORT ON INTERNAL CONTROL AND COMPLIANCE

Our audit did not identify any deficiencies in internal control over financial reporting that we consider to
be material weaknesses.

We noted the following additional matters that we reported to management but did not consider to be
significant deficiencies:

e The Florida Department of Financial Services (FDFS) did not properly record all opioid settlement
amounts that met recognition requirements for the 2022-23 fiscal year and incorrectly recorded
amounts related to fiduciary activities to a governmental fund. (Finding No. AM 2023-01)

e The Florida Department of Juvenile Justice did not properly report total expenditures for the Social
Services Block Grant on the Schedule of Expenditures of Federal Awards (SEFA). As a result,
prior to audit adjustment, amounts reported on the State’s SEFA were incorrect. (Finding No. AM
2023-02)

e Florida Agency for Health Care Administration (FAHCA) procedures for preparing the SEFA data
form were not sufficient to ensure the accuracy of reported amounts. As a result, prior to audit
adjustment, amounts reported on the State’s SEFA were incorrect. (Finding No. AM 2023-03)

e The Florida Department of Transportation (FDOT) did not properly report amounts for two Federal
programs on the SEFA. As a result, prior to audit adjustment, amounts reported on the State’s
SEFA were incorrect. (Finding No. AM 2023-04)

e The Florida Department of Children and Families (FDCF) did not properly report amounts for
eleven Federal programs on the SEFA. As a result, prior to audit adjustment, amounts reported
on the State’s SEFA were incorrect. (Finding No. AM 2023-05)

SUMMARY OF REPORT ON FEDERAL AWARDS

State agencies, universities, and colleges administered approximately 634 Federal awards programs and
program clusters during the 2022-23 fiscal year. Expenditures for the 26 major programs totaled
$43.4 billion or approximately 71.4 percent of the total expenditures of $60.8 billion reported on the SEFA.

Compliance requirements for Federal awards programs are established in the Office of Management and
Budget (OMB) Compliance Supplement. Types of compliance requirements include: Activities Allowed
or Unallowed; Allowable Costs/Cost Principles; Cash Management; Eligibility; Equipment and Real
Property Management; Matching, Level of Effort, Earmarking; Period of Performance; Procurement and
Suspension and Debarment; Program Income; Reporting; Subrecipient Monitoring; and Special Tests
and Provisions.
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Compliance

The State of Florida complied, in all material respects, with the compliance requirements applicable to
each of its major Federal awards programs, except as described in the following instances:

For the Title | Grants to Local Educational Agencies, English Language Acquisition State Grants
(ELAG), and Education Stabilization Fund, we are unable to express, and do not express, an
opinion on the Florida Department of Education’s (FDOE’s) compliance with the Reporting
compliance requirement because the FDOE was unable to provide documentation evidencing
that subaward information required by the Federal Funding Accountability and Transparency Act
(FFATA) was appropriately and timely reported in the Federal Funding Accountability and
Transparency Act Subaward Reporting System (FSRS). (Finding No. 2023-023)

For the Community Development Block Grants/State’s Program and Non-Entitlement Grants in
Hawaii (CDBG), the Florida Department of Commerce (FCOM) did not always report subaward
information required by the FFATA in the FSRS, resulting in an opinion qualification. (Finding No.
2023-005)

FCOM records did not clearly evidence that Unemployment Insurance (Ul) benefit payments were
made only to eligible claimants, resulting in an opinion qualification. (Finding No. 2023-012)

FCOM did not always ensure or timely ensure that Ul claimants complied with the participation
requirements of the Reemployment Services and Eligibility Assessments program, resulting in an
opinion qualification. (Finding No. 2023-013)

FDOT records did not evidence that, prior to entering into covered transactions, the FDOT
determined that Formula Grants for Rural Areas and Tribal Transit (FGRA) Program subrecipients
were not excluded or otherwise disqualified by the Federal Government, resulting in an opinion
qualification. (Finding No. 2023-021)

The FDCF could not always demonstrate that Florida Department of Revenue Child Support
Enforcement sanction requests for uncooperative Temporary Assistance for Needy Families
(TANF) recipients were timely processed and appropriately imposed, resulting in an opinion
qualification. (Finding No. 2023-032)

The FDCF did not always timely review and process Income Eligibility and Verification System
data exchange responses for TANF recipients, resulting in an opinion qualification.
(Finding No. 2023-33)

FCOM did not appropriately evaluate each Community Services Block Grant (CSBG)
subrecipient’s risk of noncompliance to determine the appropriate subrecipient monitoring and,
consequently, FCOM could not demonstrate that the monitoring performed was based on a
complete assessment of risk. Additionally, FCOM did not monitor one subrecipient within
prescribed time frames or timely issue a management decision for another subrecipient’s audit
findings, resulting in an opinion qualification. (Finding No. 2023-037)

The FDCF did not maintain documentation supporting the total number of recipients of selected
Social Services Block Grant (SSBG) services included in the Post-Expenditure Report submitted
to the Office of Community Services and incorrectly reported the total number of recipients of Day
Care Children and Education and Training services, resulting in an opinion qualification.
(Finding No. 2023-043)

The FAHCA did not always report or timely and accurately report Children’s Health Insurance
Program (CHIP) subaward information required by the FFATA in the FSRS, resulting in an opinion
qualification. (Finding No. 2023-045)

The FDCF did not always terminate Medicaid client eligibility in accordance with Federal
regulations, resulting in an opinion qualification. (Finding No. 2023-047)
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e The FAHCA did not ensure that State mental health hospital cost report audits were timely
reviewed in accordance with the approved Medicaid State Plan and Federal regulations, resulting
in an opinion qualification. (Finding No. 2023-049)

e The FAHCA did not always conduct Medicaid health and life safety surveys in accordance with
Federal regulations and established procedures, resulting in an opinion qualification.
(Finding No. 2023-050)

o The FAHCA did not check all required Federal databases to confirm the identity of CHIP and
Medicaid providers upon enrollment and reenrollment nor screen, enroll, or periodically revalidate
all network providers of Managed Care Organizations, Prepaid Inpatient Health Plans, and
Prepaid Ambulatory Health Plans in accordance with Federal regulations, resulting in an opinion
qualification. (Finding No. 2023-052)

e The Florida Division of Emergency Management (FDEM) did not timely or accurately report
Disaster Grants — Public Assistance program subaward information required by the FFATA in the
FSRS. Additionally, the FDEM was unable to provide all FFATA reports requested for audit,
resulting in an opinion qualification. (Finding No. 2023-057)

e The FDEM did not correctly provide all required Disaster Grants — Public Assistance program
subaward information to subrecipients or evaluate each subrecipient’s risk of noncompliance for
the purpose of determining the appropriate subrecipient monitoring and, consequently, the FDEM
could not demonstrate that monitoring performed was based on risk. Additionally, the FDEM did
not always timely issue management decisions for subrecipient audit findings, resulting in an
opinion qualification. (Finding No. 2023-058)

The results of our audit also disclosed other instances of noncompliance pertaining to programs
administered by various State agencies and State colleges as described in the SCHEDULE OF
FINDINGS AND QUESTIONED COSTS. Some of the instances of noncompliance resulted in

qguestioned costs subject to disallowance by the grantor agency.

Internal Control Over Compliance

We noted numerous matters at various State agencies, State colleges, and a State university involving
internal control over compliance and its operation that we consider to be material weaknesses or
significant deficiencies. Material weaknesses and significant deficiencies are described in the
SCHEDULE OF FINDINGS AND QUESTIONED COSTS and pertained to several compliance
requirements. The instances described in the previous paragraphs on compliance for the CDBG program
(Finding No. 2023-005), Ul program (Finding Nos. 2023-012 and 2023-013), FRGA program (Finding No.
2023-021), Title | Grants to Local Educational Agencies program (Finding No. 2023-023), ELAG program
(Finding No. 2023-023), Education Stabilization Fund program (Finding No. 2023-023), TANF program
(Finding Nos. 2023-032 and 2023-033), CSBG program (Finding No. 2023-037), SSBG program (Finding
No. 2023-043), CHIP (Finding Nos. 2023-045 and 2023-052), Medicaid Cluster (Finding Nos. 2023-047,
2023-049, 2023-050, and 2023-052), and Disaster Grants — Public Assistance program (Finding Nos.
2023-057 and 2023-058) are deficiencies in internal control over compliance considered to be material
weaknesses.

SUMMARY OF REPORT ON SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

The State’s SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS (SEFA) is presented for
purposes of additional analysis as required by Title 2 U.S. Code of Federal Regulations Part 200, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform
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Guidance) and is not a required part of the State’s basic financial statements. The State’s SEFA does
not include Federal awards expenditures for the State’s blended component units, CareerSource Florida,
Inc., and the Florida Commission on Community Service; discretely presented component units of the
State’s universities and colleges; or discretely presented component units other than the State’s
universities and colleges. In our opinion, the SEFA is fairly stated, in all material respects, in relation to
the basic financial statements as a whole.

AUDIT SCOPE

As a condition of receiving Federal funds, the OMB requires, as described in the Uniform Guidance, an
audit of the State’s financial statements and major Federal awards programs. Pursuant to Section 11.45,
Florida Statutes, we conducted an audit of the basic financial statements of the State of Florida as of and
for the fiscal year ended June 30, 2023. We also subjected supplementary information contained in the
State’s Annual Comprehensive Financial Report and the State’s SEFA to auditing procedures applied in
our audit of the basic financial statements. Additionally, we audited the State’s compliance with governing
requirements for the Federal awards programs and program clusters that we identified as major programs
for the fiscal year ended June 30, 2023. We also performed procedures to assess the reasonableness
of the SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS prepared by the State of Florida.

AUDIT OBJECTIVES

The objectives of our audit were to:

e Obtain reasonable assurance about whether the State’s basic financial statements as a whole
were free from material misstatement, whether due to fraud or error, and to issue an auditor’'s
report that included our opinions.

e Express an opinion concerning whether the State’s SEFA was presented fairly, in all material
respects, in relation to the State’s basic financial statements as a whole.

¢ Obtain an understanding of internal control over financial reporting and internal control over
compliance for each major Federal awards program or program cluster, assess the control risk,
and perform tests of controls, unless the controls were deemed to be ineffective.

o Express opinions concerning whether the State complied, in all material respects, with Federal
statutes, regulations, and the terms and conditions of Federal awards that may have a direct and
material effect applicable to each of the major Federal awards programs and program clusters.

¢ Determine whether management had taken appropriate actions to correct deficiencies noted in
our previous audit reports.

o Assess the reasonableness of the Summary Schedule of Prior Audit Findings prepared by the
State.

AUDIT METHODOLOGY

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America, applicable standards contained in Government Auditing Standards issued by the Comptroller
General of the United States, and the Uniform Guidance.
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74
111 West Madison Street

Sherrill F. Norman, CPA Tallahassee, Florida 32399-1450
Auditor General Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER FINANCIAL
REPORTING AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN
AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS

We have audited, in accordance with auditing standards generally accepted in the United States of
America and the standards applicable to financial audits contained in Government Auditing Standards
issued by the Comptroller General of the United States, the financial statements of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the State of Florida, as of and for the fiscal year
ended June 30, 2023, and the related notes to the financial statements, which collectively comprise the
State of Florida’s basic financial statements, and have issued our report thereon dated
February 28, 2024. Our report includes a reference to other auditors who audited the financial statements
of the Prepaid College Program Fund, Florida Turnpike System, Hurricane Catastrophe Fund, College
Savings Plan and the trust fund maintained by the State Board of Administration to account for the
investments of the Public Employee Optional Retirement Program, assets and investment income of the
Florida Retirement System Defined Benefit Pension Plan, the Florida Housing Finance Corporation,
Citizens Property Insurance Corporation, component units related to the State’s universities and colleges,
and certain other funds and entities as described in our report on the State of Florida’s financial
statements. This report does not include the results of the other auditors’ testing of internal control over
financial reporting or compliance and other matters that are reported on separately by those auditors.

Report on Internal Control over Financial Reporting

In planning and performing our audit of the financial statements, we considered the State’s internal control
over financial reporting (internal control) as a basis for designing audit procedures that are appropriate
in the circumstances for the purpose of expressing our opinions on the financial statements, but not for
the purpose of expressing an opinion on the effectiveness of the State’s internal control. Accordingly,
we do not express an opinion on the effectiveness of the State’s internal control.
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A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, misstatements on a timely basis. A material weakness is a deficiency, or combination
of deficiencies, in internal control such that there is a reasonable possibility that a material misstatement
of the State’s financial statements will not be prevented, or detected and corrected, on a timely basis. A
significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe
than a material weakness, yet important enough to merit attention by those charged with governance.

Our consideration of internal control was for the limited purpose described in the first paragraph of this
section and was not designed to identify all deficiencies in internal control that might be material
weaknesses or significant deficiencies and therefore, material weaknesses or significant deficiencies may
exist that were not identified. Given these limitations, during our audit we did not identify any deficiencies
in internal control that we consider to be material weaknesses. However, material weaknesses or
significant deficiencies may exist that were not identified.

Report on Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State’s financial statements are free from
material misstatement, we performed tests of its compliance with certain provisions of laws,
administrative rules, regulations, contracts, and grant agreements, noncompliance with which could have
a direct and material effect on the financial statements. However, providing an opinion on compliance
with those provisions was not an objective of our audit, and accordingly, we do not express such an
opinion. The results of our tests disclosed no instances of noncompliance or other matters that are
required to be reported under Government Auditing Standards.

Additional Matters

We noted five additional matters that were reported to management as Finding Nos. AM 2023-01,
AM 2023-02, AM 2023-03, AM 2023-04, and AM 2023-05 in the ADDITIONAL MATTERS section as
listed in the table of contents.

Management Responses to Findings

Government Auditing Standards requires the auditor to perform limited procedures on the State’s
responses to the findings identified in our audit and described in the ADDITIONAL MATTERS section as
listed in the table of contents. The State’s responses were not subjected to the auditing procedures
applied in the audit of the financial statements and, accordingly, we express no opinion on the responses.
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Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance
and the results of that testing, and not to provide an opinion on the effectiveness of the State of Florida’s
internal control or on compliance. This reportis an integral part of an audit performed in accordance with
Government Auditing Standards in considering the State’s internal control and compliance. Accordingly,
this communication is not suitable for any other purpose.

Respectfully submitted,

V)

Sherrill F. Norman, CPA
Tallahassee, Florida
February 28, 2024
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74
111 West Madison Street
Tallahassee, Florida 32399-1450

Sherrill F. Norman, CPA
Auditor General Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’S REPORT ON COMPLIANCE FOR EACH MAJOR
FEDERAL PROGRAM AND REPORT ON INTERNAL CONTROL OVER COMPLIANCE
REQUIRED BY THE UNIFORM GUIDANCE

Report on Compliance for Each Major Federal Program

Qualified, Unmodified, and Disclaimer of Opinions

We have audited the State of Florida’s compliance with the types of compliance requirements identified
as subject to audit in the OMB Compliance Supplement that could have a direct and material effect on
the State of Florida’s major Federal programs for the fiscal year ended June 30, 2023. The State of
Florida’s major Federal programs are identified in SECTION 1 —- SUMMARY OF AUDITOR’S RESULTS
of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS.

Summary of Opinions

Major Federal Program Type of Opinion
ls:figssl’saunp;plcehrnj:;sl Nutrition Program for Women, Unmodified
Community Development Block Grants/State’s Program Qualified
and Non-Entitlement Grants in Hawaii
Unemployment Insurance Qualified
Highway Planning and Construction Unmodified
Federal Transit Cluster Unmodified
Formula Grants for Rural Areas and Tribal Transit Program Qualified
Emergency Rental Assistance Program Unmodified
Homeowner Assistance Fund Program Unmodified
Coronavirus State and Local Fiscal Recovery Funds Unmodified
Title | Grants to Local Educational Agencies Disclaimer
Special Education Cluster Unmodified
Student Financial Assistance Cluster Unmodified
English Language Acquisition State Grants Disclaimer
Supporting Effective Instruction State Grants Unmodified
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Major Federal Program Type of Opinion

Education Stabilization Fund Disclaimer
MaryLee Allen Promoting Safe and Stable Families Unmodified
Temporary Assistance for Needy Families Qualified
Child Support Enforcement Unmodified
Community Services Block Grant Qualified
Foster Care Title IV-E Unmodified
Social Services Block Grant Qualified
Children's Health Insurance Program Qualified
Medicaid Cluster Qualified
Opioid STR Unmodified
Block Grants for Prevention and Treatment of Substance e
Unmodified

Abuse
Disaster Grants - Public Assistance (Presidentially Declared .

. Qualified
Disasters)

Disclaimer of Opinions on Title | Grants to Local Educational Agencies, English Language Acquisition
State Grants, and Education Stabilization Fund Programs

We do not express an opinion on the State of Florida’s compliance with the types of compliance
requirements identified as subject to audit in the OMB Compliance Supplement that could have a direct
and material effect on the Title | Grants to Local Educational Agencies, English Language Acquisition
State Grants, and Education Stabilization Fund programs. Because of the significance of the matters
described in the Basis for Disclaimer of Opinions section of our report, we have not been able to obtain
sufficient appropriate audit evidence to provide a basis for an audit opinion on compliance with the types
of compliance requirements described in the OMB Compliance Supplement that could have a direct and
material effect on the Title | Grants to Local Educational Agencies, English Language Acquisition State
Grants, and Education Stabilization Fund programs.

Qualified Opinions on Community Development Block Grants/State’s Program and Non-Entitlement
Grants in Hawaii, Unemployment Insurance, Formula Grants for Rural Areas and Tribal Transit Program,
Temporary Assistance for Needy Families, Community Services Block Grant, Social Services Block
Grant, Children’s Health Insurance Program, Medicaid Cluster, and Disaster Grants — Public Assistance
(Presidentially Declared Disasters) Programs

In our opinion, except for the noncompliance described in the Basis for Qualified and Unmodified
Opinions section of our report, the State of Florida complied, in all material respects, with the compliance
requirements referred to above that could have a direct and material effect on the Community
Development Block Grants/State’s Program and Non-Entitlement Grants in Hawaii, Unemployment
Insurance, Formula Grants for Rural Areas and Tribal Transit Program, Temporary Assistance for Needy
Families, Community Services Block Grant, Social Services Block Grant, Children’s Health Insurance
Program, Medicaid Cluster, and Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Programs for the fiscal year ended June 30, 2023.
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Unmodified Opinions on Each of the Other Major Federal Programs

In our opinion, the State of Florida complied, in all material respects, with the compliance requirements
referred to above that could have a direct and material effect on each of its other major Federal programs,
as identified in SECTION 1 — SUMMARY OF AUDITOR’S RESULTS of the accompanying SCHEDULE
OF FINDINGS AND QUESTIONED COSTS for the fiscal year ended June 30, 2023.

Basis for Disclaimer of Opinions on the Title | Grants to Local Educational Agencies, English
Language Acquisition State Grants, and Education Stabilization Fund Programs

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, we were
unable to obtain audit evidence supporting the State of Florida’s compliance with the compliance
requirements identified for the Federal programs listed below:

Finding Assistance
Number Listing Number Major Federal Program Compliance Requirement
2023-023 84.010, 84.365, Title | Grants to Local Reporting
and 84.425U Educational Agencies,

English Language Acquisition
State Grants, and Education
Stabilization Fund

As a result of these matters, we were unable to determine whether the State of Florida complied with the
requirements applicable to the Title | Grants to Local Educational Agencies, English Language
Acquisition State Grants, and Education Stabilization Fund Programs.

Basis for Qualified and Unmodified Opinions

We conducted our audit of compliance in accordance with auditing standards generally accepted in the
United States of America (GAAS); the standards applicable to financial audits contained in Government
Auditing Standards issued by the Comptroller General of the United States (Government Auditing
Standards); and the audit requirements of Title 2 U.S. Code of Federal Regulations Part 200, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform
Guidance). Our responsibilities under those standards and the Uniform Guidance are further described
in the Auditor’s Responsibilities for the Audit of Compliance section of our report.

We are required to be independent of the State of Florida and to meet our other ethical responsibilities,
in accordance with relevant ethical requirements relating to our audit. We believe that the audit evidence
we have obtained is sufficient and appropriate to provide a basis for our qualified and unmodified opinions
on compliance for each major Federal program. Our audit does not provide a legal determination of the
State of Florida's compliance with the compliance requirements referred to above.

Matters Giving Rise to Qualified Opinions on Community Development Block Grants/State’s Program
and Non-Entitlement Grants in Hawaii, Unemployment Insurance, Formula Grants for Rural Areas and
Tribal Transit Program, Temporary Assistance for Needy Families, Community Services Block Grant,
Social Services Block Grant, Children’s Health Insurance Program, Medicaid Cluster, and Disaster
Grants — Public Assistance (Presidentially Declared Disasters) Programs
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As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, the State
of Florida did not comply with requirements regarding the following:

Finding Assistance
Number Listing Number Major Federal Program Compliance Requirement
2023-005 14.228 Community Development Reporting
Block Grants/State’s Program
and Non-Entitlement Grants
in Hawaii
2023-012 17.225 Unemployment Insurance Eligibility
2023-013 17.225 Unemployment Insurance Special Tests and Provisions —
Unemployment Insurance
Reemployment Programs: Worker
Profiling and Reemployment Services
and Reemployment Services and
Eligibility Assessments
2023-021 20.509 Formula Grants for Rural Procurement and Suspension and
Areas and Tribal Transit Debarment
Program
2023-032 93.558 Temporary Assistance for Special Tests and Provisions — Child
Needy Families Support Non-Cooperation
2023-033 93.558 Temporary Assistance for Special Tests and Provisions — Income
Needy Families Eligibility and Verification System
2023-037 93.569 Community Services Block Subrecipient Monitoring
Grant
2023-043 93.667 Social Services Block Grant Reporting
2023-045 93.767 Children’s Health Insurance Reporting
Program
2023-047 93.775, 93.777, Medicaid Cluster Eligibility
and 93.778
2023-049 93.775, 93.777, Medicaid Cluster Special Tests and Provisions — Inpatient
and 93.778 Hospital and Long-Term Care Facility
Audits
2023-050 93.775, 93.777, Medicaid Cluster Special Tests and Provisions — Provider
and 93.778 Health and Safety Standards
2023-052 93.767, 93.775, Children’s Health Insurance Special Tests and Provisions — Provider
93.777, and Program and Medicaid Eligibility (Screening and Enroliment)
93.778 Cluster
2023-057 97.036 Disaster Grants — Public Reporting

Assistance (Presidentially
Declared Disasters)
2023-058 97.036 Disaster Grants — Public Subrecipient Monitoring
Assistance (Presidentially
Declared Disasters)

Compliance with such requirements is necessary, in our opinion, for the State of Florida to comply with
the requirements applicable to the respective programs.
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Other Matter — Federal Expenditures Not Included in the Compliance Audit

The State of Florida’s basic financial statements include the operations of component units which
expended Federal awards during the fiscal year ended June 30, 2023, that are not included in the State’s
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS. Our compliance audit of the State of
Florida’s major Federal programs did not include the operations of the State’s blended component units,
CareerSource Florida, Inc., or the Florida Commission on Community Service; discretely presented
component units of the State’s universities and colleges; or discretely presented component units other
than the State’s universities and colleges. As applicable, Federal awards administered by these
component units are the subject of audits completed by other auditors. Our audit also did not include the
operations of the Legislature.

Responsibilities of Management for Compliance

Management is responsible for compliance with the requirements referred to above and for the design,
implementation, and maintenance of effective internal control over compliance with the requirements of
laws, statutes, regulations, rules, and provisions of contracts or grant agreements applicable to State of
Florida Federal programs.

Auditor’s Responsibilities for the Audit of Compliance

Auditor’s Responsibilities for the Audit of Compliance for the Title | Grants to Local Educational Agencies,
English Language Acquisition State Grants, and Education Stabilization Fund Programs

Our responsibility is to conduct an audit of compliance in accordance with GAAS, Government Auditing
Standards, and the Uniform Guidance and to issue an auditor’s report. However, because of the matters
described in the Basis for Disclaimer of Opinions on the Title | Grants to Local Educational
Agencies, English Language Acquisition State Grants, and Education Stabilization Fund
Programs section of our report, we were not able to obtain sufficient appropriate audit evidence to
provide a basis for an audit opinion on compliance.

We are required to be independent of the State of Florida and to meet our other ethical responsibilities,
in accordance with the relevant ethical requirements relating to our audit.

Auditors Responsibilities for the Audit of Compliance for Major Federal Programs

Our objectives are to obtain reasonable assurance about whether material noncompliance with the
compliance requirements referred to above occurred, whether due to fraud or error, and express an
opinion on the State of Florida’s compliance based on our audit. Reasonable assurance is a high level
of assurance but is not absolute assurance and therefore is not a guarantee that an audit conducted in
accordance with GAAS, Government Auditing Standards, and the Uniform Guidance will always detect
material noncompliance when it exists. The risk of not detecting material noncompliance resulting from
fraud is higher than for that resulting from error, as fraud may involve collusion, forgery, intentional
omissions, misrepresentations, or the override of internal control. Noncompliance with the compliance
requirements referred to above is considered material, if there is a substantial likelihood that, individually
or in the aggregate, it would influence the judgment made by a reasonable user of the report on
compliance about the State of Florida’s compliance with the requirements of each major Federal program
as a whole.
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In performing an audit in accordance with GAAS, Government Auditing Standards, and the Uniform
Guidance, we:

e Exercise professional judgment and maintain professional skepticism throughout the audit.

¢ |dentify and assess the risks of material noncompliance, whether due to fraud or error, and design
and perform audit procedures responsive to those risks. Such procedures include examining, on
a test basis, evidence regarding the State of Florida’s compliance with the compliance
requirements referred to above and performing such other procedures as we considered
necessary in the circumstances.

e Obtain an understanding of the State of Florida’s internal control over compliance relevant to the
audit in order to design audit procedures that are appropriate in the circumstances and to test and
report on internal control over compliance in accordance with the Uniform Guidance, but not for
the purpose of expressing an opinion on the effectiveness of the State of Florida’s internal control
over compliance. Accordingly, no such opinion is expressed.

We are required to communicate with those charged with governance regarding, among other matters,
the planned scope and timing of the audit and any significant deficiencies and material weaknesses in
internal control over compliance that we identified during the audit.

Other Matters

The results of our auditing procedures disclosed other instances of noncompliance which are required to
be reported in accordance with the Uniform Guidance and which are described in the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS with the following Finding numbers:

Finding Nos. 2023-:

003 024 030 031
034 036 041 042
048 051 053 054
055 056 059 060
061 062

Our opinion on each major Federal program is not modified with respect to these matters.

Government Auditing Standards require the auditor to perform limited procedures on the State of Florida’s
response to the noncompliance findings identified in our compliance audit described in the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS. The State of Florida’'s responses were not
subjected to the other auditing procedures applied in the audit of compliance and, accordingly, we
express no opinion on the responses. Additionally, the State of Florida is responsible for preparing a
corrective action plan to address each audit finding included in our auditor’s report. The State of Florida’s
corrective action plan was not subjected to the auditing procedures applied in the audit of compliance
and, accordingly, we express no opinion on it.

Report on Internal Control Over Compliance

Our consideration of internal control over compliance was for the limited purpose described in the
Auditor’s Responsibilities for the Audit of Compliance section above and was not designed to identify
all deficiencies in internal control over compliance that might be material weaknesses or significant
deficiencies in internal control over compliance and therefore, material weaknesses or significant
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deficiencies may exist that were not identified. However, as discussed below, we did identify certain
deficiencies in internal control over compliance that we consider to be material weaknesses and
significant deficiencies.

A deficiency in internal control over compliance exists when the design or operation of control over
compliance does not allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, noncompliance with a type of compliance requirement of a
Federal program on a timely basis. A material weakness in internal control over compliance is a
deficiency, or a combination of deficiencies, in internal control over compliance, such that there is a
reasonable possibility that material noncompliance with a type of compliance requirement of a Federal
program will not be prevented, or detected and corrected, on a timely basis. We consider the following
deficiencies in internal control over compliance described in the accompanying SCHEDULE OF
FINDINGS AND QUESTIONED COSTS to be material weaknesses.

Finding Nos. 2023-:

005 012 013 021
023 032 033 037
043 045 047 049
050 052 057 058

A significant deficiency in internal control over compliance is a deficiency, or a combination of
deficiencies, in internal control over compliance with a type of compliance requirement of a Federal
program that is less severe than a material weakness in internal control over compliance, yet important
enough to merit attention by those charged with governance. We consider the following deficiencies in
internal control over compliance described in the accompanying SCHEDULE OF FINDINGS AND
QUESTIONED COSTS to be significant deficiencies.

Finding Nos. 2023-:

001 002 003 004
006 007 008 009
010 011 014 015
016 017 018 019
020 024 025 026
027 028 029 035
036 038 039 040
041 042 046 048
051 053 054 055
059 060 061 062

Our audit of major Federal programs was not designed for the purpose of expressing an opinion on the
effectiveness of internal control over compliance. Accordingly, no such opinion is expressed.

Government Auditing Standards requires the auditor to perform limited procedures on the State of
Florida’s responses to the internal control over compliance findings identified in our compliance audit
described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS. The State of
Florida’s responses were not subjected to the other auditing procedures applied in the audit of
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compliance and, accordingly, we express no opinion on the responses. Additionally, the State of Florida
is responsible for preparing a corrective action plan to address each audit finding included in our auditor’s
report. The State of Florida's corrective action plan was not subjected to the auditing procedures applied
in the audit of compliance and, accordingly, we express no opinion on it.

The purpose of this report on internal control over compliance is solely to describe the scope of our testing
of internal control over compliance and the results of that testing based on the requirements of the
Uniform Guidance. Accordingly, this report is not suitable for any other purpose.

Respectfully submitted,

VR

Sherrill F. Norman, CPA
Tallahassee, Florida
March 22, 2024
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74
111 West Madison Street

h Tallahassee, Florida 32399-1450 2o

Sherrill F. Norman, CPA Phone: (850) 412-2722

Auditor General Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’S REPORT ON
THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
REQUIRED BY THE UNIFORM GUIDANCE

We have audited the financial statements of the governmental activities, the business-type activities, the
aggregate discretely presented component units, each major fund, and the aggregate remaining fund
information of the State of Florida as of and for the year ended June 30, 2023, and the related notes to
the financial statements, which collectively comprise the State of Florida’s basic financial statements.
We issued our Independent Auditor's Report thereon dated February 28, 2024, which contained
unmodified opinions on those financial statements. Our audit was conducted for the purpose of forming
opinions on the financial statements that collectively comprise the State of Florida’s basic financial
statements.

The accompanying SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is presented for
purposes of additional analysis as required by Title 2 U.S. Code of Federal Regulations Part 200, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform
Guidance) and is not a required part of the basic financial statements. Such information is the
responsibility of management and was derived from and relates directly to the underlying accounting and
other records used to prepare the basic financial statements. The information has been subjected to the
auditing procedures applied in the audit of the basic financial statements and certain additional
procedures, including comparing and reconciling such information directly to the underlying accounting
and other records used to prepare the basic financial statements or to the basic financial statements
themselves, and other additional procedures in accordance with auditing standards generally accepted
in the United States of America. In our opinion, the SCHEDULE OF EXPENDITURES OF FEDERAL
AWARDS is fairly stated, in all material respects, in relation to the basic financial statements as a whole.
Respectfully submitted,

VR

Sherrill F. Norman, CPA
February 28, 2024
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SCHEDULE OF FINDINGS AND QUESTIONED COSTS

SECTION | - SUMMARY OF AUDITOR’S RESULTS

Financial Statements

Type of auditor's report issued on whether the financial statements
audited were prepared in accordance with GAAP: Unmodified

Internal control over financial reporting:

Material weaknesses identified? No
Significant deficiencies identified? No
Noncompliance material to financial statements noted? No

Federal Awards

Internal control over major Federal programs:

Material weaknesses identified? Yes

Significant deficiencies identified? Yes

Type of auditor’s report issued on compliance for major Federal
programs:
Unmodified for all major programs, except for the following programs:
Community Development Block Grants/State’s Program and

Non-Entitlement Grants in Hawaii (14.228) Qualified
Unemployment Insurance (17.225) Qualified
Formula Grants for Rural Areas and Tribal Transit Program
(20.509) Qualified
Title | Grants to Local Educational Agencies (84.010) Disclaimer
English Language Acquisition State Grants (84.365) Disclaimer
Education Stabilization Fund (84.425U) Disclaimer
Temporary Assistance for Needy Families (93.558) Qualified
Community Services Block Grant (93.569) Qualified
Social Services Block Grant (93.667) Qualified
Children’s Health Insurance Program (93.767) Qualified
Medicaid Cluster (93.775, 93.777, and 93.778) Qualified
Disaster Grants — Public Assistance (Presidentially Declared
Disasters) (97.036) Qualified
Any audit findings disclosed that are required to be reported
in accordance with 2 CFR 200.516(a)? Yes
Dollar threshold used to distinguish between
Type A and Type B programs: $91,155,023
Auditee qualified as low-risk auditee? No
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LISTING OF MAJOR PROGRAMS
FiscAL YEAR ENDED JUNE 30, 2023

Name of Federal Program or Cluster (1)

Assistance Listing Number(s)

Total Expenditures

Special Supplemental Nutrition Program for Women, Infants, and Children

Community Development Block Grants/State’s Program and
Non-Entitlement Grants in Hawaii (2)

Unemployment Insurance (2)
Highway Planning and Construction (2)
Federal Transit Cluster (2)

Formula Grants for Rural Areas and Tribal Transit Program (2)
Emergency Rental Assistance Program (2)

Homeowner Assistance Fund Program (2)

Coronavirus State and Local Fiscal Recovery Funds (2)

Title | Grants to Local Educational Agencies

Special Education Cluster (2)

Student Financial Assistance Cluster

English Language Acquisition State Grants

Supporting Effective Instruction State Grants

Education Stabilization Fund (2)

MaryLee Allen Promoting Safe and Stable Families
Temporary Assistance for Needy Families (2)

Child Support Enforcement

Community Services Block Grant (2)

Foster Care Title IV-E

Social Services Block Grant

Children's Health Insurance Program (2)

Medicaid Cluster (2)

Opioid STR

Block Grants for Prevention and Treatment of Substance Abuse (2)
Disaster Grants - Public Assistance (Presidentially Declared Disasters) (2)

Total

10.557

14.228
17.225
20.205

20.500, 20.507, 20.525, and

20.526
20.509
21.023
21.026
21.027
84.010
84.027 and 84.173
84.063 and 84.268
84.365
84.367
84.425
93.556
93.558
93.563
93.569
93.658
93.667
93.767

93.775, 93.777, and 93.778

93.788
93.959
97.036

424,860,585

403,586,031
512,552,989
2,366,533,649

56,187,921
33,630,309
71,098,888
517,274,795
861,810,513
933,500,272
743,536,899
2,811,212,977
54,724,236
111,313,772
4,066,236,163
34,944,715
381,436,727
218,903,914
35,060,361
256,714,507
161,137,015
244,230,436
26,743,954,552
129,832,379
164,220,426
1,101,295,402

$43,439,790,433

Notes: (1) The Schedule of Expenditures of Federal Awards identifies the programs included within the respective clusters.
(2) This program included COVID-19 awards expended during the 2022-23 fiscal year.
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SECTION Il - FINANCIAL STATEMENTS FINDINGS

No matters are reported.

Report No. 2024-174
March 2024 Page 17



THIS PAGE INTENTIONALLY LEFT BLANK

Report No. 2024-174
Page 18 March 2024



Section lll - Federal Awards Findings and Questioned Costs

Our audit findings with regard to compliance and internal controls over compliance with the requirements
of major Federal awards programs are disclosed on the following pages. Where applicable and
determinable, we have disclosed actual questioned costs where known or likely questioned costs
exceeded $25,000. To identify the nature and significance of each finding, we have identified each finding
with one or more of the following designations:

e Dijsclaimer of Opinion. A finding that presents conditions where the auditor is unable to express
an opinion on a compliance requirement for a major Federal program. A disclaimer would be
appropriate when the auditor is not able to perform procedures sufficient to enable the auditor to
form an opinion on compliance. This would include findings of inadequate records that resulted
in restrictions being placed on the scope of the audit.

® Opinion Qualification. A finding presenting a condition that affects the auditor’s ability to give
an unqualified opinion on compliance. This would include findings of noncompliance with Federal
statutes, regulations, or the terms and conditions of Federal awards related to a major Federal
program, the effects of which are material to the major Federal program as a whole.

e Noncompliance. A finding presenting noncompliance with Federal statutes, regulations, or the
terms and conditions of Federal awards related to a major Federal program caused by error or
fraud, the effects of which are material in relation to a type of compliance requirement identified
in the OMB Compliance Supplement.

e Material Weakness. A material weakness in internal control over compliance is a deficiency, or
combination of deficiencies, in internal control over compliance, such that there is a reasonable
possibility that material noncompliance with a type of compliance requirement of a Federal
program will not be prevented, or detected and corrected, on a timely basis. A material weakness
is considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

e Significant Deficiency. A significant deficiency in internal control over compliance is a
deficiency, or combination of deficiencies, in internal control over compliance with a type of
compliance requirement of a Federal program that is less severe than a material weakness in
internal control over compliance, yet important enough to merit attention by those charged with
governance. A deficiency in internal control over compliance exists when the design or operation
of a control over compliance does not allow management or employees, in the normal course of
performing their assigned functions, to prevent, or detect and correct, noncompliance with a type
of compliance requirement of a Federal program on a timely basis. A significant deficiency is
considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

®* Questioned Costs. Costs that are questioned by the auditor because of an audit finding that
reported: (a) a violation or possible violation of a statute, regulation, or the terms and conditions
of a Federal award, including funds used to match Federal funds; (b) costs, at the time of the
audit, which were not supported by adequate documentation; or, (c) costs incurred that appeared
unreasonable and did not reflect the actions a prudent person would take in the circumstances.

As part of the audit process, our findings were provided to the applicable entities for management’s
response. The responses were prepared by entity management and are included within the audit findings
as well as Management’s Corrective Action Plan.

Report No. 2024-174
March 2024 Page 19



We have presented our findings, generally, by Federal grantor agency and in the order of the Assistance
Listing Number assigned to each applicable Federal award program. Findings that pertain to multiple
programs are generally presented as the first findings within the Federal grantor agency section. In some
instances, a finding may pertain to programs provided by more than one Federal grantor agency. In such
instances, the finding is presented within the section for the Federal grantor agency that provided the
most funding for the applicable agency. An Index of Federal Findings by Federal Agency and
Compliance Requirement is included to assist Federal grantor agencies in identifying applicable
findings.
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Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF AGRICULTURE

2023-001

10.557

Special Supplemental Nutrition Program for Women, Infants, and Children
(wic)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, and Eligibility
Florida Department of Health (FDOH)

5FL700820 2022 and 2023

N/A
Significant Deficiency

Certain security controls related to user authentication for the Florida WIC
Information System and EBT (FL-WIiSE) need improvement to ensure the
confidentiality, integrity, and availability of FL-WIiSE data and related information
technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources.

FL-WISE is a Web-based system that supports the WIC program in providing
services to WIC clients. In addition to FDOH users, other FL-WISE users include
staff at clinics and local agencies that provide WIC services. Our audit disclosed
that certain security controls related to FL-WIiSE user authentication need
improvement. We are not disclosing the specific details of the issues in this report
to avoid the possibility of compromising FL-WISE data and related IT resources.
However, we have notified appropriate FDOH management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising FL-WIiSE data and related IT resources.

Appropriate user authentication controls for FL-WIiSE are necessary to decrease
the risk that unauthorized individuals may gain access to the system and
compromise the confidentiality, integrity, and availability of FL-WIiSE data and
related IT resources.

We recommend that FDOH management improved certain security controls
related to FL-WISE user authentication to ensure the confidentiality, integrity, and
availability of FL-WIiSE data and related IT resources.

FDOH is in the process of procuring a new contract for operations and
maintenance of FL-WISE that will include additional security controls.
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Finding Number
Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement
State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF AGRICULTURE

2023-002

10.557

Special Supplemental Nutrition Program for Women, Infants, and Children
(wic)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, and Eligibility
Florida Department of Health (FDOH)

5FL700820 2022 and 2023

N/A
Significant Deficiency

The FDOH did not always timely deactivate Florida WIC Information System and
EBT (FL-WIiSE) access privileges for employees who separated from FDOH
employment.

Florida Department of Management Services Rule 60GG-2.003(1)(a)8., Florida
Administrative Code — State agencies are to ensure that information technology
(IT) access is removed when access to the IT resource is no longer required.

FL-WISE is a Web-based system that supports the WIC program in providing
services to WIC clients. In addition to FDOH users, other FL-WISE users include
staff at clinics and local agencies that provide WIC services. Our review of user
access and employment records for the 199 FL-WISE users whose access
privileges were deactivated during the period July 1, 2022, through June 8, 2023,
and who had separated from FDOH employment disclosed that the FDOH did not
timely deactivate the access privileges for 106 of the FL-WIiSE users. Specifically,
the access privileges for the 106 users were deactivated 2 to 279 days (an
average of 25 days) after the users’ employment separation. Notwithstanding the
untimely deactivation of access privileges, our audit disclosed that none of the
106 user accounts were used to access FL-WIiSE subsequent to the users’
employment separation.

In addition, our review of user access and employment records for the 1,351
FDOH employees with active FL-WISE user accounts as of June 8, 2023, found
that FDOH did not deactivate the access privileges for 6 users, although 6 to
27 days (an average of 13 days) had elapsed since the users’ employment
separation dates.

According to FDOH management, the users’ FL-WISE access privileges were not
timely deactivated due to delays in notifying FDOH management to remove the
users’ access.

Prompt deactivation of FL-WIiSE user access privileges upon an employee’s
separation from FDOH employment limits the potential for unauthorized
disclosure, modification, or destruction of FDOH data and related IT resources by
former employees or others.

We recommend that FDOH management enhance controls to ensure that
FL-WISE user access privileges are deactivated immediately upon a user’s
separation from FDOH employment.

Upon a user’s separation from FDOH employment, their Active Directory account
is disabled and thus immediately prevented from accessing FL-WIiSE. Even
though a user can no longer access FL-WIiSE, we will ensure their system roles
within FL-WIiSE are also removed and their account status is set to the system
value of ‘Inactive’. Additionally, a file is received nightly from FDOH’s Human
Resources system to notify us of WIC terminations. The WIC security officer
ensures that the individuals listed on the file are terminated timely.

Page 22

Report No. 2024-174
March 2024



Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding
Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF AGRICULTURE

2023-003

10.557

Special Supplemental Nutrition Program for Women, Infants, and Children
(WIC)

Period of Performance

Florida Department of Health (FDOH)

5FL700820 2021, 5FL700820 2022, and 5FL700820 2023

No
Noncompliance and Significant Deficiency

Questioned Costs — $25,287.07 (5FL700820 2021 — $3,082.27, 5FL700820
2022 — $17,448.80, FL700820 2023 — $4,756)

FDOH expenditures charged to the WIC program were not always incurred during
the authorized period of performance.

2 CFR 200.403(h) — Factors affecting allowability of costs — To be allowable under
Federal awards, costs must be incurred during the approved budget period.

During the 2022-23 fiscal year, the FDOH expended $423,810,853 in Federal
funds for the WIC program. Our analysis and examination of records related to
selected WIC program expenditures paid by the FDOH during the 2022-23 fiscal
year disclosed 19 expenditures totaling $20,531.07 that were incurred after the
authorized period of performance and 2 expenditures totaling $4,756 that were
incurred before the authorized period of performance.

According to FDOH management, account codes for closed awards were
reopened in the State’s financial system to make corrections and, during that
time, staff coded expenditures for current awards to the closed awards.
Additionally, FDOH management indicated that amounts were charged to grants
before the authorized period of performance due to employee error. Although
FDOH management indicated that when a grant year closed a final reconciliation
of the award to program expenditures was completed, staff did not identify the
errors during the final reconciliation and review process.

Expenditures charged to a Federal award that were not incurred during the
authorized period of performance could be subject to disallowance by the Federal
grantor agency.

We recommend that the FDOH enhance review procedures to ensure that costs
are attributable to the authorized period of performance and are charged to the
correct grant.

Procedures are being implemented to review expenditures charged to the
program monthly to ensure expenditures are authorized and charged to the
correct grant, allowing corrections to be processed, if needed.
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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
U.S. DEPARTMENT OF THE TREASURY
U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number 2023-004
Assistance Listing Number 14.228 (Includes COVID-19 Awards)
21.026 (Includes COVID-19 Awards)
93.558 (Includes COVID-19 Awards)
93.569 (Includes COVID-19 Awards)
Assistance Listing Program  Community Development Block Grants/State's program and
Title Non-Entitlement Grants in Hawaii (CDBG)
Homeowner Assistance Fund (HAF)
Temporary Assistance for Needy Families (TANF)
Community Services Block Grant (CSBG)

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and
Reporting
State Entity Florida Department of Commerce (FCOM)

Federal Grant/Contract
Number and Grant Year
Statistically Valid Sample N/A

Various

Finding Type Significant Deficiency
Prior Year Finding Report No. 2023-174, Finding No. 2022-017
Finding FCOM records did not evidence the timely deactivation of Subrecipient Enterprise

Resource Application (SERA) access privileges for employees who separated
from FCOM employment.

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(a)8., Florida
Administrative Code — State agencies are to ensure that information technology
(IT) access is removed when access to the IT resource is no longer required.

Condition FCOM uses SERA to manage, compile, and report financial and programmatic
data required by Federal grantor agencies for programs including CDBG, HAF,
TANF, and CSBG. Our audit found that FCOM was unable to provide the date
that users’ access to SERA was deactivated but instead FCOM provided the date
that a user account was last modified and the date that the user account last
accessed SERA.

Our review of user access and employment records for 31 FCOM SERA users
whose account was last modified during the period January 2023 through
June 2023 and who had separated from FCOM employment disclosed that the
accounts for 13 of the users were modified subsequent to their employment
separation date. Specifically, the user accounts were modified 3 to 305 days (an
average of 97 days) after the users’ employment separation dates. In addition,
our review of user access and employment records for the 189 FCOM employees
with active SERA accounts as of May 5, 2023, found that FCOM did not
deactivate the access privileges for one user, although 120 days had elapsed
since the user's employment separation date. Notwithstanding the untimely
deactivation of access privileges, our audit disclosed that none of the 14 user
accounts were used to access SERA subsequent to the users’ employment
separation dates.

Cause According to FCOM management, a user's account may appear to have been
modified after employment separation because the date that the user account
was last modified is updated during system modifications. Additionally, SERA
was not programmed to include a field to document the date a user’s access is
deactivated. FCOM management also indicated that the one user’s access was
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Effect

Recommendation

State Entity Response

not timely deactivated due to the untimely notification of the user’s separation
from FCOM employment.

Prompt documented deactivation of SERA user access privileges upon an
employee’s separation from FCOM employment limits the potential for
unauthorized disclosure, modification, or destruction of FCOM data and
IT resources by former employees or others.

We recommend that FCOM management enhance controls to ensure that FCOM
records evidence that SERA user access privileges are deactivated immediately
upon a user’s separation from FCOM employment.

FloridaCommerce concurs with the finding. FloridaCommerce has since
enhanced the controls within the SERA system to evidence that users are
deactivated immediately upon a user's separation. The enhancements record the
data and time a user is inactivated, as well as the system administrator who
inactivated them.
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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

2023-005

14.228 (Includes COVID-19 Awards)

Community Development Block Grants/State’s Program and
Non-Entitlement Grants in Hawaii (CDBG)

Reporting

Florida Department of Commerce (FCOM)

B-16-DL-12-0001 2016, B-19-DC-12-0002 2019, and B-20-DW-12-0001 2020

No
Opinion Qualification and Material Weakness

FCOM did not always report subaward information required by the Federal
Funding Accountability and Transparency Act (FFATA) in the Federal Funding
Accountability and Transparency Act Subaward Reporting System (FSRS).

2 CFR 170, Appendix A — Reporting Subawards and Executive Compensation —
Unless otherwise exempt, you must report each action that equals or exceeds
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal
agency. In addition, you must report the information about each obligating action,
including the subaward obligation/action date.

For subaward information, reporting must occur no later than the end of the month
following the month in which the obligation was made.

FCOM enters into subaward agreements with subrecipients to administer the
CDBG program in local communities. FCOM communicates CDBG program
information, including the funding amount, the date of the subaward, and any
subaward amendments, through the issuance of a Notice of Funds Availability
(NFA). During the 2022-23 fiscal year, FCOM issued 169 NFA actions totaling
$338,952,483 that were required to be reported in the FSRS. As part of our audit,
we requested to review the FSRS reporting records for 17 NFA actions. For
13 actions, FCOM management indicated that the subaward information was not
reported in the FSRS and, for 2 NFA actions, FCOM was unable to provide
documentation to support that selected subaward actions had been reported as
required.

According to FCOM management, the subaward information for 10 of the 13 NFA
actions was not reported in the FSRS due to upload issues and employee
turnover and, for 3 of the 13 NFA actions, the subaward information was not
reported in the FSRS because the NFA actions were reductions in subaward
funding and issues regarding guidance for reporting such reductions in the FSRS.
Additionally, for the 2 NFA actions, although FCOM management indicated that
the subaward information had been reported in the FSRS, FCOM management
was unable to provide such records from the FSRS.

FCOM cannot demonstrate that all required information was appropriately and
timely reported in the FSRS in accordance with FFATA.

We recommend that FCOM management ensure that all applicable CDBG
subawards are appropriately and timely reported in the FSRS.

FloridaCommerce will enhance its procedures to ensure that all applicable
subawards are appropriately and timely reported into the FSRS system.
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Finding Type

Prior Year Finding

Finding

Criteria
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U.S. DEPARTMENT OF LABOR

2023-006
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-011

In our information technology (IT) operational audit report No. 2021-169,
Reemployment Assistance Claims and Benefits Information System
(CONNECT), dated March 2021, we noted in Finding 2 that Reemployment
Assistance Claims and Benefits Information System (RA System) application
edits for postmark dates and related date sequencing continue to need
improvement. As of June 2023, FCOM had not corrected the identified
deficiencies.

Effective application controls include edits to reasonably ensure that data is valid
and recorded in the proper format and include field format controls, required field
controls, limit and reasonableness controls, valid combination of related data field
values, and master file matching.

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

As part of our IT operational audit, we conducted inquiries of FCOM management
and staff and examined FCOM records to evaluate the adequacy of application
edits over received and postmark dates and related date sequencing in the RA
System. Our examination of defect tickets and related documentation found that,
while FCOM had made progress in correcting many of the identified date errors,
on March 13, 2020, FCOM identified another date sequencing error that would
allow a user to enter a future date in the Date Postmarked field. According to
FCOM management, as of July 2023, efforts to incrementally implement
optimized business processes, including application edits for postmark dates and
related date sequencing, were underway. Consequently, the uncorrected
deficiencies remained a significant deficiency for the 2022-23 fiscal year.

According to FCOM management, while a new defect ticket had been created to
correct the date sequencing error, work to correct the defect had not begun
because of other priorities in response to the COVID-19 pandemic.

Absent adequate RA System application edits, the risk is increased that the
appropriateness of claims, benefit payments, and employer chargeability may be
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compromised, and benefit payments and employer charges may be based on
incorrect information.

We recommend that FCOM management continue to improve application edits
to ensure the accuracy and integrity of postmark dates and related date
sequencing in the RA System.

FloridaCommerce concurs with the finding. A ticket has been opened that will
address the remaining postmark date issue.

» The defect is recorded in the ticketing system, ServiceNow and will be prioritized
accordingly.

» The defect ticket will be taken through the Agency Governance (build guild) to
present the defect for acceptance and to add the fix to the monthly build rhythm.

* Production Builds are deployed monthly correcting defects and/or adding
enhancements. This build is expected to be deployed by June 2025.
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U.S. DEPARTMENT OF LABOR

2023-007
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-012

In our information technology (IT) operational audit report No. 2021-169,
Reemployment Assistance Claims and Benefits Information System
(CONNECT), dated March 2021, we noted in Finding 3 that procedures for
document intake, indexing, and tracking processes continue to need
improvement to ensure that all documents received for processing in the
Reemployment Assistance Claims and Benefits Information System (RA System)
are timely and accurately indexed to the appropriate claimant, claim, and claim
issue. As of June 2023, FCOM had not corrected the identified deficiencies.

Effective input controls include procedures that provide reasonable assurance
that all inputs into the application have been authorized, accepted for processing,
and accounted for and any missing or unaccounted for source documents or input
files have been identified and investigated. As part of the claimant application
process, claimants, employers, and third parties may be required to submit
certain documents and information to FCOM or respond to fact-finding documents
issued by FCOM. Response due dates are determined by the RA System or
FCOM staff based on the document type. For appropriate processing, documents
and information received by FCOM should be timely linked (indexed) to the
appropriate claimant, claim, and claim issue to avoid unnecessary delays or
cause the system to inappropriately process a claim or claim issue without
consideration of documentation received but not yet indexed or processed.

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

As part of our IT operational audit, we conducted inquiries of FCOM management
and staff and examined FCOM records to evaluate the adequacy of RA System
document intake and indexing processes. Our inquiries found that FCOM lacked
procedures that provide reasonable assurance that all received documents are
timely and accurately indexed to the appropriate claimant, claim, and claim issue,
including procedures for reconciling documents received through the intake mail
and fax process to documents indexed to the claimant, claim, and claim issue in
the RA System. We also noted that documents received by FCOM missing the
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information necessary for proper indexing were saved for future investigation but
were ultimately purged after 30 days of unsuccessful research, and that the lack
of procedures prevented FCOM from demonstrating that appropriate research
efforts were conducted prior to purging the documents. According to FCOM
management, FCOM continues to develop a standard operating procedure for
the current manual processes related to scanning and indexing, in addition to
evaluating potential technology solutions to automate this process.
Consequently, the uncorrected deficiencies remained a significant deficiency for
the 2022-23 fiscal year.

FCOM management indicated that a myriad of indexing issues continued
because of a defect in the RA System core component program code and
limitations in the functionality of the barcode reading software. Additionally, over
time, FCOM has lost key staff with institutional knowledge of the RA System core
component program code, further limiting management’s ability to correct the
processing defects.

The lack of adequate procedures for document intake, indexing, and tracking
processes, and the limitations of the RA System and barcode reading software,
limit FCOM management’s assurance that all documents received for processing
in the RA System are investigated and timely and accurately indexed to the
appropriate claimant, claim, and claim issue. Such limitations also increase the
risk of inaccurate claim determinations that may result in erroneous benefit
payments and employer charges.

We recommend that FCOM management improve procedures for document
intake, indexing, and tracking processes and improve RA System barcode
reading software functionality to ensure that all documents received for
processing in the RA System are timely and accurately indexed to the appropriate
claimant, claim, and claim issue.

FloridaCommerce concurs with the finding. The current Standard Operating
Procedure for document intake and indexing through Axiom Pro is available. All
documents are scanned and provided to the appropriate business unit to process
the claim. As of January 2024, we have initiated the Document Imaging System
project that is scheduled to be implemented June 30, 2024.
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U.S. DEPARTMENT OF LABOR

2023-008
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-013

In our information technology (IT) operational audit report No. 2021-169,
Reemployment Assistance Claims and Benefits Information System
(CONNECT), dated March 2021, we noted in Finding 4 that Reemployment
Assistance Claims and Benefits Information System (RA System) processes
related to system-generated claim issues continue to need improvement to
ensure that claims are accurately and timely processed. As of June 2023, FCOM
had not corrected the identified deficiencies.

Transaction data processing controls include processes to ensure the
completeness, accuracy, and validity of data as the data is processed within the
application. The RA System was designed to automatically generate issues for
a claim during claims processing based on predefined parameters, and FCOM
staff were responsible for resolving the identified claim issues to avoid a delay in
eligibility determinations and benefit payments.

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

As part of our IT operational audit, we evaluated the adequacy of RA System
generation of claim issues controls and found that, while processing errors (e.g.,
system-generated claim issues were not generated, were not generated at the
appropriate point in the claims process, or were generated when a claim issue
was unnecessary) were identified as early as December 2014 and FCOM had
researched the processing errors for 6 years, an adequate solution had not been
identified. According to FCOM management, FCOM is in the process of
implementing application edit checks to ensure that complete and accurate data
is entered in the RA System. Consequently, the uncorrected deficiencies
remained a significant deficiency for the 2022-23 fiscal year.

FCOM management indicated that the processing errors were believed to be due
to an RA System processing defect. FCOM management further indicated that,
prior to correcting the claims processing errors, additional analysis was required
to identify and resolve the root cause of the processing errors. While FCOM
management planned to create a historical database table to record the claim
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processing errors to aid in resolution, due to COVID-19 pandemic priorities,
creation of the historical database table was postponed.

The appropriate generation of claim issues by the RA System would promote data
completeness, accuracy, and validity and provide assurance that determination
decisions are based on correct data and claims will be accurately and timely
processed.

We recommend that FCOM management continue efforts to identify and correct
RA System processes related to the appropriate generation of claim issues to
ensure that claims are accurately and timely processed.

FloridaCommerce concurs with the finding and has implemented a biweekly
rhythm to correct deficiencies in the system which has resulted in a significant
reduction of system processing defects.

» Subject matter experts (SME) meet with business unit leadership and identify
highest level defects affecting experience or productivity.

» The defect is recorded in the ticketing system, ServiceNow. When a defect is
prioritized, the defect is moved to the RA Program’s Information Technology unit
to determine how the defect can be resolved and how long it will take to complete.

» The defect information is taken to the Agency Governance (build guild) to
present the defect for acceptance and to add the fix to the monthly build rhythm.

* Production Builds are deployed monthly correcting defects and/or adding
enhancements.
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U.S. DEPARTMENT OF LABOR

2023-009
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-015

In our information technology (IT) operational audit report No. 2021-169,
Reemployment Assistance Claims and Benefits Information System
(CONNECT), dated March 2021, we noted in Finding 6 that processing defects
related to claimant benefit payments, claimant overpayments, and employer
charges still exist in the Reemployment Assistance Claims and Benefits
Information System (RA System). As of June 2023, FCOM had not corrected the
identified deficiencies.

Automated application controls promote the consistent treatment of data and help
ensure that data processing consistently adheres to management’s intention and
requirements. Information systems process groups of identical transactions
similarly; therefore, any inaccuracies arising from erroneous computer
programming or design will occur consistently in similar transactions.

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

To evaluate the adequacy of RA System application processing controls in
preventing overpayments and erroneous charges, as part of our IT operational
audit, we conducted inquiries of FCOM management and staff and examined
FCOM records. Our examination of FCOM defect tickets found that FCOM
opened a high priority defect ticket for a defect detected on March 13, 2015,
related to the creation of an uncollectable claimant overpayment. This defect
erroneously increases the claimant’'s available balance by the amount of the
overpayment, permitting the claimant to collect the amount of the overpayment
twice. While the defect ticket has been intermittently worked on since
March 2015, and the severity level was changed to severe in February 2018, the
last action taken was in April 2019, and the defect ticket remained open (in
process) as of January 2021. Additionally, we noted other defect tickets for
erroneous employer charges caused by claimant overpayments that were
created in 2018 and remained unresolved as of January 2021. Although we
inquired, FCOM management was unable to provide records demonstrating the
monetary impact of the overpayment defect and the related employer charge

Report No. 2024-174
March 2024

Page 35



Cause

Effect

Recommendation

State Entity Response

errors. According to FCOM management, FCOM is continuing to improve and
modernize the RA System and has implemented procedures for identifying,
analyzing, prioritizing, and correcting technical system errors and defects.
Additionally, FCOM anticipates developing requirements to address any
remaining issues beginning in July 2023. Consequently, the uncorrected
deficiencies remained a significant deficiency for the 2022-23 fiscal year.

According to FCOM management, while processes and reports existed to help
identify and manually correct claimant overpayments and erroneous employer
charges, processing defects in the RA System continue to cause errors, resulting
in inaccurate claimant benefit payments and employer charges. FCOM
management further indicated that, due to the large-scale effort and extensive
changes necessary to the RA System core component program code to resolve
these defects, changes had not been implemented and a resolution date had not
been determined.

Effective system controls that promote the consistent and accurate processing of
data would prevent inaccurate claimant benefit payments and erroneous
employer charges that may affect the integrity of RA System data.

We recommend that FCOM management correct the RA System processing
defects related to claimant benefit payments, claimant overpayments, and
employer charges.

FloridaCommerce concurs with the finding and continues to work on modernizing
the RA Claims and Benefits Information System, Reconnect. Resolving this
defect ticket requires a large-scale effort and extensive changes necessary to the
RA System core component program code. Changes have not been implemented
and an estimated resolution date is June 2025.
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U.S. DEPARTMENT OF LABOR

2023-010
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency

FCOM change management controls need improvement to ensure that all
Reemployment Assistance Claims and Benefits Information System (RA System)
program code changes are managed by, and do not bypass, the FCOM change
management process.

Effective change management controls are intended to ensure that all program
code changes are properly authorized, tested, and approved for implementation
into the production environment.

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

To evaluate the appropriateness of FCOM change management controls for RA
System program code changes, we requested a system-generated list of all
program code changes implemented into production during the 2022-23 fiscal
year. However, although over a 3-month period we made multiple requests for
this information, FCOM did not provide a system-generated list of all program
code changes implemented into the RA System production environment.
Subsequently, FCOM provided a list of RA System program changes that could
not be determined to be complete or system-generated and the supporting
documentation provided for the changes listed was incomplete.

According to FCOM management, the requests for a system-generated list of all
RA System program code changes implemented into production during the
2022-23 fiscal year were not initially responded to as they were not prioritized.

Absent effective change management controls to ensure that all program code
changes are properly authorized, tested, and approved for implementation into
the production environment, the risk that unauthorized program code changes
may be implemented into the RA System production environment is increased.

We recommend that FCOM management enhance change management controls
to ensure that all RA System program code changes are managed by, and do not
bypass, the FCOM change management process.
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FloridaCommerce concurs with the finding. FloridaCommerce will provide a
system generated list from Team Foundation Serve (TFS) and Azure DevOps
Services of all RA System program code changes that were implemented into the
production environment during the 2022-23 fiscal year. FloridaCommerce has a
very mature Change Management process that has internal controls for
separation of duties for code development and deployment. FloridaCommerce
used TFS during this review period to keep a history of all approved development
changes which can be reviewed to find out who, why, and when changes were
made. Documents for the 2023 Audit period for the Reconnect Releases between
June 30, 2022, and July 1, 2023, are available. Currently FloridaCommerce only
keeps server logs for three months that would capture changes, but
FloridaCommerce will improve on this process to extend the log retention for
longer periods.
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U.S. DEPARTMENT OF LABOR

2023-011
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments, Ul
Program Integrity — Overpayments, and Ul Reemployment Programs: Worker
Profiling and Reemployment Services (WPRS) and Reemployment Services
and Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-008

Certain security controls related to user authentication for the Reemployment
Assistance Claims and Benefits Information System (RA System) need
improvement to ensure the confidentiality, integrity, and availability of RA system
data and related information technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources

FCOM processes all Ul benefit payment transactions through the RA System, a
Web-based claims management system that allows Ul claimants to apply for
weekly Ul benefits, monitor their accounts, and communicate with FCOM staff.
The RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize, and process payments, adjudicate issues, and maintain
claimant and employer data. According to FCOM FLAIR records, during the
2022-23 fiscal year, FCOM expended approximately $419 million for
Ul benefits.

Our audit disclosed that certain security controls related to RA System user
authentication need improvement. We are not disclosing the specific details of
the issues in this report to avoid the possibility of compromising RA System data
and related IT resources. However, we have notified appropriate FCOM
management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising RA system data and related IT resources.

Appropriate user authentication controls for the RA system are necessary to
decrease the risk that unauthorized individuals may gain access to the system
and compromise the confidentiality, integrity, and availability of RA system data
and related IT resources.

We recommend that FCOM management improve certain security controls
related to RA system user authentication to ensure the confidentiality, integrity,
and availably of RA system and related IT resources.

FloridaCommerce concurs with the finding related to Reconnect security controls.
FloridaCommerce's development team is working to remediate the listed security
controls by December 31, 2024.
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U.S. DEPARTMENT OF LABOR

2023-012
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Eligibility
Florida Department of Commerce (FCOM)
Various

No

Opinion Qualification and Material Weakness
Questioned Costs — $11,630

Report No. 2023-174, Finding No. 2022-018

FCOM records did not clearly evidence that Ul benefit payments were made only
to eligible claimants.

Section 443.101, Florida Statutes — Disqualification for benefits — An individual
shall be disqualified for benefits for the week in which he or she has voluntarily
left work without good cause attributable to his or her employing unit or for the
week in which he or she has been discharged by the employing unit for
misconduct connected with his or her work, based on a finding by FCOM.

FCOM processes all Ul benefit payment transactions through the Reemployment
Assistance Claims and Benefits Information System (RA System), a Web-based
claims management system that allows Ul claimants to apply for weekly
Ul benefits, monitor their accounts, and communicate with FCOM staff. The
RA System also allows employers and third parties to manage Ul claims and
appeals, update and monitor Ul accounts, and communicate with FCOM staff.
The RA System is designed to be used by FCOM staff to evaluate claims
information, authorize and process payments, adjudicate issues, and maintain
claimant and employer data. During the 2022-23 fiscal year, FCOM determined
151,281 individuals eligible to receive Ul benefits and expended approximately
$419 million for Ul benefits.

To apply for Ul benefits, an individual must submit a claim to FCOM by answering
various questions regarding their former employment and separation from
employment. A record is created in the RA System for the claim. As part of the
eligibility determination process, FCOM sends a request to the individual’s former
employer to obtain information related to the individual’s employment and reason
for separation from employment. Upon receipt of the employer's response,
FCOM staffis to review the response and conduct further research if the employer
response contradicts the individual’s response.

Our review of RA System records for 60 claimants disclosed that, for 6 claimants,
FCOM did not conduct research to resolve conflicting responses between the
claimants’ and employers’ responses. The unresolved responses for 3 claimants
related to questions regarding whether the claimants were actually unemployed,
for 2 claimants whether the claimant voluntarily quit, and whether the other
claimant was receiving severance pay. Consequently, FCOM records did not
clearly evidence that the claimants were eligible to receive Ul benefits. FCOM
paid the 6 claimants $11,630 during the 2022-23 fiscal year.

According to FCOM management, the unresolved conflicting responses were due
to a known processing issue with the RA System and a backlog of cases marked
for review.

FCOM made Ul benefit payments to individuals that may not have been eligible
to receive benefits.

Page 40

Report No. 2024-174
March 2024



Recommendation

State Entity Response

We recommend that FCOM research and resolve the conflicting responses,
correct the known RA system processing issue, and resolve any remaining
backlog of cases marked for review.

FloridaCommerce concurs with the finding and has researched and resolved the
conflicting responses for the six identified claimants. FloridaCommerce is
prioritizing and updating the known system issue which will correct processing
and prevent payments from being issued without clear evidence that the
claimant(s) are eligible to receive Ul benefits. This issue will be resolved by
July 1, 2024.

FloridaCommerce continues to work through our backlog to resolve any
remaining cases that are workable. FloridaCommerce continues efforts to
increase staff resources for improved productivity and reduce the outstanding
cases to promote timely adjudication. The state continues its contract with a
vendor to conduct the fact-finding portion of adjudication and provide ongoing
comprehensive training to both new and tenured adjudicators. The current
adjudication issue backlog is more than 495,000, and the oldest issue creation
date is February 2, 2022. It is estimated to take FloridaCommerce until
July 31, 2025 to resolve the backlog with 105 adjudicators working an average of
65 issues a week.
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U.S. DEPARTMENT OF LABOR

2023-013
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Special Tests and Provisions — Ul Reemployment Programs: Worker Profiling
and Reemployment Services (WPRS) and Reemployment Services and
Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

No

Opinion Qualification and Material Weakness
Questioned Costs — $38,459

Report No. 2023-174, Finding No. 2022-020

FCOM did not always ensure or timely ensure that Ul claimants complied with the
participation requirements of the RESEA program.

U.S. Department of Labor Employment and Training Administration — Ul Program
Letter No. 07-19 — Failure of a Ul claimant to report or participate in any aspect
of the RESEA program must result in a referral to the Ul agency for adjudication
under the applicable state law.

Section 443.091(1)(b), Florida Statutes, Benefit eligibility conditions — An
unemployed individual is eligible to receive Ul benefits for any week only if FCOM
finds that the individual completed FCOM'’s online work registration and reported
to the one-stop career center as directed by the local workforce development
board for reemployment services.

Florida Elements of an Ul RESEA Grant State Plan — Each state must provide
assurance that, and description of how, the planned RESEA program will
strengthen program integrity and reduce improper payments of unemployment
compensation by states through the detection and prevention of such payments
to individuals who are not eligible for such compensation. To accomplish this
purpose, FCOM staff are required to timely initiate the fact-finding process to
determine why the claimant did not attend the appointment.

FCOM contracts with Local Workforce Development Boards (LWDBs) to provide
RESEA program services to Ul claimants. Once a claimant is approved for
Ul benefits, the claimant is profiled to determine whether the claimant is likely to
exhaust regular Ul benefits and need reemployment services. If the claimant is
identified to participate in the RESEA program, the claimant is notified that they
have been selected and that participation is mandatory. FCOM and the LWDBs
use the Employ Florida system to record information regarding the claimant’s
participation in the RESEA program. Notification regarding the claimant’s
participation in the required RESEA program services is to be provided to FCOM
through a data exchange between the Employ Florida system and the
Reemployment Assistance Claims and Benefits Information System (RA
System). If a claimant does not participate in the RESEA program, LWDB staff
are to record the non-attendance in the Employ Florida system, the information
is to be shared with FCOM via the RA System data exchange, and the claimant
is to be referred to FCOM for adjudication.

According to FCOM records, during the 2022-23 fiscal year, 47,373 claimants
were scheduled to receive RESEA program services. Our examination of FCOM
records for 60 selected claimants disclosed 8 claimant cases adjudicated by
FCOM 83 and 335 days (an average of 219 days) after the claimant missed their
appointment for RESEA program services. For 5 of the claimant cases, FCOM
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paid Ul benefits totaling $3,893 after the claimants’ missed appointments.
Additionally, we noted that, as of September 30, 2023, FCOM had not adjudicated
25 of the claimant cases to ensure that the claimants remained eligible to receive
Ul benefits under State law. Specifically:

e For 22 claimant cases, FCOM records did not evidence that the FCOM Ul
office received notification regarding the claimants’ participation or
nonparticipation in the RESEA program. For 17 of the claimant cases, FCOM
paid Ul benefits totaling $29,138 after the claimants’ missed appointments.

e For 3 claimant cases, FCOM received notification of the claimants’ missed
RESEA appointments through the data exchange; however, FCOM paid Ul
benefits totaling $5,428 after the missed appointments.

FCOM management indicated that cases were not adjudicated timely due to a
backlog of cases, an absence of notification to adjudicate cases in the data
exchange, and LWDB employees not recording non-attendance in the Employ
Florida system. FCOM management also indicated that the data exchanges
between the Employ Florida system and the RA System were impacted by
Employ Florida system problems.

Absent timely adjudication of claimant cases after notification of nonparticipation
in the RESEA program and documentation evidencing whether all claimants
satisfactorily participate in the RESEA program, FCOM cannot demonstrate that
only eligible claimants receive Ul benefits.

We recommend that FCOM ensure that RESEA program participation issues are
timely adjudicated and claimant RESEA attendance status information is
recorded timely in the Employ Florida system to determine if benefits should
continue.

FloridaCommerce concurs with the finding. FloridaCommerce continues to work
through our backlog and resolve any remaining cases that are workable and
marked for review. FloridaCommerce continues its efforts to increase staff
resources for improved productivity and reduce outstanding cases to promote
timely adjudication. The state will continue its contract with a vendor to assist with
conducting the fact-finding portion of claim adjudication and provide ongoing
comprehensive training to both new hires and tenured adjudicators.

Adjudication has partnered with our Claims Processing Unit to create a
specialized team to exclusively work the RESEA cases. With a backlog of 6,425
RESEA adjudication issues and the oldest issue created November 23, 2023, it
will take FloridaCommerce until March 31, 2024, to resolve the backlog with the
8 adjudicators working an average of 125 issues a week.
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U.S. DEPARTMENT OF LABOR

2023-014
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Special Tests and Provisions — Ul Reemployment Programs: Worker Profiling
and Reemployment Services (WPRS) and Reemployment Services and
Eligibility Assessments (RESEA)

Florida Department of Commerce (FCOM)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-021

Certain security controls related to user authentication for the Employ Florida (EF)
system need improvement to ensure the confidentiality, integrity, and availability
of EF system data and related information technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources

The FCOM uses the EF system for case management and for the referral of
Ul claimants to local workforce boards for reemployment assistance services.
Our audit disclosed that certain security controls related to EF system user
authentication need improvement. We are not disclosing the specific details of
the issues in this report to avoid the possibility of compromising EF system data
and related IT resources. However, we have notified appropriate FCOM
management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising EF system data and related IT resources.

Appropriate user authentication controls for the EF system are necessary to
decrease the risk that unauthorized individuals may gain access to the system
and compromise the confidentiality, integrity, and availability of EF system data
and related IT resources.

We recommend that FCOM management improve certain security controls
related to EF system user authentication to ensure the confidentiality, integrity,
and availably of EF system and related IT resources.

FloridaCommerce concurs with the finding related to Employ Florida security
controls. We are working with the vendor to remediate the listed security controls
by June 30, 2024.
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U.S. DEPARTMENT OF LABOR

2023-015
17.225 (Includes COVID-19 Awards)
Unemployment Insurance (Ul)

Special Tests and Provisions — Employer Experience Rating and Match with
Internal Revenue Service 940 Federal Unemployment Tax Act Tax Form
Florida Department of Revenue (FDOR)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-023

Certain security controls related to user authentication for the System for Unified
Taxation (SUNTAX) need improvement to ensure the confidentiality, integrity,
and availability of SUNTAX data and related information technology (IT)
resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources.

The FDOR uses SUNTAX to register and monitor taxpayers, collect tax
payments, and enforce State tax law. Additionally, SUNTAX is used as a case
and tax refund management system that produces reports and distributes funds.

Our audit disclosed that certain security controls related to SUNTAX user
authentication need improvement. We are not disclosing the specific details of
the issues in this report to avoid the possibility of compromising SUNTAX data
and related IT resources. However, we have notified appropriate FDOR
management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising SUNTAX data and related IT resources.

Appropriate user authentication controls for SUNTAX are necessary to decrease
the risk that unauthorized individuals may gain access to the system and
compromise the confidentiality, integrity, and availability of SUNTAX data and
related IT resources.

We recommend that FDOR management improve certain security controls
related to SUNTAX user authentication to ensure the confidentiality, integrity, and
availability of SUNTAX data and related IT resources.

Concur.
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U.S. DEPARTMENT OF TRANSPORTATION

2023-016
20.205 (Includes COVID-19 Awards)
Highway Planning and Construction

Activities Allowed/Unallowed and Allowable Costs/Cost Principles
Florida Department of Transportation (FDOT)

Various

N/A
Significant Deficiency

FDOT change management controls need improvement to ensure that all
Consultant Invoice Transmittal System (CITS) program code changes are
managed by, and do not bypass, the FDOT change management process.

Effective change management controls are intended to ensure that all program
code changes are properly authorized, tested, and approved for implementation
into the production environment.

CITS is a Web-based application used by consultants with professional services
contracts with the FDOT to submit invoices for FDOT review and approval. To
evaluate the appropriateness of FDOT change management controls for CITS
program code changes, we requested a system-generated list of all program code
changes implemented into production during the 2022-23 fiscal year. However,
the FDOT was unable to provide a system-generated list of all program code
changes implemented into the CITS production environment.

According to FDOT management, due to system limitations, a system-generated
list of CITS program code changes implemented into production was not
available. Instead, the FDOT relies on policies and procedures that restrict
applicable staff from implementing CITS changes that have not been approved in
the ticketing system. Notwithstanding the FDOT’s policies and procedures,
without a system-generated list of program changes implemented into the
production environment and a reconciliation of the list of program changes to the
ticketing system that ensures that all implemented changes were properly tested
and approved, FDOT management has limited assurance that unauthorized
changes were not implemented.

Absent effective change management controls to ensure that all program code
changes are properly authorized, tested, and approved for implementation into
the production environment, the risk that unauthorized program code changes
may be implemented into the CITS production environment is increased.

We recommend that FDOT management enhance change management controls
to ensure that all CITS program code changes are managed by, and do not
bypass, the FDOT change management process.

We concur with this finding. We will review the Change Management system
controls by December 2024. The Department feels that Change Management
controls for the Consultant Invoice Transmittal System (CITS) in-place meet the
expectations set through 60GG-2 to include separation of duties. The system of
record for said changes is the ServiceNow Change Management component
launched in September 2023 replacing the prior Change and Release
Management Application (CARMA). ServiceNow can generate a list of changes
for a period of time but not what in code specifically changed. Pulling information
currently would be a custom query but as ServiceNow matures, querying will be
easier. Of note for the CITS system is that while there is a web-based user
interface, all functionality is conducted within mainframe services. When CITS is
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U.S. DEPARTMENT OF TRANSPORTATION

2023-017
20.205 (Includes COVID-19 Awards)
Highway Planning and Construction

Activities Allowed/Unallowed and Allowable Costs/Cost Principles
Florida Department of Transportation (FDOT)

Various

N/A
Significant Deficiency

Certain security controls related to user authentication for the Consultant Invoice
Transmittal System (CITS) need improvement to ensure the confidentiality,
integrity, and availability of CITS data and related information technology (IT)
resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

CITS is a Web-based application used by consultants with professional services
contracts to submit invoices for FDOT review and approval. Our audit disclosed
that certain security controls related to CITS user authentication need
improvement. We are not disclosing the specific details of the issues in this report
to avoid the possibility of compromising CITS data and related IT resources.
However, we have notified appropriate FDOT management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising CITS data and related IT resources.

Appropriate user authentication controls for CITS are necessary to decrease the
risk that unauthorized individuals may gain access to the system and compromise
the confidentiality, integrity, and availability of CITS data and related IT resources.

We recommend that FDOT management improve certain security controls related
to CITS user authentication to ensure the confidentiality, integrity, and availability
of CITS data and related IT resources.

We concur with this finding. FDOT is researching solutions for mainframe
multi-factor authentication that would include the Consultant Invoice Transmittal
System (CITS). With the PALM project requiring numerous remediations on
mainframe applications, this may not be feasible until after PALM goes live in
January of 2026. When CITS is replaced or migrated to the cloud MFA can be
incorporated.
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U.S. DEPARTMENT OF TRANSPORTATION

2023-018
20.205 (Includes COVID-19 Awards)
Highway Planning and Construction

Activities Allowed/Unallowed, Allowable Costs/Cost Principles, Matching, Level
of Effort, Earmarking, and Special Tests and Provisions — Utilities
Florida Department of Transportation (FDOT)

All

N/A
Significant Deficiency

FDOT change management controls need improvement to ensure that all
Financial Management (FM) Suite program code changes are managed by, and
do not bypass, the FDOT change management process.

Effective change management controls are intended to ensure that all program
code changes are properly authorized, tested, and approved for implementation
into the production environment.

The FM Suite is the FDOT'’s primary financial management system for planning,
managing, financing, and budgeting transportation funds and projects. To
evaluate the appropriateness of FDOT change management controls for FM
Suite program code changes, we requested a system-generated list of all
program code changes implemented into production during the 2022-23 fiscal
year. However, the FDOT was unable to provide a system-generated list of all
program code changes implemented into the FM Suite production environment.

According to FDOT management, due to system limitations, a system-generated
list of FM Suite program code changes implemented into production was not
available. Instead, the FDOT relies on policies and procedures that restrict
applicable staff from implementing FM Suite changes that have not been
approved in the ticketing system. Notwithstanding the FDOT’s policies and
procedures, without a system-generated list of program changes implemented
into the production environment and a reconciliation of the list of program
changes to the ticketing system that ensures that all implemented changes were
properly tested and approved, FDOT management has limited assurance that
unauthorized changes were not implemented.

Absent effective change management controls to ensure that all program code
changes are properly authorized, tested, and approved for implementation into
the production environment, the risk that unauthorized program code changes
may be implemented into the FM Suite production environment is increased.

We recommend that FDOT management enhance change management controls
to ensure that all FM Suite program code changes are managed by, and do not
bypass, the FDOT change management process.

We concur with this finding. We will review the Change Management system
controls by December 2024. The Department feels that Change Management
controls in-place for the Financial Management (FM) Suite meet the expectations
set through 60GG-2 to include separation of duties. The system of record for said
changes is the ServiceNow Change Management component launched in
September 2023 replacing the prior Change and Release Management
Application (CARMA). ServiceNow can generate a list of changes for a period of
time but not what in code specifically changed. Pulling information currently would
be a custom query but as ServiceNow matures, querying will be easier.
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U.S. DEPARTMENT OF TRANSPORTATION

2023-019
20.205 (Includes COVID-19 Awards)
Highway Planning and Construction

Activities Allowed/Unallowed, Allowable Costs/Cost Principles, Matching, Level
of Effort, Earmarking, and Special Tests and Provisions — Utilities
Florida Department of Transportation (FDOT)

Various

N/A
Significant Deficiency

Certain security controls related to user authentication for the Financial
Management (FM) Suite need improvement to ensure the confidentiality,
integrity, and availability of FM Suite data and related information technology (IT)
resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

The FM Suite is the FDOT'’s primary financial management system for planning,
managing, financing, and budgeting transportation funds and projects. Our audit
disclosed that certain security controls related to FM Suite user authentication
need improvement. We are not disclosing the specific details of the issues in this
report to avoid the possibility of compromising FM Suite data and related
IT resources. However, we have notified appropriate FDOT management of the
specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising FM Suite data and related IT resources.

Appropriate user authentication controls for the FM Suite are necessary to
decrease the risk that unauthorized individuals may gain access to the system
and compromise the confidentiality, integrity, and availability of FM Suite data and
related IT resources.

We recommend that FDOT management improve certain security controls related
to FM Suite user authentication to ensure the confidentiality, integrity, and
availability of FM Suite data and related IT resources.

We concur with this finding. FDOT is researching solutions for mainframe
multi-factor authentication that would include the Financial Management (FM)
Suite. With the PALM project requiring numerous remediations on mainframe
applications, this may not be feasible until after PALM goes live in January of
2026.
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U.S. DEPARTMENT OF TRANSPORTATION

2023-020
20.205 (Includes COVID-19 Awards)
Highway Planning and Construction

Special Tests and Provisions — Quality Assurance Program
Florida Department of Transportation (FDOT)

Various

N/A
Significant Deficiency

Certain security controls related to user authentication for the Materials
Acceptance and Certification (MAC) system need improvement to ensure the
confidentiality, integrity, and availability of MAC system data and related
information technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

The MAC system is a Web-based application that records the progress and
approvals for projects that require material testing for quality assurance. Our
audit disclosed that certain security controls related to MAC system user
authentication need improvement. We are not disclosing the specific details of
the issues in this report to avoid the possibility of compromising MAC system data
and related IT resources. However, we have notified appropriate FDOT
management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising MAC system data and related IT resources.

Appropriate user authentication controls for the MAC system are necessary to
decrease the risk that unauthorized individuals may gain access to the system
and compromise the confidentiality, integrity, and availability of MAC system data
and related IT resources.

We recommend that FDOT management improve certain security controls related
to MAC system user authentication to ensure the confidentiality, integrity, and
availability of MAC system data and related IT resources.

We concur with this finding. The Materials Acceptance and Certification
application is being rewritten into a cloud-based application starting the first
Quarter of State Fiscal Year (SFY) 2024/2025 and completing in the third quarter
of SFY 2026/2027. Multi-factor authentication will be incorporated into that
project.
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U.S. DEPARTMENT OF TRANSPORTATION

2023-021
20.509 (Includes COVID-19 Awards)
Formula Grants for Rural Areas and Tribal Transit Program (FGRA)

Procurement and Suspension and Debarment
Florida Department of Transportation (FDOT)

FL-2023-067-01-00 and FL-2023-015-01-00

No
Opinion Qualification and Material Weakness

FDOT records did not evidence that, prior to entering into covered transactions,
the FDOT determined that the subrecipients were not excluded or otherwise
disqualified by the Federal Government.

2 CFR 180.300 — What must | do before | enter into a covered transaction with
another person at the next lower tier? — When you enter into a covered
transaction with another person at the next lower tier, you must verify that the
person with whom you intend to do business is not excluded or disqualified. You
do this by: (a) Checking System for Award Management (SAM) Exclusions, (b)
Collecting a certification from that person, or (c) Adding a clause or condition to
the covered transaction with that person.

During the 2022-23 fiscal year, the FDOT awarded to eight subrecipients
subawards totaling $4,544,135 that included FGRA funds. To comply with
Federal requirements for verifying that subrecipients were not excluded or
disqualified by the Federal Government, FDOT policy provided for checks of SAM
exclusions. As part of our audit, we examined FDOT records for two selected
subrecipients awarded subawards totaling $454,543. Our examination disclosed
that FDOT records did not evidence that, prior to entering into the subawards with
the two subrecipients, the FDOT verified through SAM that the subrecipients were
not excluded or otherwise disqualified.

According to FDOT management, SAM verification records were not maintained
due to employee oversight.

Absent documentation of verification efforts, the FDOT cannot demonstrate that
subrecipients were not excluded or otherwise disqualified by the Federal
Government.

We recommend that FDOT management ensure that documentation of SAM
verification is maintained in FDOT records.

We concur with this finding. The FDOT Transit Office has developed a Program
Management Process. This process includes a section related to subrecipient
application reviews and grant agreement execution at the District level. In each
of these sections, grant managers are instructed to take the necessary steps to
ensure subrecipients have an active registration in SAM.gov. The process also
instructs grant managers to screenshot the SAM.gov registration and file it in the
subrecipients organization tab in Transit's Grant Management System, TransCIP.
Additionally, when the Federal Funding Accountability and Transparency Act
(FFATA) report, Central Office grant managers are completing an additional
verification of the subrecipients registration status. An internal desk guide was
developed specifically for FFATA reporting to ensure continuity amongst staff and
any new hires. The Transit Office holds regular District-wide meetings and will
ensure this information and process is disseminated at the next meeting on,
March 13, 2024.
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Finding Number 2023-022 Not Used.

Finding Number
Assistance Listing Number

Assistance Listing Program
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Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

U.S. DEPARTMENT OF EDUCATION

2023-023

84.010

84.365

84.425U

Title | Grants to Local Educational Agencies (Title 1), English Language
Acquisition State Grants (ELAG), and Education Stabilization Fund (ESF) —
American Rescue Plan - Elementary and Secondary School Emergency
Relief

Reporting

Florida Department of Education (FDOE)

S010A220009 2023, S365A220009 2023, S425U210052 2023

No
Disclaimer of Opinion and Material Weakness

The FDOE was unable to provide documentation evidencing that subaward
information required by the Federal Funding Accountability and Transparency Act
(FFATA) was appropriately and timely reported in the Federal Funding
Accountability and Transparency Act Subaward Reporting System (FSRS).

2 CFR 170, Appendix A — Reporting Subawards and Executive Compensation —
Unless otherwise exempt, you must report to the FSRS each action that equals
or exceeds $30,000 in Federal funds for a subaward to a non-Federal entity or
Federal agency. For subaward information, reporting must occur no later than
the end of the month following the month in which the obligation was made.

As shown in the following table, during the 2022-23 fiscal year, the FDOE
awarded through subawards Title |, ELAG, and ESF program funds to
92 subrecipients.

Total of the Federal

Awards Amount Included Total Number of
Program in the Subawards Subawards
Title | S 740,967,005 705
ELAG 1,202,653,630 209
ESF 70,414,840 84
Totals $2,014,035,475 998

As part of our audit, we reviewed FSRS records for selected Title |, ELAG, and
ESF program subawards, including selected subaward amendments. As shown
in the following table, our review disclosed that FSRS records did not evidence,
and the FDOE was unable to provide documentation to support, that selected
subaward actions had been reported as required.

Subawards Total Federal Total Federal
Not Awards Amount Awards Amount for

Subawards  Reported Included in the Subawards Not
Program Tested in the FSRS  Subawards Tested Reported
Title | 36 18 $ 81,586,116 S 44,745,634
ELAG 16 2 10,081,115 2,319,260
ESF 44 36 103,580,717 83,870,542
Totals 96 56 $195,247,948 $130,935,436
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FDOE management indicated that some subaward information had been
reported in the FSRS; however, FDOE management was unable to locate such
records in the FSRS. Additionally, FDOE management indicated that subaward
information was not always reported in the FSRS due to FSRS upload issues and
employee oversights in detecting the upload issues.

Absent effective controls, the FDOE cannot demonstrate that all required
information was appropriately and timely reported in the FSRS in accordance with
FFATA.

We recommend that the FDOE enhance data reporting controls to ensure that all
required data is accurately and timely reported in the FSRS.

The Florida Department of Education has updated its procedures to ensure data
submitted is reported in FSRS accurately and timely.
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U.S. DEPARTMENT OF EDUCATION

2023-024

84.367

Supporting Effective Instruction State Grants (formerly Improving Teacher
Quality State Grants) (SEISG)

Matching, Level of Effort, Earmarking

Florida Department of Education (FDOE)

S367A220009 2023

N/A
Noncompliance and Significant Deficiency

The FDOE did not allocate SEISG program funds to the local educational
agencies (LEAs) in accordance with Federal regulations.

Elementary and Secondary Education Act of 1965 (ESEA) — Section 2102(a)(2)
— Allocation Formula — The State Educational agency shall allocate to each of the
eligible LEAs in the State for a fiscal year: (a) 20 percent of the program funds
based on the relative number of individuals aged 5 through 17 in the geographic
area served by the LEA, using the most recently available data from the U.S.
Census Bureau and (b) 80 percent of the program funds based on the relative
number of individuals aged 5 through 17 from families with incomes below the
poverty line in the geographic area served by the LEA, using the most recently
available data from the U.S. Census Bureau.

During the 2022-23 fiscal year, the FDOE allocated $117,169,999 to 80 LEAs.
Our analysis and examination of records related to SEISG program allocations to
the 80 LEAs disclosed that the FDOE allocated neither 20 percent of the funds
($23,434,000) nor 80 percent of the funds ($93,735,999) to the LEAs based on
the most recently available data from the U.S. Census Bureau. Instead, the
FDOE allocated funds based on full-time equivalent (FTE) enrollment (20 percent
allocation) and free and reduced-price lunch (FRPL) data as poverty estimates
for LEAs (80 percent allocation).

FDOE procedures required FTE enrollment and FRPL data be used to allocate
SEISG grant funds to LEAs rather than U.S. Census Bureau data. In June 2023,
the FDOE updated the procedures to require U.S. Census Bureau data be used
to allocate SEISG grant funds to LEAs.

Failure to use the most recently available U.S. Census Bureau data to allocate
available funds may not provide for an equitable distribution of funds to LEAs in
accordance with SEISG program requirements.

We recommend that the FDOE ensure that the allocation of funds to LEAs is
made in accordance with SEISG program requirements.

The Florida Department of Education (FDOE) does not concur with the finding.
While the ESEA does indicate that Title Il allocations are based on data "as
determined by the Secretary on basis of the most recent satisfactory data," the
Secretary must determine the data source in accordance with 2 CFR 200.105(b),
which he has not. Therefore, the instruction to use census derived data is
non-binding guidance. Notwithstanding this, the FDOE has agreed to utilize the
census data for 2023/24 and forward. The FDOE is in communication with the
U.S. Department of Education on this matter.
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity
Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Prior Year Finding

Finding

Criteria

Condition

U.S. DEPARTMENT OF AGRICULTURE
U.S. DEPARTMENT OF LABOR

U.S. DEPARTMENT OF TRANSPORTATION

2023-025
Various (See Condition)
Various (See Condition)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Matching, Level of Effort, Earmarking, Period of Performance, Reporting, and
Special Tests and Provisions

Florida State University (FSU)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-037

In our information technology (IT) operational audit report No. 2022-179,
Department of Management Services — State Data Center Operations, dated
March 2022, we noted in Finding 4 that State Data Center (SDC) processes for
performing and documenting periodic access reviews for the network, Windows
server, open systems, and Oracle database environments did not adequately
ensure that assigned access privileges remained appropriate. Effective
July 2022, management of the operations of the SDC was transferred to FSU
(Northwest Regional Data Center). As of June 2023, FSU had not corrected the
identified deficiencies.

Florida Department of Management Services Rule 60GG-2.003(1)(a)6., Florida
Administrative Code — Access Control — Agency information owners are to review
access rights (privileges) periodically based on system categorization or
assessed risk.

The SDC provides data center services for customer entities. As part of our IT
operational audit and evaluation of SDC access controls, we noted that SDC
periodic access privilege review processes did not adequately ensure that
assigned access privileges remained appropriate. Specifically:

e In response to our request for documentation of periodic reviews performed
for Windows server local administrative accounts and Active Directory
administrative accounts, SDC management indicated that, in accordance with
the SDC Active Directory Account Audit Procedure, periodic reviews of
administrative accounts were initiated using a scheduled task that ran a script
biweekly in all SDC-managed domains. The script generated a report of
administrative accounts for each domain and automatically converted the
reports to service requests requiring SDC personnel review. Our examination
of the reports generated on June 14, 2021, and June 28, 2021, found that the
reports did not include all administrative accounts for the respective domains.
Instead, the script only reported the Enterprise, Schema, and Domain Admins
security groups for Active Directory and did not include in the reports the
Administrators security group. Additionally, reports were not generated, nor
was access reviewed, for Windows server local administrative accounts.

e For Oracle database access, SDC management only reviewed the access of
Database Section personnel on an annual basis and the reviews were limited
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to verifying the authorizations for individually assigned accounts in the service
management system. Additionally, the reviews were not conducted from a
system-generated listing of all active administrative Oracle database
accounts and, as a result, administrative accounts for the SDC-managed
Oracle databases could be omitted from review.

e For open systems access, SDC management annually reviewed
administrative-level access to the open systems servers by verifying the
access authorizations in the service management system for Open Systems
Section personnel. However, the reviews were not conducted using a
system-generated list of the administrative-level accounts for each server
and, as a result, accounts on the open systems servers could be omitted from
review.

The SDC provides services for various systems managed by the Florida
Department of Children and Families (FDCF), Florida Department of Commerce
(FCOM), Florida Department of Health (FDOH), the Florida Department of
Revenue (FDOR), and the Florida Department of Transportation (FDOT).
Systems at the FDCF include the Florida Online Recipient Integrated Data
Access System and the GRANT System. The system at FCOM is the
Reemployment Assistance Claims and Benefits Information System. The system
at the FDOH is the Florida WIC Information System and EBT. The system at the
FDOR is the System for Unified Taxation. The systems at the FDOT are the
Project Construction System, Consultant Invoice Transmittal System, Financial
Management System, and the Materials Acceptance and Certification System.

These systems are used to administer aspects of the following major Federal
programs:

10.557 — Special Supplemental Nutrition Program for Women, Infants, and
Children

17.225 — Unemployment Insurance (Includes COVID-19 Awards)
20.205 — Highway Construction (Includes COVID-19 Awards)
93.556 — MaryLee Allen Promoting Safe and Stable Families

93.558 — Temporary Assistance for Needy Families (Includes COVID-19
Awards)

93.658 — Foster Care — Title IV-E

93.667 — Social Services Block Grant

93.775, 93.777, and 93.778 — Medicaid Cluster (Includes COVID-19 Awards)
93.767 — Children’s Health Insurance Program (Includes COVID-19 Awards)
93.788 — Opioid STR

93.959 — Block Grants for Prevention and Treatment of Substance Abuse
(Includes COVID-19 Awards)

According to SDC management, the SDC had not corrected the identified
deficiencies. Consequently, the uncorrected deficiencies remained a significant
deficiency for the 2022-23 fiscal year.

In response to our audit inquiry, SDC management indicated the following:

e The script used to assist in the periodic review of Windows server local
administrative accounts and Active Directory administrative accounts was
created in 2017 and, although modified in 2018, neither the Administrators
security group nor the Windows server local administrative accounts were
added to the script.
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e The existing reviews of Oracle database access were sufficient.

Notwithstanding, the reviews excluded access assigned to shared
administrative accounts and accounts assigned to individuals outside of the
Database Section, such as SDC personnel, customer entities, and historical
accounts from prior data center administrations.

o The reviews of open system access were sufficient because all Open

Systems personnel with root shell access had the same access privileges for
all open systems servers, and that periodic reviews on a server-by-server
basis would yield the same results as the existing reviews from the service
management system. Notwithstanding, the reviews performed excluded
access assigned to individuals outside the Open Systems Section, such as
other SDC personnel, SDC customer entities, and historical accounts from
prior data center administrations.

Absent comprehensive reviews of logical access privileges using
system-generated lists, management’s assurance that access privileges were
properly authorized and remain appropriate is limited.

We recommend that SDC management ensure that comprehensive and
documented periodic reviews of logical access privileges are conducted using
system-generated lists of all user and service accounts.

Since inheriting the former State Data Center, NWRDC-FSU has made headway
in resolving past audit findings. NWRDC has been reviewing all policies and
procedures and is working to combine and update the policies of the two data
centers.
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Finding
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U.S. DEPARTMENT OF AGRICULTURE
U.S. DEPARTMENT OF LABOR

U.S. DEPARTMENT OF TRANSPORTATION

2023-026
Various (See Condition)
Various (See Condition)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Matching, Level of Effort, Earmarking, Period of Performance, Reporting, and
Special Tests and Provisions

Florida State University (FSU)

Various

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-038

In our information technology (IT) operational audit report No. 2022-179,
Department of Management Services — State Data Center Operations, dated
March 2022, we noted in Finding 7 that certain State Data Center (SDC) security
controls related to logical access, user authentication, and logging and monitoring
need improvement to ensure the confidentiality, integrity, and availability of SDC
and customer entity data and related IT resources. Effective July 2022,
management of the operations of the SDC was transferred to FSU (Northwest
Regional Data Center). As of June 2023, FSU had not corrected the identified
deficiencies.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and IT resources.

The SDC provides data center services for customer entities. Our IT operational
audit procedures disclosed that certain SDC security controls related to logical
access, user authentication, and logging and monitoring need improvement. We
are not disclosing specific details of the issues in this report to avoid the possibility
of compromising customer entity data and related IT resources. However, we
have notified appropriate SDC management of the specific issues.

The SDC provides services for various systems managed by the Florida
Department of Children and Families (FDCF), Florida Department Commerce
(FCOM), Florida Department of Health (FDOH), the Florida Department of
Revenue (FDOR), and the Florida Department of Transportation (FDOT).
Systems at the FDCF include the Florida Online Recipient Integrated Data
Access System and the GRANT System. The system at FCOM is the
Reemployment Assistance Claims and Benefits Information System. The system
at the FDOH is the Florida WIC Information System and EBT. The system at the
FDOR is the System for Unified Taxation. The systems at the FDOT are the
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Project Construction System, Consulting Invoice Transmittal System, Financial
Management System, and the Materials Acceptance and Certification System.

These systems are used to administer aspects of the following major Federal
programs:

10.557 — Special Supplemental Nutrition Program for Women, Infants, and
Children

17.225 — Unemployment Insurance (Includes COVID-19 Awards)
20.205 — Highway Construction (Includes COVID-19 Awards)
93.556 — MaryLee Allen Promoting Safe and Stable Families

93.558 — Temporary Assistance for Needy Families (Includes COVID-19
Awards)

93.658 — Foster Care — Title IV-E

93.667 — Social Services Block Grant

93.775, 93.777, and 93.778 — Medicaid Cluster (Includes COVID-19 Awards)
93.767 — Children’s Health Insurance Program (Includes COVID-19 Awards)
93.788 — Opioid STR

93.959 — Block Grants for Prevention and Treatment of Substance Abuse
(Includes COVID-19 Awards)

According to SDC management, the SDC had not corrected the identified
deficiencies. Consequently, the uncorrected deficiencies remained a significant
deficiency for the 2022-23 fiscal year.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising SDC data and related IT resources.

Without appropriate security controls related to logical access, user
authentication, and logging and monitoring, the risk is increased that the
confidentiality, integrity, and availability of SDC and customer entity data and
related IT resources may be compromised.

We recommend that SDC management improve certain security controls related
to logical access, user authentication, and logging and monitoring to ensure the
confidentiality, integrity, and availability of SDC and customer entity data and
related IT resources.

Since inheriting the former State Data Center, NWRDC-FSU has made headway
in resolving past audit findings. While some issues have been resolved, we
continue our efforts to resolve all issues under this finding.
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2023-027

93.558 (Includes COVID-19 Awards)

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Temporary Assistance for Needy Families, Children’s Health Insurance
Program, and Medicaid Cluster

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Child Support Non-Cooperation,
Income Eligibility and Verification System, Penalty for Refusal to Work, and
Penalty for Failure to Comply with Work Verification Plan

Florida Department of Children and Families (FDCF)

2201FLTANF 2022 and 2301FLTANF 2023

2205FL5021 2022 and 2023

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A

Significant Deficiency

FDCF change management controls need improvement to ensure that all Florida
Online Recipient Integrated Data Access (FLORIDA) system program code
changes are managed by, and do not bypass, the FDCF change management
process.

Effective change management controls are intended to ensure that all program
code changes are properly authorized, tested, and approved for implementation
into the production environment.

The FDCF uses the FLORIDA system as a public assistance eligibility
determination system. To evaluate the appropriateness of FDCF change
management controls for FLORIDA system program code changes, we requested
a system-generated list of all program code changes implemented into production
during the 2022-23 fiscal year. However, the FDCF was unable to provide a
system-generated list of all program code changes implemented into the FLORIDA
system production environment.

According to FDCF management, the FLORIDA system was not configured to allow
for a system-generated list of program code changes implemented into production
to be available. Instead, the FDCF relies on secondary change management
systems, policies, and procedures that restrict applicable staff from implementing
FLORIDA system changes that have not been approved in the ticketing system.
Notwithstanding the FDCF’s secondary change management systems and policies
and procedures, without a system-generated list of program changes implemented
into the production environment and a reconciliation of the list of program changes
to the ticketing system that ensures that all implemented changes were properly
tested and approved, FDCF management has limited assurance that unauthorized
changes were not implemented.

Absent effective change management controls to ensure that all program code
changes are properly authorized, tested, and approved for implementation into the
production environment, the risk that unauthorized program code changes may be
implemented into the FLORIDA system production environment is increased.

We recommend that FDCF management enhance change management controls
to ensure that all FLORIDA system program code changes are managed by, and
do not bypass, the FDCF change management process.

FDCF does not concur with Finding 2023-027. The FDCF code change validation
process is managed by Quality Implementation & Control (QIC) staff who control
FLORIDA system program code deployments, including initiating the following
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status reporting activities: audit software baselines, take implementation
measurements, and retain data for monitoring, and review/audit software
configuration management activities and work products. FDCF has revised the
notification process to route change management control inquires to QIC staff to
provide evidentiary confirmation that no unauthorized program code changes
bypass the FDCF change management process.

FDCF management indicated in their written response that the FDCF does not
concur with Finding 2023-027 and noted various controls designed to ensure that
no unauthorized FLORIDA system program code changes bypass the FDCF
change management process. Notwithstanding, despite numerous requests during
the audit, the FDCF did not provide a system-generated list of all program code
changes implemented into the FLORIDA system production environment, which is
necessary to validate that all implemented changes were properly authorized,
tested, and approved for implementation into the production environment and did
not bypass established change management controls. Consequently, the finding
and related recommendation stand as presented.
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2023-028

93.558 (Includes COVID-19 Awards)

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Temporary Assistance for Needy Families, Children’s Health Insurance
Program, and Medicaid Cluster

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Child Support Non-Cooperation,
Income Eligibility and Verification System, Penalty for Refusal to Work, and
Penalty for Failure to Comply with Work Verification Plan

Florida Department of Children and Families (FDCF)

2201FLTANF 2022 and 2301FLTANF 2023

2205FL5021 2022, 2305FL3002 2023, and 2305FL5021 2023
2205FL5MAP 2022 and 2305FL5MAP 2023

N/A

Significant Deficiency

Report No. 2023-174, Finding No. 2022-036

The FDCF did not conduct periodic reviews of the appropriateness of Florida
Online Recipient Integrated Data Access (FLORIDA) system user access
privileges or always ensure that access to the FLORIDA system was limited to
authorized users. Additionally, FDCF records did not always evidence the timely
deactivation of FLORIDA system access privileges for employees who separated
from FDCF employment and, in those instances, indicated that the employees’
accounts were used to access the FLORIDA system subsequent to the
employees’ termination.

Florida Department of Management Services Rule 60GG-2.003(1), Florida
Administrative Code — Agency information owners are to review access rights
(privileges) periodically based on system categorization or assessed risk.
Additionally, each agency shall ensure that access to information technology (IT)
resources is limited to authorized users and to authorized activities and
transactions and ensure that IT access is removed when access to the
IT resource is no longer required.

Periodic reviews of access privileges help ensure that only authorized users have
access and that the access privileges provided to each account remain
appropriate. An effective periodic review consists of identifying the current
access privileges of system users and services and evaluating the assigned
access privileges to ensure that they align with user job responsibilities.

The FDCF uses the FLORIDA system as a public assistance eligibility
determination system. To obtain an understanding of FDCF user access privilege
review processes for the FLORIDA system, we inquired of FDCF management
who indicated that, during the 2022-23 fiscal year, the FDCF did not complete a
review of the appropriateness of FLORIDA system user access privileges.
Further, our review of user access privileges for 15 FLORIDA system users as of
June 2, 2023, disclosed that, for 2 users, the FDCF was unable to provide
documentation evidencing that the users’ access was appropriate for their job
responsibilities.

Our audit also found that the FDCF was unable to provide the date that users’
access to the FLORIDA system was removed but instead the FDCF provided the
date that a user account last accessed the FLORIDA system. Our review of user
access and employment records for the 1,204 FDCF FLORIDA system user
accounts associated with 1,127 FDCF employees who had separated from FDCF
employment during the period July 2022 through May 2023 disclosed that
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73 of the FLORIDA system user accounts were used to access the FLORIDA
system 1 and 286 days (an average of 80 days) after the employees associated
with the user accounts separated from FDCF employment.

In addition, our review of user access and employment records for the 4,663
active FLORIDA system user accounts assigned to 4,278 FDCF employees as of
June 1, 2023, disclosed that the FDCF had not deactivated the access privileges
for 69 user accounts, although 7 to 329 days (an average of 159 days) had
elapsed since the users’ employment separation dates. Although requested, the
FDCF did not provide documentation evidencing whether the FDCF had taken
action to deactivate the 69 user accounts subsequent to our audit inquiry or
whether the 69 user accounts were used to access the FLORIDA system
subsequent to the users’ employment separation.

According to FDCF management, the FDCF did not have a process to effectively
manage and control access to the FLORIDA system.

Periodic reviews of FLORIDA user access privileges and prompt documented
deactivation of FLORIDA system user access privileges upon an employee’s
separation from FDCF employment or when the access is no longer required
would provide FDCF management assurance that user access privileges are
authorized and remain appropriate and limits the potential for unauthorized
disclosure, modification, or destruction of FDCF data and IT resources by former
employees or others.

We recommend that FDCF management perform periodic reviews of the
appropriateness of FLORIDA system user access privileges. We also
recommend that FDCF management enhance controls to ensure that FDCF
records evidence that FLORIDA system user access privileges are deactivated
immediately upon a user’s separation from FDCF employment or when the
access privileges are no longer required.

The Department has evaluated current policies and processes, including but not
limited to educational materials (DCF Security Awareness Training),
separation/deboarding guidance, and technological capabilities that support and
document the deactivation of system users' access privileges when access is no
longer appropriate. The Department has implemented a provisioning/de-
provisioning tool that includes a periodic review functionality for network accounts
(Active Directory, specialized profiles) and will continue to collaborate with
business stakeholders; based on the results of this analysis, FDCF will develop
a plan to enhance application-level (FLORIDA system) management controls
which facilitate and document periodic reviews by September 30, 2024.

Report No. 2024-174
March 2024

Page 67



U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number
Assistance Listing Number

Assistance Listing Program

Title
Compliance Requirement

State Entity
Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

2023-029

93.558 (Includes COVID-19 Awards)

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Temporary Assistance for Needy Families, Children’s Health Insurance
Program, and Medicaid Cluster

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Child Support Non-Cooperation,
Income Eligibility and Verification System, Penalty for Refusal to Work, and
Penalty for Failure to Comply with Work Verification Plan

Florida Department of Children and Families (FDCF)
2201FLTANF 2022 and 2301FLTANF 2023
2205FL5021 2022 and 2023

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A

Significant Deficiency

Report No. 2023-174, Finding No. 2022-034

Certain security controls related to user authentication for the Florida Online
Recipient Integrated Data Access (FLORIDA) system need improvement to
ensure the confidentiality, integrity, and availability of FLORIDA system data and
related information technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

The FDCF uses the FLORIDA system as a public assistance eligibility
determination system. Our audit disclosed that certain security controls related
to FLORIDA system user authentication need improvement. We are not
disclosing the specific details of the issues in this report to avoid the possibility of
compromising FLORIDA system data and related IT resources. However, we
have notified appropriate FDCF management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising FLORIDA system data and related IT resources.

Appropriate user authentication controls for the FLORIDA system are necessary
to decrease the risk that unauthorized individuals may gain access to the system
and compromise the confidentiality, integrity, and availability of FLORIDA system
data and related IT resources.

We recommend that FDCF management improve certain security controls related
to FLORIDA system user authentication to ensure the confidentiality, integrity,
and availability of FLORIDA system data and related IT resources.

The Office of Information Technology Services (OITS) ACCESS Application staff
continue to partner with the State Data Center (Northwest Regional Data Center)
and Ensono to re-assess current system functionality, software capabilities, and
ongoing six (6) year modernization initiatives based on the analysis and final
determination. By State Fiscal Year (SFY) 2025, FDCF will document a plan to
improve authentication controls which ensure the confidentiality, integrity, and
availability of FLORIDA system data and related IT resources, including
identification of financial and operational enforcement measures necessary to
support the improvement of authentication processes.
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2023-030
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Matching, Level of Effort, Earmarking
Florida Department of Children and Families (FDCF)

2201FLTANF 2022

N/A
Noncompliance

The FDCF did not meet the Federal TANF maintenance of effort (MOE)
requirement for Federal fiscal year 2022.

45 CFR 263.1 — How much State money must a State expend annually to meet
the basic MOE requirement? — The minimum basic MOE for a fiscal year is
80 percent of a State’s historic State expenditures. However, if a State meets the
minimum work participation rate requirements in a fiscal year, then the minimum
basic MOE for that fiscal year is 75 percent of the State’s historic State
expenditures.

45 CFR 263.8 — What happens if a State fails to meet the basic MOE
requirement? — If any State fails to meet its basic MOE requirement for any fiscal
year, then the amount of the State Family Assistance Grant (SFAG) payable to
the State for the following fiscal year will be reduced dollar-for-dollar.

According to calculations provided by the U.S. Department of Health and Human
Services, for Federal fiscal year 2022, the FDCF was required to expend
$392,921,042 in State funds to meet the TANF MOE requirement. According to
FDCF records, TANF MOE expenditures for Federal fiscal year 2022 totaled
$357,963,512, resulting in a $34,957,530 shortfall (approximately 9 percent).

According to FDCF management, the State did not meet the MOE requirement
because fewer families met the income threshold for TANF assistance and
because of a limit on the amount of administration costs that could be claimed as
State expenditures. Additionally, because the State did not satisfy TANF work
participation rate requirements, the percentage of State expenditures required for
MOE increased from 75 percent in the prior fiscal year to 80 percent.

The State’s SFAG may be reduced as a result of the noncompliance with the
MOE requirement.

We recommend that the FDCF ensure that the State meets the TANF MOE
requirement for subsequent fiscal years.

FDCF has been in communication with the Department of Health and Human
Services, Administration for Children and Families (ACF) for a resolution to this
issue. To meet the MOE requirement, ACF has approved FDCF's request to
move TANF grant expenditures to TANF MOE. FDCF is in the process of
identifying the appropriate TANF grant expenditures to move. Once completed,
the ACF-196 and ACF-204 reports for 9/30/2022 will be revised and resubmitted.
Also, FDCEF is researching several state funded programs with potential TANF
eligible clients/expenditures that can be claimed as TANF MOE.
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2023-031
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Reporting
Florida Department of Children and Families (FDCF)

2301FLTANF 2023

No
Noncompliance
Report No. 2023-174, Finding No. 2022-043

The FDCF did not correctly report expenditure data on one TANF Financial
Report submitted to the Administration for Children and Families (ACF).

45 CFR 265.3 — What reports must the State file on a quarterly basis? — Each
State must file quarterly expenditure data on the State’s use of Federal TANF
funds, State TANF expenditures, and State expenditures of maintenance of effort
(MOE) funds in separate State programs on the TANF Financial Report.

Instructions for Completion of State TANF Financial Report Form ACF-196R —
Through this information collection, the ACF is gathering information to ensure
that Federal TANF and State MOE funds are used for activities that are
reasonably calculated to meet one of the purposes of TANF.

During the 2022-23 fiscal year, the FDCF transferred approximately $58 million
in TANF funds to the Florida Department of Commerce (FCOM) to administer
TANF programs such as work education and training, child care, and job access
transportation. The FDCF also transferred approximately $98 million in TANF
funds to the Florida Department of Education (FDOE) to administer the program
that provides child care for TANF recipients.

During the 2022-23 fiscal year, the FDCF submitted six TANF Financial Reports
to the ACF. Our review of the TANF Financial Report for the quarter ended
December 31, 2022, found that the FDCF did not accurately report certain
amounts on the TANF Financial Report. Specifically:

e Line Item 9.c., Additional Work Activities: the FDCF reported expending
$1,782,647.38, while actual expenditures reported by FCOM totaled
$2,219,308.97 (an understatement of $436,661.59).

e Line Item 11.a., Child Care (Assistance and Non-Assistance): the FDCF
reported expending $17,694,813.28, while actual expenditures reported by
the FDOE and FCOM totaled $3,835,403.15 (an overstatement of
$13,859,410.13).

According to FDCF management, the FDCF reported the amounts transferred to
FCOM and the FDOE for those activities rather than the amounts that FCOM and
the FDOE expended to be able to reconcile to FDCF accounting records.
Notwithstanding, Federal regulations and ACF instructions require that the
State’s expenditures be reported on the TANF Financial Report and that transfers
among State agencies do not constitute an expenditure.

The TANF Financial Report submitted by the FDCF to the ACF for the quarter
ended December 31, 2022, included inaccurate data.

We recommend that FDCF management include in the TANF Financial Reports
the actual amounts of FCOM and FDOE expenditures to ensure that accurate
expenditure data is reported to the ACF.
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State Entity Response FDCF has communicated to both FCOM and FDOE the need to ensure the funds
being transferred are based on cash need to support TANF activities. Meetings
will be scheduled with both agencies to develop a solution to the cash flow issue
and to reconcile cash and expenditures each quarter.
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2023-032
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Special Tests and Provisions — Child Support Non-Cooperation
Florida Department of Children and Families (FDCF)

2201FLTANF 2022 and 2301FLTANF 2023

No
Opinion Qualification and Material Weakness
Questioned Costs — $3,180

The FDCF could not always demonstrate that Florida Department of Revenue
(FDOR) Child Support Enforcement (CSE) sanction requests for uncooperative
TANF recipients were timely processed and appropriately imposed.

42 USC 608(a)(2) — Reduction or elimination of assistance for noncooperation in
establishing paternity or obtaining child support — If the agency responsible for
administering the CSE program determines that an individual is not cooperating
with the State in establishing paternity or in establishing, modifying, or enforcing
a support order with respect to a child of the individual, then the State shall deduct
an amount not less than 25 percent of the TANF assistance amount or deny the
TANF assistance that would otherwise be provided to the family of the individual.

45 CFR 264.30 — What procedures exist to ensure cooperation with the child
support enforcement requirements? — A State agency must refer all appropriate
individuals in the family of a child, for whom paternity has not been established
or for whom a child support order needs to be established, modified, or enforced,
to the CSE agency. Referred individuals must cooperate in establishing paternity
and in establishing, modifying, or enforcing a child support order. If the CSE
agency determines that an individual is not cooperating, and the individual does
not qualify for a good cause exception, the CSE agency must notify the public
assistance agency promptly and the public assistance agency must then take
appropriate action by reducing or denying the family any assistance under the
TANF program.

Section 414.095(6), Florida Statutes, Child Support Enforcement — As a condition
of eligibility for public assistance, the family must cooperate with the State agency
responsible for administering the CSE program.

Program Policy Manual Section 3020.0100 — Data Exchange and Section
3020.0102 — Processing Time Standards — As part of the application or review
process, FDCF staff are to process sanction responses considered verified upon
receipt within 10 calendar days.

The FDOR, as the State agency responsible for the CSE Program, must refer
individuals who do not cooperate with the FDOR in establishing paternity or in
establishing, modifying, or enforcing a support order to the FDCF as the State
agency responsible for the TANF program. During the public assistance
application process, FDCF personnel obtain absent parent information from the
TANF program participant and inform the participant of their responsibility to
cooperate with the CSE program. The FDCF utilizes the Florida Online Recipient
Integrated Data Access (FLORIDA) system to forward absent parent and other
pertinent information to the FDOR CSE program for confirmation that the
participant has complied with CSE program requirements. When the FDOR
determines that a participant has not cooperated with the CSE program, the
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FDOR initiates a request in the FLORIDA system notifying the FDCF to impose
TANF sanctions against the participant.

During the 2022-23 fiscal year, the FDCF made TANF cash benefit payments
totaling approximately $117.4 million and the FDOR referred 13,135 requests to
the FDCF to impose sanctions for uncooperative TANF participants. Our
examination of FDOR sanction requests and FDCF records for 40 selected TANF
program participants disclosed 5 participant cases where the FDCF did not
process the sanction requests within the established 10-day time frame.
Specifically, the requests were processed 5 to 53 days late (an average of
37 days late). As a result, for 4 of the 5 cases, the FDCF paid $3,180 in TANF
benefits to the participants after their TANF benefits should have been denied for
not cooperating with the CSE program.

According to FDCF management, the processing of CSE program sanction
requests in the FLORIDA system requires employee action. Due to the FDCF’s
prioritization of timely processing public assistance applications, actions were not
timely performed for this process.

Failure to timely review and process CSE program sanction requests may
preclude the FDCF from promptly identifying changes in client eligibility status.
Additionally, TANF participants continued to receive TANF benefits although they
were not eligible.

We recommend that the FDCF ensure that CSE program sanction requests are
timely reviewed and processed within established time frames, and TANF
benefits are promptly discontinued, if necessary.

By June 30, 2024, the FDCF will provide a refresher training on properly and
timely imposing child support sanctions to the affected area(s).

FDCF reinstituted the manual notification process in October 2023 to ensure
timely completion of child support sanctions requiring a manual sanction
notification.

Case corrections and benefit recovery referrals will be completed where
applicable by June 30, 2024.
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2023-033
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Special Tests and Provisions — Income Eligibility and Verification System
Florida Department of Children and Families (FDCF)

2201FLTANF 2022 and 2301FLTANF 2023

N/A
Opinion Qualification and Material Weakness
Report No. 2023-174, Finding No. 2022-044

The FDCF did not always timely review and process Income Eligibility and
Verification System (IEVS) data exchange responses.

42 USC 1320b-7 — Income and eligibility verification system — A State must have
in effect an income and eligibility verification system.

45 CFR 205.55 — Requirements for requesting and furnishing eligibility and
income information

Program Policy Manual Section 3020.0100 — Data Exchange and Section
3020.0102 — Processing Time Standards — FDCF staff are to dispose of data
exchange responses considered verified upon receipt within 10 calendar days
and all other data exchange responses within 45 calendar days.

During the 2022-23 fiscal year, the FDCF made TANF cash benefit payments
totaling approximately $117.4 million. Federal regulations require the FDCF to
verify certain eligibility information through electronic data exchanges with other
State and Federal agencies. Eligibility information is maintained in the Florida
Online Recipient Integrated Data Access (FLORIDA) System. As part of the IEVS
data exchange process, the FLORIDA System compares the data exchange
response to eligibility information in the System; however, resolving data
exchange responses requires employee action.

As part of our audit, we obtained the monthly IEVS Data Exchange Reports for
the 2022-23 fiscal year to determine the number of data exchange responses that
were not timely reviewed and processed by the FDCF. Our evaluation of the
IEVS Data Exchange Reports found that, of the 17,271 data exchanges received
during the 2022-23 fiscal year, 9,921 data exchange responses were not timely
reviewed and processed. Specifically, 5,934 responses that were considered
verified upon receipt were reviewed and processed 1 to 360 days (an average of
63 days) late and 3,987 other data exchange responses were reviewed and
processed 1 to 311 days (an average of 55 days) late.

According to FDCF management, IEVS data exchange responses were not timely
reviewed and processed due to the FDCF’s prioritization of timely processing
applications for public assistance programs.

Failure to timely review and process data exchange information may preclude the
FDCF from promptly identifying changes in client eligibility status.

We recommend that the FDCF take action, including necessary control
enhancements, to ensure that data exchange responses are reviewed and
processed within established time frames.

The FDCF is undergoing a modernization of its eligibility system and continues a
phased approach for modernizing the modules that make-up the current eligibility
(ACCESS) system. The worker portal module is scheduled to begin development
in State Fiscal Year 2024-2025. FDCF continues to use the allocated funding to
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exchanges, such as how the work items are received and reviewed, as well as
how exchanges are handled through the eligibility process.
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2023-034
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Special Tests and Provisions — Penalty for Failure to Comply with Work
Verification Plan
Florida Department of Children and Families (FDCF)

2201FLTANF 2022

N/A
Noncompliance
Report No. 2023-174, Finding No. 2022-045

The State did not achieve its two-parent work participation rate for Federal fiscal
year 2022.

45 CFR 261.23 — What two-parent work rate must a State meet? — Each State
must achieve a 90 percent minimum two-parent participation rate minus any
caseload reduction credit to which it is entitled.

45 CFR 261.50 (a) and (b) — What happens if a State fails to meet the participation
rates? — If the U.S. Department of Health and Human Services, Office of Family
Assistance (OFA), determines that a State did not achieve one of the required
minimum work participation rates, OFA must reduce the State Family Assistance
Grant (SFAG) payable to the State. If there was no penalty for the preceding
fiscal year, the base penalty for the current fiscal year is five percent of the
adjusted SFAG.

45 CFR 262.5 — Under what general circumstances will we determine that a State
has reasonable cause? — The OFA will not impose a penalty against a State if
the OFA determines that the State had reasonable cause for its failure.

Our inquiries of FDCF management disclosed that the State did not achieve its
two-parent work participation rate for Federal fiscal year (FFY) 2022 under the
SFAG (TANF program). According to an OFA letter dated
October 5, 2023, after considering caseload reduction credits, the State’s
FFY 2022 required two-parent work participation rate was 52.3 percent.
According to FDCF records, the State achieved a two-parent work participation
rate of 10.5 percent, resulting in a SFAG penalty totaling $800,295. Pursuant to
42 CFR 262.5, on November 27, 2023, the FDCF requested a discretionary
reduction of the penalty, citing that the State experienced extraordinary
circumstances of a substantial increase in caseload of individuals ineligible to
obtain employment authorization as reasonable cause for the failure to achieve
the required participation rate. However, as of January 31, 2024, the FDCF is
awaiting notification of the decision from the OFA.

According to FDCF management, between October 2021 and September 2023,
Florida’s two-parent family mandatory work participants increased from 817 to
7,024 individuals, of whom 93 percent (6,551) were new arrivals from Cuba or
Haiti and 83 percent (5,842) were identified as having a status that did not provide
access to the U.S. citizenship and Immigration Services’ work authorization.
Without work authorization, individuals cannot become employed, engage in job
searching with employers, or participate in training programs that are measured
on employment outcomes. FDCF management also indicated that, if these
individuals were not included in the calculation of the two-parent work
participation rate, Florida would have been in compliance with the requirement.
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The State’s SFAG may be reduced as a result of the noncompliance with the
two-parent work participation requirement.

We recommend that the FDCF continue to work with the OFA to resolve the
waiver request for the SFAG penalty.

In response to the October 5, 2023, Office of Family Assistance (OFA)
notification, the FDCF submitted a request on November 27, 2023, for a
discretionary reduction of the penalty for failure to meet its two-parent work
participation rate in accordance with 45 CFR 261.51(d) for Federal Fiscal Year
2022. Based on the FDCF’s review, the FDCF meets the statutory criteria under
section 261.51(d)(1)(ii) since the state experienced a substantial increase in
caseload of individuals ineligible to obtain employment authorization.

The FDCF is awaiting a response from the OFA for the discretionary reduction
request submitted in November 2023, and will continue to work with the OFA to
resolve the request for an exception to the State Family Assistance Grant (SFAG)
penalty.
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2023-035
93.558 (Includes COVID-19 Awards)
Temporary Assistance for Needy Families (TANF)

Special Tests and Provisions — Child Support Non-Cooperation
Florida Department of Revenue (FDOR)

2201FLTANF 2022 and 2301FLTANF 2023

N/A
Significant Deficiency
Report No. 2023-174, Finding No. 2022-046

Certain security controls related to user authentication for the Child Support
Enforcement Automated Management System (CAMS) need improvement to
ensure the confidentiality, integrity, and availability of CAMS data and related
information technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources.

The FDOR Child Support Enforcement program uses CAMS for the creation and
closure of child support cases and disbursement of funds. Our audit disclosed
that certain security controls related to CAMS user authentication need
improvement. We are not disclosing the specific details of the issues in this report
to avoid the possibility of compromising CAMS data and related IT resources.
However, we have notified appropriate FDOR management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising CAMS data and related IT resources.

Appropriate user authentication controls for CAMS are necessary to decrease the
risk that unauthorized individuals may gain access to the system and compromise
the confidentiality, integrity, and availability of CAMS data and related
IT resources.

We recommend that FDOR management improve certain security controls
related to CAMS user authentication to ensure the confidentiality, integrity, and
availability of CAMS data and related IT resources.

Concur.
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2023-036
93.556
MaryLee Allen Promoting Safe and Stable Families (PSSF)

Matching, Level of Effort, Earmarking
Florida Department of Children and Families (FDCF)

2101FLFPSS 2021

N/A
Noncompliance and Significant Deficiency

The FDCF did not expend the minimum amount of PSSF grant funds for adoption
promotion and support services.

42 USC 629b.(a)(4) — State plans — A state’s plan must contain assurances that
a significant portion of grant expenditures are to be used for four service
categories, including family preservation services, community-based family
support services, family reunification services, and adoption promotion and
support services.

United States Department of Health and Human Services (USDHHS) -
Administration for Children and Families (ACF) Program Instruction ACYF-CB-
P1-20-13, dated December 17, 2020 — States are required to spend a significant
portion of the PSSF grant on the four service categories and, for each service
category with a percentage of funds that does not approximate 20 percent of the
grant, the state must provide in the narrative portion of the Annual Progress and
Services Report rationale for the disproportion.

The USDHHS awarded the FDCF PSSF funds totaling $20,708,813 for the
Federal fiscal year ended September 30, 2022. Our review of FDCF records
disclosed that the FDCF expended PSSF funds totaling $2,759,678 for adoption
promotion and support services, a total of 13 percent of the PSSF award.
According to FDCF management, the FDCF did not receive ACF approval to
spend less than the required 20 percent in the adoption promotion and support
services category.

According to FDCF management, the FDCF did not allocate enough PSSF grant
funds during the budget process to meet the 20 percent requirement in the
adoption promotion and support services category.

The FDCF did not comply with Federal requirements.

We recommend that the FDCF ensure that at least 20 percent of PSSF program
funds are allocated to all four service categories during the budget process and
that the minimum amount of PSSF program funds is expended in all four service
categories.

The FDCF Partner Financial Compliance and Monitoring unit will ensure budget
is allocated to meet the minimum required earmark percentage by category. The
unit will also monitor expenditures by Community Based Care contract to ensure
the requirement will be met during the period of performance.
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2023-037
93.569 (Includes COVID-19 Awards)
Community Services Block Grant (CSBG)

Subrecipient Monitoring

Florida Department of Commerce (FCOM)

2001FLCOSD 2020, 2001FLCSC3 2020, 2101FLCOSR 2021, and
2201FLCOSR 2022

No

Opinion Qualification and Material Weakness

FCOM did not appropriately evaluate each subrecipient’s risk of noncompliance
to determine the appropriate subrecipient monitoring and, consequently, FCOM
could not demonstrate that the monitoring performed was based on a complete
assessment of risk. Additionally, FCOM did not monitor one subrecipient within
prescribed time frames or timely issue a management decision for another
subrecipient’s audit findings.

2 CFR 200.332 — Requirements for pass-through entities — All pass-through
entities must evaluate each subrecipient’s risk of noncompliance with Federal
statutes, regulations, and the terms and conditions of the subaward for purposes
of determining the appropriate subrecipient monitoring. The pass-through entity
must also monitor the activities of the subrecipient as necessary to ensure that
the subaward is used for authorized purposes, in compliance with Federal
statutes, regulations, and the terms and conditions of the subaward, and that
subaward performance goals are achieved. Monitoring of the subrecipient must
include reviewing financial and performance reports; following-up and ensuring
that the subrecipient takes timely and appropriate action on all deficiencies
pertaining to the Federal award detected through audits, on-site reviews, and
other means; and issuing management decisions as required by 2 CFR 200.521.

2 CFR 200.521 — Management decision — The pass-through entity is responsible
for issuing a management decision for audit findings pertaining to the Federal
award within 6 months of acceptance of the audit report by the Federal Audit
Clearinghouse. The management decision must clearly state whether or not the
audit finding is sustained, the reasons for the decision, and the expected auditee
action to repay disallowed costs, make financial adjustments, or take other action.

42 USC 9914(a) — Monitoring of eligible entities — In order to determine whether
eligible entities meet the performance goals, administrative standards, financial
management requirements, and other requirements of a State, the State shall
conduct a full onsite review of eligible entities at least once during each 3-year
period.

FCOM CSBG Policies and Procedures Manual — A risk assessment of each
subrecipient was to be completed annually using a standard risk assessment
form. Subrecipients with a high risk score were to be monitored within a year of
completion of the risk assessment and subrecipients with a medium or low risk
score were to be monitored based on a schedule established by FCOM.

During the 2022-23 fiscal year, FCOM provided $33,254,649 in CSBG funds to
27 subrecipients. According to FCOM’s monitoring schedule, 12 subrecipients
were to be monitored during the 2022-23 fiscal year. We requested from FCOM
documentation of FCOM’s evaluation of each subrecipient's risk of
noncompliance with Federal statutes, regulations, and the terms and conditions
of the subaward and documentation of the monitoring conducted for 3 of the
12 subrecipients. In response to our request, FCOM management indicated that
the risk assessment form required by FCOM policies and procedures was not
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completed for any subrecipient and, instead, FCOM provided another risk
assessment form where risk factors were to be assessed for each subrecipient
by staff in both the CSBG program office and the Financial Monitoring and
Accountability office. Our review of the risk assessment form completed for the
subrecipients disclosed, however, that certain risk factors (e.g., the results of
other audits) were not assessed. Consequently, FCOM could not demonstrate
that subrecipients had been monitored in accordance with a complete
assessment of the risk of noncompliance with Federal statutes, regulations, and
the terms and conditions of the subaward.

Our inquiries of FCOM management also disclosed that FCOM did not monitor
one of the subrecipients included on the 2022-23 fiscal year monitoring schedule,
nor had FCOM monitored the subrecipient since September 2018. The
subrecipient expended over $1.1 million in CSBG funds during the 2022-23 fiscall
year. Additionally, our examination of FCOM records for 4 of the 27 subrecipients
found that FCOM issued the management decision for 1 of the 4 subrecipients’
audit findings 40 days late.

According to FCOM management, due to oversight, the CSBG program office,
responsible for monitoring the subrecipients for compliance with Federal statutes,
regulations, and the terms and conditions of the subaward, did not require all risk
factors to be assessed.

In addition, FCOM did not monitor the subrecipient within the past 3 years
because an audit of the subrecipient was being conducted by FCOM'’s Inspector
General's Office; however, our inquiries of the Inspector General's Office
disclosed that the purpose of the Inspector General’s audit was not to satisfy the
Federal monitoring requirements and that the audit was not completed and would
not be completed within the near future. According to FCOM management,
FCOM did not issue the management decision for the other subrecipient to
ensure that no communications contradicted findings noted from FCOM'’s
ongoing monitoring engagement.

Absent a complete evaluation of each subrecipient’s risk of noncompliance and
timely monitoring of all subrecipients based on the results of the risk assessment,
FCOM cannot adequately ensure that the subaward is used for authorized
purposes in compliance with Federal statutes, regulations, and the terms and
conditions of the subaward, and that subaward performance goals are achieved.
Additionally, absent the timely issuance of management decisions for all audit
findings pertaining to a Federal award, FCOM cannot demonstrate compliance
with Federal regulations providing for subrecipients to be notified of whether an
audit finding is sustained, the reasons for the decision, and the expected auditee
corrective action.

We recommend that FCOM update the CSBG Policies and Procedures Manual
to reflect current risk assessment procedures. FCOM should also ensure that all
risk factors are used to evaluate each subrecipient’s risk of noncompliance for the
purpose of determining the appropriate subrecipient monitoring and conduct
subrecipient monitoring based on a complete risk assessment and within
prescribed time frames. We also recommend that FCOM ensure that
management decisions are issued within 6 months of acceptance of the audit
report by the Federal Audit Clearinghouse.

FloridaCommerce will update the CSBG Policies and Procedures Manual to
reflect current risk assessment procedures and ensure that all risk factors are
used in determining the scope and timing of subrecipient monitoring.
FloridaCommerce will also ensure that all management decisions are issued
within 6 months of acceptance of the audit report in the Federal Audit
Clearinghouse.
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2023-038
93.658
Foster Care Title IV-E

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Payment Rate Setting and
Application

Florida Department of Children and Families (FDCF)

2202FLFOST 2022 and 2302FLFOST 2023

N/A
Significant Deficiency

FDCF change management controls need improvement to ensure that all Florida
Safe Families Network system (FSFN) program code changes are managed by,
and do not bypass, the FDCF change management process.

Effective change management controls are intended to ensure that all program
code changes are properly authorized, tested, and approved for implementation
into the production environment.

FSFN is the State’s official Statewide Automated Child Welfare Information
System and the FDCF’s official recordkeeping system for youth protective
investigations and youth welfare casework. To evaluate the appropriateness of
FDCF change management controls for FSFN program code changes, we
requested a system-generated list of all program code changes implemented into
production during the 2022-23 fiscal year. However, the FDCF was unable to
provide a system-generated list of all program code changes implemented into
the FSFN production environment.

According to FDCF management, the FDCF relies on a secondary system,
policies, and procedures that restrict applicable staff from implementing FSFN
changes that have not been approved in the ticketing system. Notwithstanding
the FDCF’s secondary change management systems and policies and
procedures, without a system-generated list of program changes implemented
into the production environment and a reconciliation of the list of program
changes to the ticketing system that ensures that all implemented changes were
properly tested and approved, FDCF management has limited assurance that
unauthorized changes were not implemented.

Absent effective change management controls to ensure that all program code
changes are properly authorized, tested, and approved for implementation into
the production environment, the risk that unauthorized program code changes
may be implemented into the FSFN production environment is increased.

We recommend that FDCF management enhance change management controls
to ensure that all FSFN program code changes are managed by, and do not
bypass, the FDCF change management process.

FDCF does not concur with Finding 2023-038. FDCF code validation process is
managed by Quality Implementation & Control (QIC) staff who control FSFN
system program code deployments, including initiating the following status
reporting activities: audit software baselines, conduct implementation
measurements, and retain data for monitoring, and reviewing and/or audit
software configuration management activities and work products. FDCF has
revised the notification process to route change management control inquires to
the appropriate staff to provide evidentiary confirmation that no unauthorized
program code changes bypass the FDCF change management process.
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Follow-Up to Management’s FDCF management indicated in their written response that the FDCF does not
Response concur with Finding 2023-039 and noted various controls designed to ensure that
no unauthorized FSFN program code changes bypass the FDCF change
management process. Notwithstanding, despite numerous requests during the
audit, the FDCF did not provide a system-generated list of all program code
changes implemented into the FSFN production environment, which is necessary
to validate that all implemented changes were properly authorized, tested, and
approved for implementation into the production environment and did not bypass
established change management controls. Consequently, the finding and related
recommendation stand as presented.
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2023-039
93.658
Foster Care — Title IV-E

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Payment Rate Setting and
Application

Florida Department of Children and Families (FDCF)

2202FLFOST 2022; 2302FLFOST 2023

N/A
Significancy Deficiency

Certain security controls related to user authentication for the Florida Safe
Families Network system (FSFN) need improvement to ensure the confidentiality,
integrity, and availability of FSFN data and related information technology (IT)
resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

FSFN is the State’s official Statewide Automated Child Welfare Information
System and the FDCF’s official recordkeeping system for youth protective
investigations and youth welfare casework. Our audit disclosed that certain
security controls related to FSFN user authentication need improvement. We are
not disclosing the specific details of the issues in this report to avoid the possibility
of compromising FSFN data and related IT resources. However, we have notified
appropriate FDCF management of the specific issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising FSFN data and related IT resources.

Appropriate user authentication controls for FSFN are necessary to decrease the
risk that unauthorized individuals may gain access to the system and compromise
the confidentiality, integrity, and availability of FSFN data and related IT
resources.

We recommend that FDCF management improve certain security controls related
to FSFN user authentication to ensure the confidentiality, integrity, and availability
of FSFN data and related IT resources.

In September 2023, FDCF began deploying a multi-phase modernization initiative
to completely replace and decommission the FSFN legacy system by the end of
State Fiscal Year (SFY) 2026-27. Also, by the end of SFY 2026-27, FDCF is
introducing a modern child welfare solution that meets federal Comprehensive
Child Welfare Information System (CCWIS) requirements and ensures the
confidentiality, integrity, and availability of Child Welfare information and related
IT resources.

Page 84

Report No. 2024-174
March 2024



U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

Cause

2023-040
93.658
Foster Care — Title IV-E

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Payment Rate Setting and
Application

Florida Department of Children and Families (FDCF)

2202FLFOST 2022; 2302FLFOST 2023

N/A
Significancy Deficiency

The FDCF did not always timely deactivate Florida Safe Families Network system
(FSFN) access privileges for employees who separated from FDCF employment.

Florida Department of Management Services Rule 60GG-2.003(1) — Florida
Administrative Code — Agency information owners are to review access rights
(privileges) periodically based on system categorization or assessed risk and
ensure that information technology (IT) access is removed when access to the
IT resource is no longer required.

Periodic reviews of access privileges help ensure that only authorized users have
access and that the access privileges provided to each account remain
appropriate. An effective periodic review consists of identifying the current
access privileges of system users and services and evaluating the assigned
access privileges to ensure that they align with user job responsibilities.

FSFN is the State’s official Statewide Automated Child Welfare Information
System and the FDCF’s official recordkeeping system for youth protective
investigations and youth welfare casework. To obtain an understanding of FSFN
user access privilege review processes, we inquired of FDCF management who
indicated that, during the 2022-23 fiscal year, the FDCF did not complete a review
of the appropriateness of FSFN user access privileges.

Our review of user access and employment records for the 435 FSFN user
accounts assigned to FDCF employees whose access privileges were
deactivated during the period July 2022 through May 2023 and who had
separated from FDCF employment disclosed that the FDCF did not timely
deactivate the access privileges for 311 of the FSFN users. Specifically, the
users’ access privileges were deactivated 2 to 237 days (an average of
20 days) after employment separation. Although requested, the FDCF could not
provide documentation evidencing whether the 311 user accounts were used to
access FSFN subsequent to the users’ employment separation.

Also, our review of user access and employment records for the 5,849 FDCF
employees with active FSFN user accounts as of May 31, 2023, found that the
FDCF had not deactivated the access privileges for 250 users, although
2 to 335 days (an average of 189 days) had elapsed since the users’ employment
separation. Although requested, the FDCF could not provide documentation
evidencing whether the FDCF had taken action to deactivate the 250 user
accounts subsequent to our audit inquiry, or whether the 250 user accounts were
used to access FSFN subsequent to the users’ employment separation.

According to FDCF management, the FDCF did not have a process to effectively
manage and control access to FSFN.
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Periodic reviews of the appropriateness of FSFN user access privileges and the
documented prompt deactivation of FSFN user access privileges upon an
employee’s separation from FDCF employment would provide FDCF
management assurance that user access privileges are authorized and remain
appropriate and limit the potential for unauthorized disclosure, modification, or
destruction of FDCF data and IT resources by former employees or others.

We recommend that FDCF management establish a process and related controls
to manage and control access to FSFN, including the documented performance
of periodic reviews of the appropriateness of FSFN user access privileges and
the timely deactivation of FSFN user access privileges upon a user’s separation
from FDCF employment.

FDCF continues to evaluate current policies and processes, including but not
limited to educational materials (DCF Security Awareness Training),
separation/deboarding guidance, and technological capabilities that support and
document the deactivation of system users' access privileges when access is no
longer appropriate. FDCF has implemented a provisioning/de-provisioning tool
that includes a periodic review functionality for network accounts (Active
Directory, specialized profiles) and will continue to collaborate with business
stakeholders. By September 30, 2024, based on the results of this analysis,
FDCF will develop a plan to enhance application-level (FSFN system)
management controls which facilitate and document periodic reviews.
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2023-041
93.658
Foster Care — Title IV-E

Eligibility and Special Tests and Provisions — Payment Rate Setting and
Application
Florida Department of Children and Families (FDCF)

2202FLFOST and 2302FLFOST

No

Noncompliance and Significant Deficiency

Questioned Costs — $73,076.70 ($18,310.45 2202FLFOST and $54,766.25
2302FLFOST)

FDCF records did not always evidence that Foster Care — Title IV-E (Title IV-E)
maintenance payments were calculated correctly and authorized.

42 USC 671 (a)(11) — State plan for foster care and adoption assistance — In order
for a State to be eligible for payments, it shall have a plan approved by the Secretary
that provides for periodic review of the standards for foster family homes and child
care institutions and amounts paid as foster care maintenance payments and
adoption assistance to assure their continuing appropriateness.

45 CFR 1356.21(m)(1) — Review of payments and licensing standards — The Title
IV-E agency must review at reasonable, specific time-limited periods to be
established by the agency the amount of payments made for foster care
maintenance to assure their continued appropriateness, and that the amount made
to a licensed or approved relative or kinship foster family home is the same as the
amount that would have been made if the child was placed in a licensed or approved
non-relative foster home.

Section 409.145(3), Florida Statutes — Room and Board Rates — Room and board
rates (i.e., maintenance payments) shall be paid to foster parents, including relative
and nonrelative caregivers. The amount of the monthly room and board rate may
be increased upon agreement among the FDCF, the community-based care lead
agency (CBC), and the foster parent.

The FDCF contracts with CBCs to provide certain Title IV-E child welfare services.
The FDCEF is responsible for determining eligibility for Title IV-E and providing the
parameters for which the CBCs are to use to establish Title IV-E maintenance
payment rates for eligible children. In addition to the standard maintenance
payments established in State law, the FDCF also allows for enhancement
payments to be paid on behalf of a child for short or long-term needs that would not
otherwise be covered by the maintenance rate payments that are established in
State law.

During the 2022-23 fiscal year, the FDCF expended approximately $66 million in
Title IV-E funds for maintenance payments. Our examination of records for 40
selected monthly foster care maintenance payments made during the 2022-23 fiscal
year disclosed that:

e For one maintenance payment, the amount paid on behalf of the child for
August 2022 totaled $5,487; however, the payment should have been $1,802.21,
resulting in a $3,684.79 overpayment. According to FDCF management, during
the 2022-23 fiscal year, the amount paid on behalf of the child exceeded the
authorized amount by $43,058.30.

e For one maintenance payment, the amount paid on behalf of the child for
October 2022 totaled $527.93; however, the payment should have been
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$517.94, resulting in an overpayment of $9.99. According to FDCF
management, during the 2022-23 fiscal year, the amount paid on behalf of the
child exceeded the authorized amount by $32.88.

e For one maintenance payment, the amount paid on behalf of the child for
March 2023 totaled $290.95; however, the payment should have been $335.41,
resulting in an underpayment of $44.46. According to FDCF management,
during the 2022-23 fiscal year, the amount paid on behalf of the child was less
than the authorized amount by $266.76.

e For one maintenance payment, the amount paid on behalf of the child during the
2022-23 fiscal year included an enhanced rate of $80.88 per day; however, the
FDCF could not provide documentation supporting how the $80.88 was
calculated. According to FDCF management, during the 2022-23 fiscal year, the
amount paid on behalf of the child exceeded the authorized amount by
$29,985.52.

According to FDCF management, while the FDCF did have procedures to review
maintenance payments that did not equal the standard maintenance payments
established in State law, the review did not identify these errors.

Absent an effective review by the FDCF of all maintenance payments not equal to
the maintenance payment amount established in State law, unallowable or incorrect
maintenance payments could be paid on behalf of a child.

We recommend that the FDCF enhance review procedures to ensure that enhanced
maintenance payments are paid in accordance with State law and are allowable.

FDCEF is in the process of collaborating with Lead Agencies to clarify and, where
needed, provide additional training and resources related to claiming and ensuring
appropriate payments are made.
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2023-042

93.667

93.959 (Includes COVID-19 Awards)

Social Services Block Grant (SSBG)

Block Grants for Prevention and Treatment of Substance Abuse (SAPT)
Period of Performance

Florida Department of Children and Families (FDCF)

2301FLSOSR and 1B08T1085798-01

No

Noncompliance and Significant Deficiency
Questioned Costs - $40,537 (2301FLSOSR) and
$3,893,833 (1B08TI085798-01)

Report No. 2023-174, Finding No. 2022-047

FDCF expenditures charged to SSBG and SAPT program grants were not
incurred during the authorized period of performance.

42 USC 1397a(c) — Payments to States — Payments to a state from its allotment
for any fiscal year must be expended by the state in such fiscal year or in the
succeeding fiscal year.

42 USC 300x-62 — Availability to States of grant payments — Any amounts paid
to a State for a fiscal year shall be available for obligation and expenditure until
the end of the fiscal year following the fiscal year for which the amounts were
paid.

During the 2022-23 fiscal year, the FDCF expended $93,740,615 and
$163,521,108 in Federal funds for the SSBG and SAPT programs, respectively.
Our analysis and examination of records related to selected SSBG and SAPT
program expenditures paid by the FDCF during the 2022-23 fiscal year disclosed
five SSBG expenditures totaling $40,537 and three SAPT expenditures totaling
$3,893,833 that were incurred prior to the authorized period of performance.

According to FDCF management, due to a lack of an automated process to
ensure that grant funds are only used for expenditures incurred during the correct
period of performance, expenditures are manually reviewed. Due to a shortage
of staff available to perform the manual review, the expenditures were not
identified as being charged to the incorrect grant.

Expenditures charged to a Federal award that were not incurred during the
authorized period of performance could be subject to disallowance by the Federal
grantor agency.

We recommend that the FDCF ensure that costs are attributable to the authorized
period of performance and are charged to the correct grant. We also recommend
that the FDCF review expenditure data and records to determine the total costs
that were charged to the grants in error.

Cost identified to the incorrect period of performance will be corrected by manual
adjustment to the correct grant year.
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2023-043
93.667
Social Services Block Grant (SSBG)

Reporting
Florida Department of Children and Families (FDCF)

2201FLSOSR 2022 and 2301FLSOSR 2023

N/A
Opinion Qualification and Material Weakness
Report No. 2023-174, Finding No. 2022-048

The FDCF did not maintain documentation supporting the total number of recipients
of selected SSBG services included in the Post-Expenditure Report submitted to
the Office of Community Services and incorrectly reported the total number of
recipients of Day Care Children and Education and Training services.

42 USC 1397e — Administrative and fiscal accountability — Each State shall prepare
reports on its activities carried out with SSBG funds.

45 CFR 96.74 — Annual reporting requirements — Each State must submit an annual
report that includes data such as the number of individuals who receive services
paid for in whole or part with Federal funds under the SSBG.

The Post-Expenditure Report provides information to the Office of Community
Services such as the number of individuals who receive services paid for in whole
or part with Federal funds under the SSBG and the amount of SSBG funds spent
in providing each service. As part of our audit, we requested from the FDCF
documentation supporting the total number of recipients reported in the 2022
Post-Expenditure Report submitted to the Office of Community Services during the
2022-23 fiscal year. However, the FDCF was unable to provide documentation
supporting the reported total number of recipients of the services listed in the table
below because the data used to prepare the Report had not been maintained.

Total Reported

Service Supported Number of

with SSBG Expenditures Recipients
Foster Care Services — Children 34,108
Information and Referral 2,714,229
Protective Services — Adults 45,105
Protective Services — Children 205,961

In addition, the reported number of recipients for the services listed below was
incorrect:

Total Per Audit
Service Supported Reported Total
with SSBG Number of  Number of
Expenditures Recipients Recipients
Day Care — Children 698,797 698,987
Education and Training 599,522 596,522
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According to FCDF management, documentation supporting the reported number
of recipients could not be provided because the data used to prepare the
Post-Expenditure Reports changes over time and the FCDF had not established
procedures for maintaining the data. In addition, the total number of recipients of
Day Care Children and Education and Training services was reported in error due
to employee oversight.

Absent procedures for retaining documentation supporting information included in
the Post-Expenditure Report, the FDCF cannot demonstrate that information
reported to the Office of Community Services is complete and accurate. In addition,
the total of number of recipients of Day Care Children and Education and Training
services was incorrectly reported.

We recommend that the FDCF establish procedures for maintaining the data used
as the basis to report information in the Post-Expenditure Report and enhance
controls to ensure that amounts reported are complete and accurate.

FDCF has established procedures for preparing the SSBG Post-Expenditure
Report. The basis used to determine the number of recipients will be included in
the data provided by the various State agencies and DCF programs. These data
will be maintained in a Revenue Management shared drive.

Report No. 2024-174
March 2024

Page 91



Finding Number 2023-044 Not Used.
U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number
Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

2023-045
93.767 (Includes COVID-19 Awards)
Children’s Health Insurance Program (CHIP)

Reporting
Florida Agency for Health Care Administration (FAHCA)

2205FL5021 2022 and 2305FL5021 2023

N/A
Opinion Qualification and Material Weakness
Report No. 2023-174, Finding No. 2022-049

The FAHCA did not always report or timely and accurately report subaward
information required by the Federal Funding Accountability and Transparency Act
(FFATA) in the Federal Funding Accountability and Transparency Act Subaward
Reporting System (FSRS).

2 CFR 170, Appendix A — Reporting Subawards and Executive Compensation —
Unless otherwise exempt, you must report each action that equals or exceeds
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal
agency. For subaward information, reporting must occur no later than the end of
the month following the month in which the obligation was made.

During the 2022-23 fiscal year, the FAHCA initiated with one subrecipient
six subaward actions totaling approximately $674 million in CHIP funds. As part
of our audit, we examined FAHCA records and subaward information in the FSRS
and noted that the FAHCA did not report two of the subawards totaling
$1,972,364 in the FSRS. Additionally, instead of reporting the other
four subawards totaling $671,582,970 in the FSRS by the end of the month
following the month in which the obligation was made, the FAHCA reported the
actions in July 2023, 1 to 2 months after the reporting was due. Also, the
subaward obligation date/action date and subaward number reported in the
FSRS for each of the four subawards were incorrect.

According to FAHCA management, the FAHCA did not report the two subawards
in the FSRS due to internal miscommunication between operational units.
FAHCA management also indicated that, due to processes established by the
prior administration, a lack of understanding of FFATA reporting requirements by
the current administration, and employee oversight, the FAHCA did not
accurately and timely report information for the other four subawards.

Absent effective controls, the FAHCA cannot ensure that information for all
subawards is appropriately and timely reported in the FSRS in accordance with
FFATA.

We recommend that the FAHCA enhance FFATA reporting controls to ensure
that all required subaward information is timely and accurately reported in the
FSRS for all subawards.

The FAHCA concurs with the recommendation. The Grants Management Section
within the Bureau of Financial Services will update its FFATA procedures to follow
the federal regulations of reporting by the end of the month after the month in
which a subaward is received.
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2023-046

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Children’s Health Insurance Program (CHIP)

Medicaid Cluster

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Automated Data Processing Risk
Analysis and System Security Review; and Provider Eligibility (Screening and
Enroliment)

Florida Agency for Health Care Administration (FAHCA)

2205FL5021 2022 and 2023

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A

Significant Deficiency

Report No. 2023-174, Finding No. 2022-035

Certain security controls related to user authentication for the Florida Medicaid
Management Information System (FMMIS) need improvement to ensure the
confidentiality, integrity, and availability of FMMIS data and related information
technology (IT) resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of system data and related IT resources.

FMMIS is used to enroll and reimburse providers and maintain eligibility and
provider enroliment data for the CHIP and Medicaid program. Our audit disclosed
that certain security controls related to FMMIS user authentication need
improvement. We are not disclosing the specific details of the issues in this report
to avoid the possibility of compromising FMMIS data and related IT resources.
However, we have notified appropriate FAHCA management of the specific
issues.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising FMMIS data and related IT resources.

Appropriate user authentication controls for FMMIS are necessary to decrease
the risk that unauthorized individuals may gain access to the system and
compromise the confidentiality, integrity, and availability of FMMIS data and
related IT resources.

We recommend that FAHCA management improve certain security controls
related to FMMIS user authentication to ensure the confidentiality, integrity, and
availability of FMMIS data and related IT resources.

The FAHCA concurs that appropriate user authentication controls for FMMIS are
necessary to decrease the risk that unauthorized individuals may gain access to
the system and compromise the confidentiality, integrity, and availability of
FMMIS data and related IT resources.
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2023-047
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Eligibility
Florida Department of Children and Families (FDCF)
2205FL5MAP 2022 and 2305FL5MAP 2023

No

Opinion Qualification and Material Weakness

Questioned Costs — $6,614 (Federal share $5,064: 2205FL5MAP — $1,358 and
2305FL5MAP — $3,706)

The FDCF did not always terminate Medicaid client eligibility in accordance with
Federal regulations.

42 CFR 435.926(d)(2) — Applicability — A child’s eligibility may not be terminated
during a continuous eligibility period, regardless of any changes in circumstances,
unless the child or child’s representative requests a voluntary termination of
eligibility.

The Florida Agency for Health Care Administration (FAHCA) uses the Florida
Medicaid Management Information System (FMMIS) to reimburse providers and
maintain eligibility information for Medicaid clients. During the 2022-23 fiscal
year, the FAHCA made payments for Medicaid services totaling approximately
$14.4 billion on behalf of approximately 6.1 million Medicaid clients whose
eligibility was determined by the FDCF. The FDCF uses the Florida Online
Recipient Integrated Data Access (FLORIDA) system as a public assistance
eligibility determination system. As part of our audit, we examined FDCF records
for 125 selected Medicaid clients, including 60 children, who received Medicaid
services during the 2022-23 fiscal year to determine whether the clients were
eligible for the Medicaid services. Our examination disclosed that the FDCF did
not terminate eligibility for 3 children whose termination from Medicaid services
was voluntarily requested by the child or the child’s representative prior to the
2022-23 fiscal year. During the 2022-23 fiscal year, the FAHCA paid $6,614 in
Medicaid benefits on behalf of these Medicaid clients.

FDCF management indicated that eligibility was terminated in the FLORIDA
system for all three clients; however, the eligibility termination information was not
transmitted to FMMIS due to the implementation of policies related to the
COVID-19 public health emergency.

Absent effective FDCF eligibility controls, payments may be made to ineligible
Medicaid clients.

We recommend that the FDCF enhance controls to ensure that Medicaid client
eligibility is terminated in accordance with Federal regulations and such
termination information is transmitted to FMMIS.

FDCF along with the Florida Agency for Health Care Administration (FAHCA)
implemented temporary Medicaid policies and procedures to comply with the
Public Health Emergency (PHE) continuous coverage requirements. FDCF
implemented a file process with FAHCA as a control to ensure PHE continuous
coverage ended for certain PHE allowable Medicaid reasons (voluntary
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termination, no longer a Florida resident, etc.). The three identified cases were
processed prior to the implementation of this process.

The Medicaid coverage group for the three identified cases were closed and a
financial adjustment will be made for any payments specific to these cases.
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2023-048
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Matching, Level of Effort, Earmarking

Florida Agency for Health Care Administration (FAHCA)
2205FL5MAP 2022, 2205FL5ADM 2022, 2305FL5MAP 2023, and
2305FL5ADM 2023

No

Noncompliance and Significant Deficiency

Report No. 2023-174, Finding No. 2022-053

FAHCA State match calculations were not always accurate or reviewed by
management.

45 CFR 75.303 - Internal controls — The non-Federal entity must establish and
maintain effective internal control over the Federal award that provides
reasonable assurance that the non-Federal entity is managing the Federal award
in compliance with Federal statutes, regulations, and the terms and conditions of
the Federal award.

45 CFR 75.306(b) — Cost sharing or matching — For all Federal awards, any
shared costs or matching funds and all contributions, including cash and third
party in-kind contributions, must be accepted as part of the non-Federal entity’s
cost sharing or matching when such contributions meet all of the following criteria:
(1) are verifiable from the non-Federal entity’s records; (2) are not included as
contributions for any other Federal award; (3) are necessary and reasonable for
accomplishment of project or program objectives; (4) are allowable under subpart
E of this part; (5) are not paid by the Federal Government under another Federal
award, except where the Federal statute authorizing a program specifically
provides that Federal funds made available for such program can be applied to
matching or cost sharing requirements of other Federal programs; (6) are
provided for in the approved budget when required by the Federal awarding
agency; and (7) conform to other provisions of this part, as applicable.

FAHCA Grant Reporting Administrative Match Procedural Checklist
FAHCA State Match Report Procedures

For the Federal fiscal year ended September 30, 2022, the FAHCA was required
to provide non-Federal contributions totaling $10,799,393,688 as matching
expenditures ($10,558,025,795 for medical assistance payments (MAP) and
$241,367,893 for administrative costs). According to FAHCA records, matching
expenditures totaled $14,920,603,788 ($14,643,368,951 for MAP and
$277,234,837 for administrative costs). Although the FAHCA met the matching
requirement, our review of FAHCA workbooks supporting the calculations of
non-Federal contributions claimed as matching expenditures for the MAP and
administrative costs found that the calculations were not always accurate.
Specifically:

e For the MAP matching expenditures, the FAHCA used a 61.47 percent
Federal Medical Assistance Percentage (FMAP) for quarter 1 and a
67.67 percent FMAP for quarters 2 through 4 to calculate the match, instead
of the approved 67.23 percent FMAP. In addition, the FAHCA incorrectly
calculated the MAP matching amount for the Medicaid Part B premiums,
understating it by $21,878,029. As a result of these errors, the overall MAP
matching calculation was overstated by $446,957,697.
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e The administrative costs match of in-kind contributions was understated by
$624,833.

Additionally, FAHCA records did not evidence that the MAP matching calculations
were reviewed by a supervisor.

FAHCA management indicated that the calculation errors were due to employee
oversight. Additionally, FAHCA procedures did not require the calculation for
MAP matching expenditures to be reviewed by a supervisor.

Absent appropriate controls, including supervisory reviews, the FAHCA cannot
ensure that the required matching expenditures were complete and accurate.

We recommend that FAHCA management enhance policies and procedures to
ensure that all matching contribution calculations and amounts are subject to
supervisory review.

The FAHCA concurs with the recommendation. The Grants Management Section
within the Bureau of Financial Services has begun updating its procedures to
ensure that the calculations capture the correct FMAP rates for each quarter and
that there is supervisory review in the process.
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2023-049
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Special Tests and Provisions — Inpatient Hospital and Long-Term Care Facility
Audits
Florida Agency for Health Care Administration (FAHCA)

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A
Opinion Qualification and Material Weakness

The FAHCA did not ensure that State mental health hospital cost report audits
were timely reviewed in accordance with the approved Medicaid State Plan and
Federal regulations.

42 CFR 447.252(a) — State plan requirements — The plan must provide that the
requirements of this subpart are met.

42 CFR 447.253(g) — Audit requirements — The Medicaid agency must provide
for periodic audits of the financial and statistical records of participating providers.

Florida Medicaid State Plan — Florida Title XIX Inpatient Hospital Reimbursement
Plan, Version XXLI — Audits — FAHCA shall desk audit all cost reports within
12 months of receipt from FAHCA'’s designated contractor.

During the 2022-23 fiscal year, the FAHCA contracted with a certified public
accounting (CPA) firm to conduct cost report audits for the three State mental
health hospitals participating in the Florida Medicaid program. As part of our
audit, we examined FAHCA records and found that, while on June 29, 2022, the
FAHCA received the three State mental health hospital cost report audits for the
fiscal year ended June 30, 2020, the FAHCA did not perform a desk audit of the
cost report audits within 12 months after receipt.

FAHCA management indicated that the cost report audit process was not
completed within 12 months of report receipt from the CPA firm due to vacancies
and increased workload.

Absent timely completion of desk audits of cost report audits, the FAHCA cannot
demonstrate compliance with the approved Medicaid State Plan or Federal
regulations.

We recommend that FAHCA management ensure that desk audits of cost report
audits are timely conducted in accordance with the approved Medicaid State Plan
and Federal regulations.

The FAHCA acknowledges the importance of completing the cost report audits
within a 12 month period after receipt from FAHCA's designated contractor.
FAHCA management will ensure that desk audits are completed timely.
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2023-050
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Special Tests and Provisions — Provider Health and Safety Standards
Florida Agency for Health Care Administration (FAHCA)

2205FL5001 2022 and 2305FL5001 2023

No
Opinion Qualification and Material Weakness

The FAHCA did not always conduct health and life safety surveys in accordance
with Federal regulations and established procedures.

42 CFR 442.109(a) — Certification period for ICF/IIDs — The State Survey Agency
must conduct a survey of each intermediate care facility for individuals with
intellectual disabilities (ICF/IID) not later than 15 months after the last day of the
previous survey.

42 CFR 488.308 — Survey Frequency — The survey agency must conduct a
standard survey of each nursing facility (NF) not later than 15 months after the
last day of the previous survey.

42 CFR 482.11 — Condition of participation: Compliance with Federal, State and
local laws — The hospital must be licensed or approved as meeting standards for
licensing established by the agency of the State or locality responsible for
licensing hospitals.

U.S. Department of Health and Human Services (USDHHS), Centers for
Medicare and Medicaid Services (CMS), Fiscal Year 2023 Mission and Priorities
document (MPD) — All NFs and ICF/IIDs are subject to a standard survey that is
completed no later than 15.9 months after the previous standard survey.

USDHHS CMS Fiscal Year 2022 State Performance Standards System (SPSS)
Guidance — Fiscal Year 2022 SPSS Measures — Between November 30, 2021,
and September 30, 2022, State agencies should reduce the number of past-due
standard recertification surveys by at least 50 percent.

USDHHS CMS State Operations Manual — Chapter 3 — Additional Program
Activities — Within 10 working days, the State agency is to deliver to the provider
a warning letter and Form CMS 2567 containing the deficiencies.

FAHCA Division of Health Quality Assurance Scheduling and Staffing Protocol —
Survey Scheduling Criteria — Nursing homes and ICF/IIDs are to be surveyed no
later than 15.9 months from the last survey date. All hospitals are to be surveyed
no later than 27.9 months from the last survey date.

During the 2022-23 fiscal year, the FAHCA surveyed 1,074 facilities (779 nursing
homes, 10 non-deemed hospitals, 117 deemed hospitals, and 168 ICF/IIDs). As
part of our audit, we examined FAHCA records for 25 selected facilities
(18 nursing homes, 1 non-deemed hospital, 3 deemed hospitals, and 3 ICF/IIDs)
and found that the FAHCA did not always conduct health and life safety surveys
in accordance with Federal regulations and established procedures. Specifically:

For 11 of 21 applicable facilities (nursing homes and ICF/IIDs), the FAHCA
completed the health and life safety surveys 18.45 to 22.77 months (an average
of 20.13 months) after the last day of the previous survey.
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The FAHCA completed the health survey for the non-deemed hospital
41.1 months after the last day of the previous survey.

For 24 of 39 applicable health and life safety surveys of the facilities with cited
deficiencies, the FAHCA delivered the warning letter and Form CMS 2567 to the
facilities 11 to 18 business days (an average of 13 business days) following the
survey.

In addition, the FAHCA did not reduce the number of past-due standard
recertification surveys by at least 50 percent by September 30, 2022.

According to FAHCA management, the post-pandemic recovery and staffing
shortages resulted in longer survey intervals and noted delays.

Absent the timely completion of health and life safety surveys, the FAHCA cannot
ensure that all hospitals, nursing homes, and ICF/IIDs that serve Medicaid
recipients meet the prescribed health and safety standards or that noncompliant
facilities take appropriate actions to timely correct deficiencies.

We recommend that FAHCA management timely complete health and life safety
surveys in accordance with Federal regulations and established procedures.

Since the initiation of the public health emergency (PHE) in 2020, the State
Agency (SA) workload has grown for a number of reasons. Foremost, on
March 4, 2020 the Centers for Medicare and Medicaid Services (CMS)
suspended routine survey activity not related to immediate jeopardy (IJ)
complaints and infection control relating to IJ complaints. On August 17, 2020,
CMS authorized the return to additional survey activities, as states are ready for
re-opening activities; this was not a hard return to survey activity date, dependent
on the public health situation in any given state and region within a state. This
minimum five and a half month mandated pause on most survey workload caused
the SA to be delayed in completing routine surveys. CMS did not stop the clock
while surveys were on hold, rather the timeframes kept running, as though we
were able to survey, which we were not. This delay would cause a facility that
was already at 11 months (ICF or SNF) at the point of the suspension of survey
activities to be late as soon as we were able to resume a normal workload.
Understandably, this caused a “snowball effect” causing delays in all survey
activity which still impacts the Agency today. There is no way to compensate for
this time taken from us with no accommodations.

In addition, through federal fiscal year (FFY) 2022-2023, CMS mandated a new
type of survey, not accounted for in the federal workload. This was a focused
infection control (FIC) survey. During the FFY for this review period, there were
188 of these mandatory FIC surveys, taking away resources from routine survey
work with mandatory timeframes. CMS continuously stated in meetings with state
leadership from across the country that the FIC surveys and high priority
complaints were to take precedence over routine survey work, understanding
state survey agencies were all struggling with increased workload and the
unintended consequences of a federal mandate to halt workload.

As a result of the pausing of survey activity, newly hired staff could not receive
coaching in the field as part of their orientation. This caused another delay in
training staff to be able to survey, further exacerbating the negative impact on the
poorly thought-out federal plan to continue the clock on surveys while mandating
they all cease most survey activity. Training for surveyors can take upwards of a
year when surveys are being conducted without a pause. This would add at least
another six months to any orientation period for staff, given there was no option
for field experience for routine survey activity, which is a critical element of training
new staff so they may become fully functioning team members.

In addition, a loss of productivity occurred with office closures related to storm
activity (Hurricane lan) and additional holidays resulted in a loss of 12 working
days during FFY2022, a reduction of 4.6% of available days for staff to survey.
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As part of our federal work requirements, as outlined in the CMS Mission & Priority
Document state agencies are obligated to prioritize emergency management
activities. For Hurricane lan, our staff conducted 837 post incident assessment
surveys in impacted areas, significantly impacting our ability to conduct routine
survey activity. In anticipation of hurricane season, our staff also conducted
727 nursing home generator monitoring visits in nursing homes between May —
end of September 2022, in order to ensure safety of nursing home residents
during the time of a storm. These emergency management activities greatly
impact routine workload yet ensure the safety of Florida’s most vulnerable
citizens.

We have been working with our field offices to address late survey workload,
including those areas mentioned in the report. In our November 2023 meeting we
worked on ideas to address some nursing home surveys with the longest
timeframes since recertification. Multiple teams from throughout the state were
sent to our Clearwater office to address this concern.

Regarding not sending survey letters timely, staff will be reminded to use our
report “Current Surveys That Do Not Have an SOD (Statement of Deficiencies)
Sent Date” in Tableau to monitor. With that said, delays in sending reports
generally occur because supervisory staff require additional information from
surveyors upon reading of the draft report. This is a necessary delay to ensure a
fair and thorough report is provided. Although we will continue to strive to meet
the ten business day target, ensuring a quality report will remain a priority over
timely sending a report that does not meet quality standards.
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2023-051
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Special Tests and Provisions — Refunding of Federal Share of Medicaid
Overpayments to Providers
Florida Agency for Health Care Administration (FAHCA)

2305FL5MAP 2023

No
Noncompliance and Significant Deficiency
Questioned Costs — $503,316 (ALN 93.778 — Federal share $343,060.19)

The FAHCA did not always refund to the U.S. Department of Health and Human
Services, Centers for Medicare and Medicaid Services (CMS), the Federal share
of Medicaid overpayments made to providers in accordance with Federal
regulations.

42 CFR 433.320(a) — Basic requirements — The State Medicaid agency must
credit CMS with the Federal share of overpayments subject to recovery on the
earlier of (i) the Form CMS-64 submission due to CMS for the quarter in which
the State recovers the overpayment from the provider; or (ii) the Form CMS-64
due to CMS for the quarter in which the 1-year period following discovery ends.
If the State does not refund the Federal share of such overpayment, the State will
be liable for interest on the amount equal to the Federal share of the
non-recovered, non-refunded overpayment amount.

FAHCA CMS-64 Reporting Operating Procedures

During the 2022-23 fiscal year, the FAHCA closed 147 overpayment cases,
totaling $63,693,125, that were to be reported to CMS on Form CMS-64 for
refunding of overpayments. While Federal regulations require overpayments to
be reported no later than 1 year following the overpayment discovery, FAHCA
procedures required the total amount of identified overpayments to be reported
within 60 days of the final order date, regardless of actual collection of
overpayments. As part of our audit, we examined FAHCA records for 20 selected
closed overpayment cases and found that, for a $503,316 overpayment with a
final order dated August 30, 2022, the FAHCA did not report to CMS the
overpayment within 60 days as required by FAHCA procedures. Our further
evaluation of the overpayment disclosed that the FAHCA did not report to CMS
the overpayment by the required quarter ended September 2023. Subsequent to
our audit inquiry, on October 2, 2023, the FAHCA billed the overpayment and
scheduled it to be refunded to CMS for the quarter ended December 2023.

FAHCA management indicated that the overpayment was not reported to CMS
due to employee oversight.

Absent timely reporting of all identified overpayments to CMS, the FAHCA cannot
demonstrate compliance with Federal regulations and may be liable for interest
on the amount equal to the Federal share of the non-recovered, non-refunded
overpayment amount.

We recommend that FAHCA management enhance controls to ensure that all
identified overpayments are timely reported to CMS on Form CMS-64 in
accordance with Federal regulations.

The FAHCA concurs with the recommendation. Medicaid Accounts Receivable
(MAR) #36035 was not reported within 60 days of the final order. However, the
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adjustments were made pursuant to the final order and the overpayment was
reported on the CMS-64 Report for Quarter Ending 12/31/2023.

A spreadsheet reflecting the MAR CMS-64 Report for Quarter Ending 12/31/2023
has been provided as supporting documentation. The lines which correspond to
MAR #36035 have been highlighted in yellow on the related tabs.

Moving forward, the MAR Unit Supervisor will perform periodic checks to ensure
that final orders have been entered into the MAR Module within the SunFocus
System.
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2023-052

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Children’s Health Insurance Program (CHIP) and Medicaid Cluster

Special Tests and Provisions — Provider Eligibility (Screening and Enroliment)
Florida Agency for Health Care Administration (FAHCA)

2105FL5021 2021, 2205FL5021 2022, 2305FL5021 2023, 2205FL5MAP 2022,
and 2305FL5MAP 2023

N/A

Opinion Qualification and Material Weakness

Questioned Costs — Unknown

Report No. 2023-174, Finding No. 2022-051

The FAHCA did not check all required Federal databases to confirm the identity
of providers upon enroliment and reenroliment nor screen, enroll, or periodically
revalidate all network providers of Managed Care Organizations (MCOs), Prepaid
Inpatient Health Plans (PIHPs), and Prepaid Ambulatory Health Plans (PAHPSs)
in accordance with Federal regulations.

42 CFR 438.602(b)(1) — Screening and enrollment and revalidation of providers —
The State must screen and enroll, and periodically revalidate, all network
providers of MCOs, PIHPs, and PAHPs.

42 CFR 455.436 — Federal database checks — The State Medicaid agency must
(a) confirm the identity and determine the exclusion status of providers and any
person with an ownership or control interest or who is an agent or managing
employee of the provider through routine checks of Federal databases; (b) check
the Social Security Administration (SSA) Death Master File (DMF), the National
Plan and Provider Enumeration System (NPPES), the List of Excluded
Individuals/Entities, the Excluded Parties List System, and any such other
databases as the Secretary may prescribe; and (¢) consult appropriate databases
to confirm identity upon enroliment and reenroliment.

The FAHCA uses the Florida Medicaid Management Information System
(FMMIS) to enroll and reimburse providers, maintain provider enrollment data,
and perform Federal database checks for CHIP and Medicaid program providers.
During the 2022-23 fiscal year, the FAHCA paid fee for service claims and
managed care capitations totaling $31.4 billion in State and Federal funds to
66,221 providers enrolled in the CHIP and Medicaid program. As part of our
audit, we examined FAHCA records for 72 providers enrolled in the CHIP and
Medicaid program who received payments during the 2022-23 fiscal year to
determine whether the FAHCA completed the required Federal database checks
for these providers. Our examination disclosed that the FAHCA did not check the
SSA DMF during provider enroliment or reenroliment or the NPPES upon provider
reenrollment for any providers seeking enroliment or reenroliment in the CHIP or
Medicaid program during the 2022-23 fiscal year.

In addition, we inquired of FAHCA management and examined FAHCA records
to determine whether the FAHCA had screened, enrolled, and periodically
revalidated all network providers and found that, of the 9,311 network providers
enrolled with MCOs, PIHPs, or PAHPs as of July 1, 2022, 4,077 network
providers had provided CHIP or Medicaid program services during the 2022-23
fiscal year. However, although requested, the FAHCA was unable to provide
screening, enrollment, and revalidation documentation evidencing that these
providers were eligible to participate in the CHIP and Medicaid program.
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FAHCA management indicated that FMMIS has not been configured to perform
the required SSA DMF and NPPES checks. In addition, FAHCA management
indicated that the network providers were not screened, enrolled, and periodically
revalidated as required because they were enrolled as registered providers that
were allowed to participate in the CHIP and Medicaid program; however, the
FAHCA was working to screen and enroll them as limited or fully enrolled
providers.

Absent routine Federal database checks upon provider enrollment and
reenroliment and proper screening, enroliment, and revalidation of network
providers, the FAHCA cannot ensure that new or existing providers are eligible to
participate in the CHIP and Medicaid program.

We recommend that the FAHCA configure FMMIS to check the SSA DMF and
NPPES upon provider enroliment and reenroliment and continue efforts to enroll,
screen, and revalidate all network providers in accordance with Federal
regulations.

The FAHCA concurs that the FMMIS must be configured to check the SSA DMF
and NPPES upon provider enroliment and reenrollment and continue efforts to
enroll, screen, and revalidate all network providers in accordance with Federal
regulations.
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2023-053
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Special Tests and Provisions — Utilization Control
Florida Agency for Persons with Disabilities (FAPD)

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A
Noncompliance and Significant Deficiency
Report No. 2023-174, Finding No. 2022-058

The FAPD did not ensure that utilization reviews (URs) and continued stay
reviews (CSRs) for Intermediate Care Facilities for Individuals with Intellectual
Disabilities (ICF-11Ds) were conducted by qualified professional personnel.

42 CFR Part 456.4 — Responsibility for monitoring the utilization control program
— The agency must monitor the statewide utilization control program.

42 CFR Part 456.406(b) — Description of UR review function: Who performs UR;
disqualification from performing UR — UR must be performed by a group of
professional personnel that includes (1) at least one physician; (2) in an ICF that
cares primarily for mental patients, at least one individual knowledgeable in the
treatment of mental health diseases; and (3) in an institution for individuals with
intellectual disabilities, at least one individual knowledgeable in the treatment of
intellectual disability.

42 CFR Part 456.436(a) — Continued stay review process — The UR plan must
provide that review of continued stay cases is conducted by the group performing
UR or a designee of the UR group.

The FAPD contracted with a quality improvement organization (QlO) to provide
UR and CSR services to ICF-lIDs. The contract required the QIO to maintain
adequate and qualified administrative staff, qualified management staff, support
staff, and organizational structure to satisfactorily meet the contractual
responsibilities. Additionally, the contract specified that staff selected to perform
UR and CSR services were to meet the staffing requirements as described in the
Federal regulations. Our review of FAPD monitoring records disclosed that,
although Federal regulations provide that the agency must monitor the statewide
utilization control program, during the 2022-23 fiscal year, the FAPD did not
monitor QIO staff qualifications or QIO compliance with the staffing requirements
specified in Federal regulations.

FAPD management indicated that, effective July 1, 2023, monitoring procedures
had been enhanced to assist with monthly monitoring of QIO staff qualifications
and QIO compliance with the staffing requirements specified in Federal
regulations.

Absent adequate monitoring of the QIO, the FAPD cannot ensure that QIO staff
meet the qualifications established in Federal regulations.

We recommend that FAPD management periodically review QIO staffing
qualifications to ensure compliance with Federal regulations.

Effective July 1, 2023, the FAPD Bureau of Contract Administration utilizes CA-51
Staffing Verification Certification of Assurance form and an updated CA-35
Service Verification form. These forms assist with monthly verification of the
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vendor’s required staff and professional qualifications to ensure compliance with
federal regulations.

If FAPD Contract Administration determines that the staffing requirements and/or
qualifications do not meet federal regulations, the provider will be notified in
writing utilizing a letter of finding (deficiency) and CA-20 Corrective Action Plan
form within seven (7) business days of receipt of the CA-51.

The provider will have thirty (30) days to present a Corrective Action Plan (CAP)
that details actions necessary to fulfill the staffing deficiency. If the deficiency is
not met, FAPD will request the evidence of progression to meeting staffing
compliance with federal regulations until compliance is determined.
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2023-054

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Children’s Health Insurance Program (CHIP) and Medicaid Cluster

Special Tests and Provisions — Managed Care Financial Audit

Florida Agency for Health Care Administration (FAHCA)

2105FL5021 2021, 2205FL5021 2022, 2305FL5021 2023, 2205FL5MAP 2022,
and 2305FLSMAP 2023

N/A

Noncompliance and Significant Deficiency

Report No. 2023-174, Finding No. 2022-055

The FAHCA did not always ensure that an independent audit of the accuracy,
truthfulness, and completeness of encounter data for each health plan was
conducted at least once every 3 years nor post the results of financial audits to
its Web site.

42 CFR 438.602(e) — Periodic audits — The State must periodically, but no less
frequently than once every 3 years, conduct or contract for the conduct of, an
independent audit of the accuracy, truthfulness, and completeness of the
encounter and financial data submitted by, or on behalf of, each Managed Care
Organization (MCO), Prepaid Inpatient Health Plan (PIHP), and Prepaid
Ambulatory Health Plan (PAHP).

42 CFR 438.602(g) — Transparency — The State must post on its Web site the
results of any audits under 42 CFR 438.602(e).

During the 2022-23 fiscal year, the FAHCA contracted with an External Quality
Review Organization (EQRO) to perform certain External Quality Review (EQR)
activities for FAHCA CHIP and Medicaid managed care programs, including a
validation of encounter data for the 14 health plans (8 MCOs, 3 PIHPs, and
3 PAHPs) that were subject to Federal periodic audit requirements. As part of
our audit, we examined the EQRO encounter data validation (EDV) study reports
issued for the last 3 fiscal years and found that the EQRO did not conduct an EDV
study for 2 MCO and 2 PIHP health plans. Additionally, our audit found that the
FAHCA did not post the completed financial audit reports to its Web site.

According to FAHCA management, policies and procedures were implemented
in January 2023 to ensure that all health plans are included in EDV studies at
least once every 3 years and the 4 health plans noted on audit were scheduled
to be included in subsequent years’ EDV studies. Additionally, FAHCA
management indicated that the completed financial audit reports were not posted
to its Web site due to management oversight.

Absent an EDV study of each health plan at least once every 3 years to ensure
the accuracy, truthfulness, and completeness of encounter data and posting of
the results of financial audits to its Web site, the FAHCA cannot demonstrate
compliance with Federal regulations.

We recommend that FAHCA management follow established policies and
procedures to ensure that an EDV study of each health plan’s encounter data is
conducted at least once every 3 years and post the results of financial audits on
its Web site.

The FAHCA is in concurrence. FAHCA developed policies and procedures to
ensure that the accuracy, truthfulness, and completeness of encounter data is
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validated at least once every three years for each plan, during the next three-year
cycle (SFY 22/23, SFY23/24, SFY 24/25).

For the SFY 22-23 encounter validation (EDV) study, the External Quality Review
Organization (EQRO) evaluated the FAHCA long-term care (LTC) encounter data
for truthfulness, completeness and accuracy by conducting a comparative
analysis and LTC record and plan of care document review.

The FAHCA posted the results of the 2022 financial audits to its Website on
September 14, 2023.
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2023-055

93.767 (Includes COVID-19 Awards)

93.775, 93.777, and 93.778 (Includes COVID-19 Awards)

Children’s Health Insurance Program (CHIP) and Medicaid Cluster

Special Tests and Provisions — Medical Loss Ratio (MLR)
Florida Agency for Health Care Administration (FAHCA)

2105FL5021 2021, 2205FL5021 2022, 2305FL5021 2023, 2205FL5MAP 2022,
and 2305FL5MAP 2023

No

Noncompliance and Significant Deficiency

Report No. 2023-174, Finding No. 2022-056

The FAHCA did not obtain from health plans a report that included all MLR
information required by Federal regulations.

42 CFR 438.8(k) - Reporting requirements — The State, through its contracts,

must require each Managed Care Organization (MCO), Prepaid Inpatient Health
Plan (PIHP), or Prepaid Ambulatory Health Plan (PAHP) to submit for each MLR
reporting year a report to the State that includes specified information, such as a
comparison of MLR information in 42 CFR 438.8(k) with the audited financial
report required by 42 CFR 438.3(m).

During the 2022-23 fiscal year, the FAHCA contracted with 14 health plans
(8 MCOs, 3 PIHPs, and 3 PAHPs) that were subject to CHIP and Medicaid MLR
Federal reporting requirements. Contract provisions required the health plans to
submit to the FAHCA quarterly and annual Achieved Savings Rebate (ASR)
Financial Reports containing required MLR information using an ASR Financial
Report template provided by the FAHCA. As part of our audit, we examined the
ASR Financial Reports for 5 health plans (3 MCOs, 1 PIHP, and 1 PAHP) and
found that the ASR Financial Reports for the 5 health plans did not contain all
required MLR information. Specifically, the ASR Financial Reports did not include
a comparison of the reported MLR information to the audited financial report
required by Federal regulations.

According to FAHCA management, a comparison of MLR information to audited
financial report information was not included in the ASR Financial Reports
because such information was not included on the ASR Financial Report
template.

Absent the inclusion of a comparison of the reported MLR information to the
audited financial report in the ASR Financial Reports submitted by MCOs, PIHPs,
and PAHPs, the FAHCA cannot demonstrate compliance with Federal
regulations.

We recommend that the FAHCA update the ASR Financial Report template to
ensure that the ASR Financial Report obtained from each MCO, PIHP, and PAHP
includes a comparison of the reported MLR information to the audited financial
report in accordance with Federal regulations.

FAHCA has worked with CMS and other states to become compliant with 42 CFR
438.8(k) and created the compliant template and it will be implemented
June 1, 2024.
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2023-056
93.775, 93.777, and 93.778 (Includes COVID-19 Awards)
Medicaid Cluster

Special Tests and Provisions — External Quality Review Organization (EQRO)
Florida Agency for Health Care Administration (FAHCA)

2205FL5MAP 2022 and 2305FL5MAP 2023

N/A
Noncompliance
Report No. 2023-174, Finding No. 2022-054

The FAHCA did not ensure that all external quality review activities were
performed in accordance with Federal requirements.

42 CFR 438.358(b) — Activities related to external quality review — For each
managed care organization (MCQO), prepaid inpatient health plan (PIHP), or
prepaid ambulatory health plan (PAHP), the State or EQRO must perform
external quality review (EQR) activities, including a validation of performance
improvement projects (PIPs) that were underway during the preceding
12 months; a validation of MCO, PIHP, or PAHP performance measures during
the preceding 12 months; and a review, conducted within the previous 3-year
period, to determine the MCQO’s, PIHP’s, or PAHP’s compliance with Federal
standards and quality assessment and performance improvement requirements.

During the 2022-23 fiscal year, the FAHCA contracted with an EQRO to perform
certain EQR activities for FAHCA Medicaid managed care programs, in addition
to the EQR activities conducted by the FAHCA. The EQR activities the EQRO
was to perform included a validation of PIPs and applicable performance
measures. As part of our audit, we examined records related to the EQR activities
conducted by the FAHCA and the EQRO during the 2022-23 fiscal year. Our
examination disclosed that, while the FAHCA had conducted monitoring,
oversight, and compliance reviews, the FAHCA had not completed within the prior
3-year period a review of the applicable MCOs, PIHPs, or PAHPs to determine
compliance with Federal standards and quality assessment and performance
improvement requirements.

FAHCA management indicated that the FAHCA was in the process of conducting
a 3-year comprehensive compliance review covering the period January 2022
through December 2024 and that the FAHCA was on track to complete the
compliance review by the end of the review period.

Absent a review of MCO, PIHP, or PAHP compliance with Federal standards and
quality assessment and performance improvement requirements at least every
3 years, the FAHCA cannot demonstrate compliance with Federal regulations.

We recommend that the FAHCA continue efforts to complete the 3-year
comprehensive compliance review by the end of the established review period to
ensure compliance with Federal regulations.

Using a standardized tool developed by our contracted EQRO, the FAHCA
completed a full compliance review of all health plans on June 27, 2023. A
combination of desk reviews, interviews, and virtual site visits were used. Plan
specific results will be provided to the EQRO for inclusion in the upcoming Annual
Technical Report. In addition, the FAHCA will continue routine monitoring to
ensure any deficiencies are corrected with each plan. The FAHCA agrees to
continue efforts to ensure compliance.
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2023-057
97.036 (Includes COVID-19 Awards)
Disaster Grants — Public Assistance (Presidentially Declared Disasters)

Reporting
Florida Division of Emergency Management (FDEM)

Various

No
Opinion Qualification and Material Weakness
Report No. 2023-174, Finding No. 2022-062

The FDEM did not timely or accurately report subaward information required by
the Federal Funding Accountability and Transparency Act (FFATA) in the Federal
Funding Accountability and Transparency Act Subaward Reporting System
(FSRS). Additionally, the FDEM was unable to provide all FFATA reports
requested for audit.

2 CFR 170, Appendix A — Reporting Subawards and Executive Compensation —
Unless otherwise exempt, you must report each action that equals or exceeds
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal
agency. In addition, you must report the information about each obligating action,
including the subaward obligation/action date.

For subaward information, reporting must occur no later than the end of the month
following the month in which the obligation was made.

The FDEM enters into subaward agreements with subrecipients for each Disaster
Grant. A subaward agreement may encompass multiple projects where each
project is established under separate project worksheets. During the 2022-23
fiscal year, the FDEM obligated 905 projects with obligated Disaster Grants funds
totaling $558,930,737. As part of our audit, we requested to review the FSRS
reporting records for applicable projects. However, in response to our request,
FDEM management indicated that the FDEM reported subaward information in
the FSRS by subaward at the time all projects related to the subaward were
closed. Consequently, for all applicable projects, required subaward information
such as subaward amounts was not timely reported in the FSRS.

We also requested to review the FSRS reporting records for 12 of the 72 Disaster
Grants subawards that closed during the 2022-23 fiscal year. In response to our
request, the FDEM could not provide documentation evidencing that information
was reported in the FSRS for 2 of the subawards. In addition, for the other
10 subawards, our audit disclosed that the FDEM reported in the FSRS the date
that the subaward was closed rather than the date that the subaward agreement
was signed.

According to FDEM management, due to the significant number of projects that
may be related to a subaward, and a shortage of personnel to report project-level
information in the FSRS, the FDEM transitioned from reporting by project in the
FSRS to reporting by subaward and reported the date that the subawards were
closed rather than the date the subaward agreements were signed. In addition,
the FDEM did not report the amount of the subaward at the time the FDEM
entered into the subaward agreement with the subrecipient because the final
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amount of the projects related to a subaward is unknown until the projects are
closed.

FDEM management also indicated that documentation evidencing that
information for the two subawards was reported in the FSRS could not be
provided because the vendors had not registered for a Unique Entity ID.

The FDEM cannot demonstrate that all required information was appropriately
and timely reported in the FSRS in accordance with FFATA.

We recommend that FDEM management ensure that all applicable Disaster
Grants subawards are appropriately and timely reported in the FSRS.

FDEM concurs with this finding and will continue its efforts to work with the
Federal Funding Accountability and Transparency Act (FFATA) Subaward
Reporting System (FSRS) and our federal partners to resolve the bulk upload
issues within the FSRS.
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Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

2023-058
97.036 (Includes COVID-19 Awards)
Disaster Grants — Public Assistance (Presidentially Declared Disasters)

Subrecipient Monitoring
Florida Division of Emergency Management (FDEM)

Various

N/A
Opinion Qualification and Material Weakness
Report No. 2023-174, Finding No. 2022-063

The FDEM did not correctly provide all required subaward information to
subrecipients or evaluate each subrecipient’s risk of noncompliance for the
purpose of determining the appropriate subrecipient monitoring and,
consequently, the FDEM could not demonstrate that monitoring performed was
based on risk. Additionally, the FDEM did not always timely issue management
decisions for subrecipient audit findings.

2 CFR 200.332 — Requirements for pass-through entities — All pass-through
entities must ensure that every subaward is clearly identified to the subrecipient
as a subaward and include certain information at the time of the subaward,
including the assistance listing title and the indirect cost rate for the Federal
award. All pass-through entities must also evaluate each subrecipient’s risk of
noncompliance with Federal statutes, regulations, and the terms and conditions
of the subaward for purposes of determining the appropriate subrecipient
monitoring. The pass-through entity must also monitor the activities of the
subrecipient as necessary to ensure that the subaward is used for authorized
purposes, in compliance with Federal statutes, regulations, and the terms and
conditions of the subaward, and that subaward performance goals are achieved.
Monitoring of the subrecipient must include reviewing financial and performance
reports, following-up and ensuring that the subrecipient takes timely and
appropriate action on all deficiencies pertaining to the Federal award detected
through audits, on-site reviews, and other means, and issuing management
decisions as required by 2 CFR 200.521.

2 CFR 200.521 — Management decision — The pass-through entity is responsible
for issuing a management decision for audit findings pertaining to the Federal
award within 6 months of acceptance of the audit report by the Federal Audit
Clearinghouse. The management decision must clearly state whether or not the
audit finding is sustained, the reasons for the decision, and the expected auditee
action to repay disallowed costs, make financial adjustments, or take other action.

The FDEM enters into subaward agreements with subrecipients for each Disaster
Grant. A subaward agreement may encompass multiple projects where each
project is established under separate project worksheets. During the 2022-23
fiscal year, the FDEM obligated 905 projects totaling $558,930,737 associated
with 406 subrecipients and provided $745,410,621 in Disaster Grants funds to
over 600 subrecipients. Our review of 24 selected subaward agreements found
that, for 15 subaward agreements, the FDEM identified the incorrect assistance
listing title and did not identify the indirect cost rate for the Federal award.

Our inquiries of FDEM management also disclosed that the FDEM did not
conduct subrecipient monitoring during the 2022-23 fiscal year based on an
assessment of each subrecipient’s risk of noncompliance, as the FDEM did not
complete an evaluation of the risk of noncompliance with Federal statutes,
regulations, and the terms and conditions of the subaward for all subrecipients.
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According to FDEM management, risk assessments were only performed on
subrecipients with an active project for a disaster that occurred during the
2021 calendar year or after. Our evaluation of FDEM records found that during
the 2022-23 fiscal year 325 subrecipients had active projects for disasters
before 2021.

Further, our inquiries of FDEM management and examination of FDEM records
found that the FDEM did not document the review of all subrecipient single audit
reports. According to FDEM management, FDEM staff were responsible for
searching the Federal Audit Clearinghouse weekly for single audits funded with
Disaster Grants funds. If an audit was identified, the report was to be reviewed
to determine whether the audit had findings related to the Disaster Grants
program and be included on an audit tracking spreadsheet where FDEM staff
tracked the progress of corrective actions. Although FDEM records evidenced
the review of single audit reports with findings, the FDEM did not document the
review of single audit reports for subrecipients where no findings were noted.
Consequently, we could not determine whether the FDEM reviewed the single
audit reports for all subrecipients. Additionally, our examination of FDEM records
for six of the single audits with Disaster Grants findings included in the FDEM
audit tracking spreadsheet disclosed that the FDEM did not timely issue
management decisions for two of the subrecipient’'s audit findings. As of
June 30, 2023, the management decisions were 28 and 80 days late.

FDEM management indicated that the assistance listing titles in the subaward
agreements were incorrect because of an error associated with auto populating
the program title field in the agreements. FDEM management further indicated
that information on the indirect cost rates was intentionally excluded as the FDEM
relied on a statement in the agreements notifying the subrecipients that they bore
responsibility for ensuring compliance with Disaster Grants program
requirements. Notwithstanding, the subrecipients were not informed of the
indirect cost rate for the Federal award as required by Federal regulations.

FDEM management indicated that, due to personnel constraints, monitoring
based on an assessment of each subrecipient’s risk of noncompliance was not
performed on all subrecipients and risk assessments were not performed for
subrecipients with an active project for a disaster that occurred prior to 2021.
FDEM management also indicated that the management decisions were not
timely issued due to an oversight.

Without correctly providing required information to subrecipients, the subrecipient
has an increased risk of improperly administering the Federal award. Absent an
evaluation of each subrecipient’s risk of noncompliance and monitoring based on
the results of the risk assessment, the FDEM cannot adequately ensure that the
subaward is used for authorized purposes in compliance with Federal statutes,
regulations, and the terms and conditions of the subaward, and that subaward
performance goals are achieved.

Documentation evidencing the review of all single audit reports would better
demonstrate compliance with Federal subrecipient monitoring requirements.
Additionally, absent the timely issuance of management decisions for all audit
findings pertaining to the Disaster Grants program, the FDEM cannot
demonstrate compliance with Federal regulations providing for subrecipients to
be notified of whether an audit finding is sustained, the reasons for the decision,
and the expected auditee corrective action.

We recommend that the FDEM ensure that all required information is correctly
included in Disaster Grants subrecipient agreements. We also recommend that
the FDEM evaluate each subrecipient’s risk of noncompliance for the purpose of
determining the appropriate subrecipient monitoring and conduct subrecipient
monitoring based on the risk assessment. Further, we recommend that the
FDEM document the review of all subrecipient single audit reports and ensure
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that management decisions are issued within 6 months of acceptance of the audit
report by the Federal Audit Clearinghouse.

FDEM concurs with this finding. FDEM received 5 of 15 positions requested at
the start of FY 23/24. FDEM will use these positions and supplement with staff
augmentation contractors to conduct onsite and desktop monitoring of
subrecipients. FDEM's subrecipient monitoring policies and procedures are being
revised. FDEM will revise its subrecipient agreements for Public Assistance (PA)
disaster grants to include all required information.
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Assistance Listing Program
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Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

Cause

U.S. DEPARTMENT OF EDUCATION

2023-059

84.063 and 84.268

Student Financial Assistance Cluster

Federal Pell Grant Program (Pell Grant)

Federal Direct Student Loans (Direct Loan)

Special Tests and Provisions — Return of Title IV Funds
Palm Beach State College (PBSC)

N/A

No
Noncompliance and Significant Deficiency

PBSC did not always accurately calculate the amount of Title IV Higher Education
Act (HEA) Pell Grant assistance earned as of a student’s withdrawal date or
always timely return unearned funds to the U.S. Department of Education
(USED).

34 CFR 668.22 — Treatment of Title IV funds when a student withdraws

(a)(1) When a recipient of Title IV HEA grant or loan assistance withdraws from
an institution during a payment period in which the recipient began attendance,
the institution must determine the amount of Title IV HEA grant or loan assistance
the student earned as of the student’s withdrawal date.

(e)(2) The percentage of Title IV HEA grant or loan assistance that has been
earned by the student is equal to the percentage of the payment period that the
student completed. However, if the student completes 60 percent or more of the
payment period, the student is considered to have earned 100 percent of the
Title IV HEA funds.

(9)(1) The institution must return the lesser of the total amount of unearned
Title IV assistance or an amount equal to the total institutional charges incurred
by the student for the payment period or period of enroliment multiplied by the
percentage of Title IV HEA grant or loan assistance that has not been earned by
the student.

())(1) For a student who begins attendance, an institution must return the amount
of unearned Title IV HEA funds as soon as possible but no later than 45 days
after the date of the institution’s determination that the student withdrew.

From the population of 811 return of Title IV assistance calculations performed
for the 811 students who withdrew from classes and received Title IV HEA Pell
Grant funds totaling $1,627,493, or Direct Loan funds totaling $912,771, during
the Fall 2022 or Spring 2023 Terms, we selected for examination PBSC records
for 25 students to determine whether PBSC accurately calculated the funds
earned by the students and timely returned any unearned funds to the USED.
Our examination disclosed that:

e For 1 student, PBSC miscalculated the amount earned, resulting in Pell Grant
funds totaling $207.21 being returned to the USED in error.

e Unearned amounts totaling $1,655 for 4 students were not returned to the
USED within 45 days from when PBSC became aware that the students had
withdrawn. Specifically, PBSC returned the funds 3, 4, 10, and 15 days late.

According to PBSC management, PBSC did not accurately calculate the funds
earned by the student and did not timely return unearned funds to the USED due
to staff errors, information technology changes, and staff turnover.
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Funds were returned to the USED in error and unearned funds were not timely
returned to the USED.

PBSC should ensure that the calculation of Title IV HEA Pell Grant funds earned
by students is accurate and timely return unearned Title IV HEA Pell Grant or
Direct Loan assistance for students who withdraw in accordance with Federal
regulations.

The College will add additional support to monitor students registered in the
following scenarios to ensure timely return of unearned Title IV Funds:

* Monitor students in Express Sessions to ensure appropriate institutional
charges are calculated based on the load status.

* Review students registered in pre-requisite courses to ensure course
compliance, according to primary program objectives.
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U.S. DEPARTMENT OF EDUCATION

2023-060
84.063 and 84.268
Student Financial Assistance Cluster

Federal Pell Grant Program (Pell Grant)

Federal Direct Student Loans (Direct Loan)
Special Tests and Provisions — Enrollment Reporting
Polk State College (PSC)

N/A

No
Noncompliance and Significant Deficiency

PSC did not always accurately or timely report enroliment status changes to the
National Student Loan Data System (NSLDS) for Pell Grant recipients and Direct
Loan borrowers.

34 CFR 685.309(b) — Administrative and fiscal control and fund accounting
requirements for schools participating in the Direct Loan Program — Enrollment
reporting process

34 CFR 690.83(b)(2) — Submission of reports
NSLDS Enrollment Reporting Guide

Upon receipt of an enroliment report from the U.S. Department of Education
(USED), an institution must update all information included in the report,
including campus-level and program-level data, and return the report to the
USED in the manner, format, and time frame prescribed by the USED.

In addition, the institution must notify the NSLDS of a student enroliment status
change within 60 days of such discovery.

From the population of 600 students who received Title IV Higher Education Act
(HEA) Pell Grant and Direct Loan funds during the period March 2023 through
June 2023, we selected for examination PSC records for 25 Pell Grant recipients
and Direct Loan borrowers to determine whether PSC accurately and timely
reported student enrollment changes to the NSLDS. As summarized below, we
noted instances where PSC did not timely report student enrollment changes or
accurately report campus-level and program-level enroliment data.

Late Inaccurate Inaccurate
Reported Campus-Level  Program-Level
Enrollment Enrollment Enrollment
Program Changes Data Reported Data Reported
Pell Grant 7 22 15
Direct Loan - 3 3

According to PSC management, enroliment changes were not always accurately
or timely reported due to a staffing shortage in the Registrar’s office.

The accuracy and timeliness of Pell Grant and Direct Loan information in the
NSLDS is critical to the USED for monitoring the enroliment status of Title IV
HEA recipients and for evaluating program effectiveness.

PSC should enhance procedures to ensure that all enroliment status changes
for Pell Grant recipients and Direct Loan borrowers are accurately and timely
reported to the NSLDS.
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State Entity Response In general, the College accepts the auditor's presentation that there were
student records as reflected on the academic transcript that did not agree with
data in the National Student Loan Data System (NSLDS). As noted in the finding,
the College had instances of incorrect enroliment data and program data may
not have been updated in the NSLDS.

Report No. 2024-174

Page 122 March 2024



Finding Number

Assistance Listing Number

Assistance Listing Program
Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF EDUCATION

2023-061

84.063 and 84.268

Student Financial Assistance Cluster

Federal Pell Grant Program (Pell Grant)

Federal Direct Student Loans (Direct Loan)

Special Tests and Provisions — Return of Title IV Funds
Polk State College (PSC)

N/A

No
Noncompliance and Significant Deficiency
Questioned Costs — $2,485 (Pell Grant)

PSC did not always utilize accurate student withdrawal dates as the basis for
calculating the amount of Title IV Higher Education Act (HEA) Pell Grant
assistance that a student earned as of their withdrawal date.

34 CFR 668.22(c) — Withdrawal date for a student who withdraws from an
institution that is not required to take attendance.

Federal Student Aid Handbook — When students are enrolled in distance
education courses, a school must demonstrate that a student participated in class
or was otherwise engaged in an academically related activity. Only active
participation by a student in an instructional activity qualifies as attendance in an
academically related activity. The school must document a student’s withdrawal
date and maintain that documentation as of the date of the school’s determination
that the student withdrew.

From the population of 596 return of Title IV assistance calculations performed
for 562 students who withdrew from classes and received Title IV HEA Pell Grant
funds totaling $1,361,115, or Direct Loan funds totaling $530,466, during the
Fall 2022 or Spring 2023 terms, we selected for examination PSC records for
25 students to determine whether PSC accurately determined the students’
withdrawal dates and calculated the funds earned by each student. Our
examination disclosed 6 instances related to students enrolled in distance
education courses where PSC did not use the last date of academic engagement
as the students’ withdrawal date. Consequently, the amount of earned Pell Grant
funds for 4 students was miscalculated by PSC, resulting in the amount of
unearned funds returned to the U.S. Department of Education (USED) being
understated by $2,485.

According to PSC management, incorrect withdrawal dates were used due to
employee error, resulting in the understated calculation of Pell Grant funds to be
returned to the USED.

Absent the use of the last date of academic engagement as the withdrawal date
for students enrolled in distance education courses, funds earned by students
and unearned funds to be returned to the USED may be miscalculated.

PSC should enhance procedures to ensure that the last date of academic
engagement is used as the withdrawal date for students enrolled in distance
education courses and that the calculated amount of unearned Title IV assistance
funds to be returned to the USED is correct.

The College accepts the auditor’'s presentation that for students identified in the
audit who may have attended an online course and withdrew, did not have
consistent withdrawal dates between systems at the College. The appropriate
determination for the last day of academic related activity may not have been
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correctly captured. As a result, the refund calculation would not have been
correct.
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U.S. DEPARTMENT OF EDUCATION

2023-062

84.063 and 84.268

Student Financial Assistance Cluster

Federal Pell Grant Program (Pell Grant)

Federal Direct Student Loans (Direct Loan)

Special Tests and Provisions — Return of Title IV Funds
Seminole State College of Florida (SSC)

N/A

No
Noncompliance and Significant Deficiency
Questioned Costs — Unknown

SSC did not consider whether students had unofficially withdrawn or determined
whether unearned funds should be returned to the U.S. Department of Education
(USED).

34 CFR 668.22 — Treatment of Title IV funds when a student withdraws

Federal Student Aid Handbook — A school must demonstrate that a student
participated in class or was otherwise engaged in an academically related activity.
Only active participation by a student in an instructional activity qualifies as
attendance in an academically related activity. The school must document a
student’s withdrawal date and maintain that documentation as of the date of the
school's determination that the student withdrew. If the student ceases
attendance without providing official notification to the institution of the
withdrawal, the mid-point of the payment period or period of enroliment should be
used.

From the population of 607 students who received Title IV HEA Pell Grant or
Direct Loan funds totaling $1,969,968 during the Fall 2022 or Spring 2023 terms
and appeared to have unofficially withdrawn based on withdraw, incomplete, or
fail grades, we selected 16 students to determine whether SSC appropriately
identified students for whom unearned funds were required to be returned to the
USED. Our inquiries of SSC management disclosed that SSC did not evaluate
whether the students had unofficially withdrawn or determined whether funds
were to be returned to the USED. As a result, SSC records did not evidence
whether unearned funds should have been returned to the USED.

According to SSC management, SSC did not have procedures to identify students
who stopped attending classes without officially withdrawing.

Absent the review of students who may have unofficially withdrawn, including the
identification of when the student stopped being engaged in an academic related
activity, unearned funds may not be timely returned to the USED.

SSC should enhance procedures to identify students who may have unofficially
withdrawn to determine whether unearned Title IV HEA Pell Grant or Direct Loan
assistance should be returned to the USED.

SSC has implemented improved measures to recognize students who may have
unofficially withdrawn. This enables SSC to determine whether any unearned
Title IV HEA Pell Grant or Direct Loan funds should be returned to the USED. In
cases where students stop attending after the census date but do not officially
withdraw, the midpoint of the term will be considered the last date of attendance
(LDA).
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ADDITIONAL MATTERS

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2023,
disclosed certain additional matters that we communicated in the INDEPENDENT AUDITOR’S REPORT
ON INTERNAL CONTROL OVER FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER
MATTERS BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS. Additional matters are issues that, in the auditor’s
opinion, should be reported, but which are not categorized as a significant deficiency or material
weakness.
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State Entity
OLO-GF-SF-FIDs

GL Codes

Adjustment Amounts
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Finding

Criteria

Condition

ADDITIONAL MATTER
OPIOID SETTLEMENT

AM 2023-01

Nonmajor Governmental Funds and Custodial Funds

Receivables, net; Other loans and notes receivable, net; Unavailable revenue;
Accounts receivable; Due to other governments; Fines, forfeits, settlements, and
judgments; Other deductions

203600, 749001

Florida Department of Financial Services (FDFS)

430000-20-2-125001, 430000-20-2-125002

15100, 25400, 35500, 45500, 47300, 61600, 71100

$19,832,297; $240,204,892; $64,005,081; $713,734,835; $220,372,595;
$777,739,916

N/A

The FDFS did not properly record all opioid settlement amounts that met
recognition requirements for the 2022-23 fiscal year and incorrectly recorded
amounts related to fiduciary activities to a governmental fund.

Governmental Accounting Standards Board (GASB) Codification Section 1600
specifies that financial statements for governmental funds should be presented
using the current financial resources measurement focus and the modified accrual
basis of accounting, recognizing revenues in the accounting period in which they
become available and measurable. Financial statements of fiduciary funds should
be reported using the economic resources measurement focus and the accrual
basis of accounting, recognizing transactions when they occur, regardless of when
cash is received or disbursed.

GASB Statement No. 65, ltems Previously Reported as Assets and Liabilities,
specifies that revenues for governmental funds should be recognized in the
accounting period when they become both measurable and available. When an
asset is recorded in a governmental fund but the revenue is not available, the
government should report a deferred inflow of resources until such time as the
revenue becomes available.

GASB Caodification Section 1300.131 specifies that assets for the benefit of
organizations or other governments that are not part of the financial reporting entity
and are not derived from the government’s provision of goods or services to those
organizations or other governments should be reported as fiduciary activities.

GASB Statement No. 84, Fiduciary Activities, specifies that custodial funds be
used to report fiduciary activities that are not required to be reported in pension,
investment, or private-purpose trust funds.

Section 17.42, Florida Statutes, provides that payments received by the State from
the settlements reached with distributors as part of In re Mallinckrodt PLC, Case
No. 20-12522 (Bankr. D. Del. 2021) and any other similar settlements in
opioid-related litigation or bankruptcy be deposited in the Opioid Settlement
Clearing Trust Fund. State law further provides that funds deposited into the
Opioid Settlement Clearing Trust Fund are to be divided between a Regional
subfund used to allocate funds to each State county and a State subfund.

The State entered into settlement agreements with various opioid distributors
during the period January 10, 2022, through October 19, 2022, pursuant to which
the State is to receive settlement funds over a period of years, with initial payments
beginning during the 2022-23 fiscal year. Each settlement agreement specified
the amount of funds to be provided to the Regional and State subfunds. Our audit
found that the FDFS did not record to Nonmajor Governmental Funds for the
2022-23 fiscal year State subfund receivables and deferred inflows of resources,
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totaling $83,837,378, resulting from the settlement agreements with distributors,
nor State subfund other loans and notes receivable and deferred inflows of
resources from one distributor totaling $645,307,091, and $676,546,560,
respectively. Additionally, the FDFS incorrectly recorded Regional subfund
receivables, liabilities, revenues, and expenditures each totaling $454,777,543 to
Nonmajor Governmental Funds instead of to Custodial Funds and did not record
Regional subfund settlement amounts for one distributor totaling $322,962,373 to
Custodial Funds.

According to FDFS management, certain State subfund receivables and deferred
inflows of resources were unintentionally not recorded and one settlement was
inadvertently left off FDFS worksheets used to calculate State subfund receivable
and deferred inflow totals. Additionally, FDFS management indicated that
Regional subfund amounts were recorded to Nonmajor Governmental Funds
because the typical fund numbering convention for custodial funds was not utilized
when establishing the Regional subfund.

Prior to audit adjustment, Receivables, net was understated by $19,832,297, Other
loans and notes receivable, net was overstated by $240,204,892, and Unavailable
revenue was overstated by $220,372,595 for Nonmajor Governmental Funds.
Additionally, Custodial Funds Accounts receivable, Due to other governments,
Fines, forfeits, settlements and judgments, and Other deductions were each
understated by $777,739,916.

We recommend that the FDFS enhance year-end financial reporting controls to
ensure that all settlement agreements are accounted for and required accounting
entries for opioid settlements are recorded to the appropriate reporting fund in the
State’s financial statements.

The Department concurs and will enhance established procedures to ensure that
all settlement agreements are accounted for and that all required accounting
entries are recorded appropriately and timely.

FY 23-24 year end reporting process.

Teri Mann, Bureau Chief
850-413-2145
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ADDITIONAL MATTER

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

AM 2023-02
Florida Department of Juvenile Justice (FDJJ)
Report No. 2023-174, Finding No. AM 2022-05

The FDJJ did not properly report total expenditures for the Social Services Block
Grant on the Schedule of Expenditure of Federal Awards (SEFA). As a result,
prior to audit adjustment, amounts reported on the State’s SEFA were incorrect.

2 CFR 200.508(b) — Auditee responsibilities — The auditee must prepare
appropriate financial statements, including the schedule of expenditures of
Federal awards in accordance with 2 CFR 200.510.

To reasonably ensure the accuracy and completeness of the State’s SEFA,
Florida Department of Financial Services (FDFS) SEFA Instructions required
agencies to prepare a SEFA data form and certify its accuracy.

As illustrated below, our examination of the FDJJ SEFA data form for the
2022-23 fiscal year found that total expenditures for the Social Services Block
Grant were inaccurately reported.

Federal Expenditures

Assistance
Listing Assistance Listing  Total Reported Per Audit Total
Number Program Title Expenditures Expenditures
Social Services
.667
93.66 Block Grant $41,518,337 $47,309,900

FDJJ management indicated that the error was due to a misunderstanding in
reporting payables.

Prior to audit adjustment, inaccurate information was reported on the State’s
SEFA.

We recommend that the FDJJ enhance procedures to ensure that payables are
included in the amounts reported on the State’s SEFA.

FDJJ’s Bureau of Finance and Accounting has modified internal procedures to
ensure Social Services Block Grant (SSBG) Certified Forward payables are
accurately captured and included in the total expenditures for the Department's
Schedule of Expenditures of Federal Awards.

July 1, 2024

Christian Griffin, Chief of Budget - (850) 717-2401
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ADDITIONAL MATTER

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

AM 2023-03
Florida Agency for Health Care Administration (FAHCA)

FAHCA procedures for preparing the Schedule of Expenditures of Federal
Awards (SEFA) data form were not sufficient to ensure the accuracy of reported
amounts. As a result, prior to audit adjustment, amounts reported on the State’s
SEFA were incorrect.

2 CFR 200.508(b) — Auditee responsibilities — The auditee must prepare
appropriate financial statements, including the schedule of expenditures of
Federal awards in accordance with 2 CFR 200.510.

To reasonably ensure the accuracy and completeness of the State’'s SEFA,
Florida Department of Financial Services (FDFS) SEFA Instructions required
agencies to prepare a SEFA data form and certify its accuracy.

FAHCA SEFA Procedures

As illustrated below, our examination of the FAHCA SEFA data form for the
2022-23 fiscal year found that certain amounts were inaccurately reported.

Federal Expenditures

Assistance
Listing Total Reported Per Audit Total
Number Assistance Listing Program Title Expenditures Expenditures
93.767 Children’s Health Insurance $ 444915483 | $ 139240359
Program
93.767 COVID-19 — Children’s Health 25 848,757 8,105,707

Insurance Program

State Survey and Certification
93.777 of Health Care Providers and 30,077,297 29,098,055
Suppliers (Title XVIII) Medicare

93.778 Medical Assistance Program 22,868,979,786 22,836,692,590

93778 (I cle S e Es 2,208,538,991 |  2,240,826,187
Program

Amounts Passed Through to Subrecipients

Total Reported

Total Per Audit

Assistance Amounts Amounts
Listing Passed Through  Passed Through
Number Assistance Listing Program Title  to Subrecipients to Subrecipients
93767 | Children’s Health Insurance $115,126,801 | $124,449,658
Program
93.767 COVID-19 — Children’s Health 6,670,030 7231431
Insurance Program

According to FAHCA management, the errors were due to employee oversight
and insufficient procedures. Specifically, the FAHCA applied the incorrect
increased Federal medical assistance percentage to certain COVID-19 related
expenditures, excluded applicable Federal expenditures, and did not exclude
other non-Federal expenditures.

Prior to audit adjustment, inaccurate information was reported on the State’s
SEFA.
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Recommendation

State Entity Response

Estimated Corrective
Action Date

Entity Contact and
Telephone Number

We recommend that the FAHCA enhance procedures to ensure that amounts are
accurately reported on the State’s SEFA.

The FAHCA concurs with the recommendation. The Grants Management Section
within the Bureau of Financial Services will update the procedures to ensure
accurate and complete reporting. The revisions will also include a second-level
review of data input into the SEFA form before submission.

July 31, 2024

Kim Jordan
(850) 412-3851
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ADDITIONAL MATTER

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

Finding Number
State Entity

Finding

Criteria

Condition

Cause
Effect

Recommendation
State Entity Response
Estimated Corrective

Action Date

Entity Contact and
Telephone Number

AM 2023-04
Florida Department of Transportation (FDOT)

The FDOT did not properly report amounts for two Federal programs on the
Schedule of Expenditures of Federal Awards (SEFA). As a result, prior to audit
adjustment, amounts reported on the State’s SEFA were incorrect.

2 CFR 200.508(b) — Auditee responsibilities — The auditee must prepare
appropriate financial statements, including the schedule of expenditures of
Federal awards in accordance with 2 CFR 200.510.

To reasonably ensure the accuracy and completeness of the State’s SEFA,
Florida Department of Financial Services (FDFS) SEFA Instructions required
agencies to prepare a SEFA data form and certify its accuracy.

As illustrated below, our examination of the FDOT SEFA data form for the
2022-23 fiscal year found that certain amounts were inaccurately reported.

Federal Expenditures

Total Total
Assistance Expenditures Expenditures

Listing Reported Per Audit

Number Assistance Listing Program Title Amounts Amounts
20205 | Highway Planning and $2,210,611,054 | $2,365,745,638

Construction
Amounts Passed Through to Subrecipients

Total Reported Total Per Audit

Assistance Amounts Amounts
Listing Passed Through  Passed Through

Number Assistance Listing Program Title  to Subrecipients to Subrecipients

Highway Planning and

20.205 Construction

S - $134,932,767

20.509 | Formula Grants for Rural Areas 30,567,964 33,444,629
and Tribal Transit Program

According to FDOT management, the errors were due to employee oversight.

Prior to audit adjustment, inaccurate information was reported on the State’s
SEFA.

We recommend that the FDOT enhance procedures to ensure that amounts are
accurately reported on the State’s SEFA.

The Department concurs. Additional training and review procedures have been
implemented to ensure amounts are accurately reported on the State's SEFA.

Completed February 2024

Cheryl Morgan, 850-414-4864
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Finding Number
State Entity

Finding

Criteria

Condition

Cause

ADDITIONAL MATTER

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

AM 2023-05
Florida Department of Children and Families (FDCF)

The FDCF did not properly report amounts for eleven Federal programs on the
Schedule of Expenditures of Federal Awards (SEFA). As a result, prior to audit
adjustment, amounts reported on the State’s SEFA were incorrect.

2 CFR 200.508(b) — Auditee responsibilities — The auditee must prepare
appropriate financial statements, including the schedule of expenditures of
Federal awards in accordance with 2 CFR 200.510.

To reasonably ensure the accuracy and completeness of the State’s SEFA,
Florida Department of Financial Services (FDFS) SEFA Instructions required
agencies to prepare a SEFA data form and certify its accuracy.

As illustrated below, our examination of the FDCF SEFA data form for the
2022-23 fiscal year found that certain amounts passed through to subrecipients
were inaccurately reported.

Amounts Passed Through to Subrecipients

Total Reported

Total Per Audit

Assistance Amounts Amounts Passed

Listing Passed Through Through to

Number Assistance Listing Program Title  to Subrecipients Subrecipients
Projects for Assistance in

93.150 | Transition from Homelessness $ 3,377,852 $ 4,196,679
(PATH)
Substance Abuse and Mental

93.243 Hea.lth Services P!‘OJeCtS of 3,520,318 4,240,592
Regional and National
Significance

93.558 Tem.p.orary Assistance for Needy 116,087,669 116,425,542
Families
Emergency Grants to Address

93.665 Mental and Substance Use 765,635 960,524
Disorders During COVID-19

93.767 Children’s Health Insurance 3,941,625 4,246,669
Program

93.778 | Medical Assistance Program 4,209,085 4,228,951

93.788 | opoID STR 89,027,776 115,839,014

93.958 Block Grants for Commumty 83 485,252 124,420,267
Mental Health Services

93.959 Block Grants for Prevention and
Treatment of Substance Abuse >0,680,038 163,521,431
Mental Health Disaster

93.982 Assistance and Emergency 1,159,000 3,944,000
Mental Health

37.032 | (risis Counseling 1,220,000 2,920,000

According to FDCF management, the amounts were incorrect due to a
misclassification of a subrecipient in the FDCF accounting system and employee
error.
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Effect

Recommendation

State Entity Response

Estimated Corrective
Action Date

Entity Contact and
Telephone Number

Prior to audit adjustment, inaccurate information was reported on the State’s
SEFA.

We recommend that the FDCF enhance controls to ensure that subrecipients are
correctly classified in the FDCF accounting system and amounts are accurately
reported on the State’s SEFA.

The amounts were reported incorrectly on the SEFA due to a misclassification of
the subrecipient in the FDCF Contract Accountability Reporting System (CARS),
which is one of the key elements uploaded into the Grants and Other Revenue,
Allocation and Tracking System (GRANTS). This classification can be changed
during any quarter of the year. The classification is needed for the SEFA reporting
and we use it to identify if it is a State recipient or vendor classification.

FDCF has a monitoring process between Revenue Management and Contract
Administration, using reports from CARS and GRANTS to verify that the
classification is filled in during the quarters of the fiscal year. This should correct
the misclassification in the FDCF's subsystems and allow for correct reporting of
subrecipients on the SEFA.

04/01/2024

Amy P. Warrick, Cost Allocation Unit Manager
850-717-4741
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